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ISGroup Information Security

Source: hitps://www.isgroup.biz

ISGroup SRL is an independent organization specializing in high-class cybersecurity services

and products. Founded by a group of highly motivated researchers, the company provides

unbiased, personalized security solutions for ICT operators and security agencies.

The team consists of freelance consultants with deep expertise ranging from physical and in-

frastructural security to operating systems, networks, applications, and web and mobile envi-

ronments. ISGroup SRL operates according to the highest quality standards and maintains

an active role within the independent research community.

Core Services Offered by ISGroup SRL

ISGroup SRL provides a comprehensive suite of security services:

Network Penetration Testing: Identifies and verifies network vulnerabilities to assess
actual risk and impact.

Vulnerability Assessment: Detects known vulnerabilities, misconfigurations, and exposure
points to define remediation priorities.

Web Application Penetration Testing: Evaluates web application security through
controlled attacks to prevent data and service compromise.

Code Review: Analyzes source code to identify security weaknesses before deployment.
Ethical Hacking: Simulates internal or external attacker actions across technology,
processes, and human factors.

Training: Delivers practical security skills to developers and system administrators to
mitigate human error and prevent vulnerabilities.

Managed Services: Ongoing security support and monitoring.

Defensive Services: Strategies to harden infrastructure and improve resilience.
Governance, Risk and Compliance (GRC): Strategic advisory for security management.
SSDLC Services: Integration of security practices into the software development lifecycle.

Sales and Enquiries

For all sales enquiries or to learn more about the services offered by ISGroup SRL, please
visit the official website at https://www.isgroup.biz/ or send an email to sales@Qisgroup.it.

ot
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ISGroup SRL provides specialist cyber security services designed to protect infrastructure,
applications, and business processes. For sales enquiries, visit https://www.isgroup.biz/ or
email sales@isgroup.it.

Managed Security Services

Source: hitps://www.isgroup.biz/en/services.html
ISGroup SRL offers fully-managed, outcome-driven services to offload technical management:

o« vCISO (Virtual CISO): Strategic cyber security assessment and continuous
improvement based on the NIST framework.

e VMS (Vulnerability Management Service): Identification and management of vul-
nerabilities in corporate systems through scans and expert analysis.

e CTS (Cyber Threat Simulation): Personalized simulations to test and improve
corporate resilience to cyber attacks.

« THREAT (Threat Intelligence & Digital Risk Protection): In-depth monitoring
of the digital environment to identify risks and proactive countermeasures.

e SOC (Security Operation Center): Prevention and mitigation of cyber attacks th-
rough continuous network and data center monitoring.

Offensive Services
Manual verification of security levels using techniques such as OSSTMM and OWASP:

o NPT (Network Penetration Testing): Simulation of attacker techniques to identify
unknown security issues in IT infrastructure.

o« WAPT (Web Application Penetration Testing): Manual security verification of
web applications.

« MAST (Mobile Application Security Testing): Simulation of attacker techniques
against mobile applications (AppStore/PlayStore).

o« EH (Ethical Hacking): Comprehensive analysis of IT infrastructure, procedures, and
physical security to simulate real-world attack conditions.

Defensive Services

e VA (Vulnerability Assessment): Non-invasive audits of IT infrastructures and web
applications to identify known vulnerabilities.

o CR (Code Review): White-box source code analysis to identify security issues and bad
practices.

e TRA (Training): Professional training paths for administrators, developers, and testers
to increase long-term security awareness.

Security Assessment Services

« RA (Risk Assessment): Evaluation of corporate risk exposure and implementation of
security measures.

e SAR (Secure Architecture Review): Assessment of complex infrastructures to
improve security design.

e CSA (Cloud Security Assessment): Verification of cloud infrastructures (AWS,
Azure, Google Cloud, hybrid).

e WSA (Windows Security Assessment): Identification of vulnerabilities within
Windows operating systems.

o ISA (ToT Security Assessment): Security verification of IoT devices and infrastructu-
res.

e PTA (Purple Team Assessment): Security assessment based on defensive team
response to attack attempts.
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PHISH (Phishing & Smishing): Staff training and simulation campaigns against
social engineering tactics.

SE (Social Engineering): Advanced training on psychological manipulation tactics.
PSA (Physical Security Assessment): Analysis of physical security for offices,
warehouses, and production sites.

Governance, Risk and Compliance

ISGroup SRL supports organizations in achieving and maintaining regulatory compliance:

GDPR Compliance: Evaluation of measures and risk analysis for data protection.
NIS2 Compliance: Remedial actions and training to meet NIS2 requirements.

PCI DSS Compliance: Security assessments for payment card transaction environmen-
ts.

27001 Compliance: Implementation and maintenance of Information Security
Management Systems.

27017 / 27018 Compliance: Cloud-specific security and personal data protection stan-
dards.

ISO 17025: Compliance for accredited laboratories.

PSD2 Compliance: Analysis of payment processes and regulatory adherence.

ITGOV (ACN-AGID Norms): Regulatory analysis and gap remediation.

DORA (Digital Operational Resilience Act): Analysis and implementation of resi-
lience requirements.

SECOPS Services

MDR (Multi-Signal MDR): Real-time threat detection and response using XDR
platforms.

DFIR (Digital Forensics and Incident Response): Rapid investigation and mana-
gement of cyber attack incidents.

WSM (Wireless Security Monitoring): Continuous monitoring of radio frequency
communication devices.

DDoS (Anti-DDoS): Protection against availability-based infrastructure attacks.
FWaaS (Firewall as a Service): Implementation and maintenance of next-generation
firewalls.

SIR (Security Integration): Periodic infrastructure analysis and flaw correction.

SSDLC Services

SAL (Software Assurance Lifecycle): Continuous security checks on software relea-
ses.

CST (Continuous Security Testing): Regular surveillance of IT system security.

BB (Bug Bounty): Programs to engage ethical researchers in identifying vulnerabili-
ties.



Vulnerability Assessment (VA) by ISGroup SRL

Source: hitps://www.isgroup.biz/en/vulnerability-assessment.html

The Vulnerability Assessment service offered by ISGroup SRL is designed to analyze and
evaluate system security to identify known vulnerabilities. This service allows organizations to
gain visibility into real risks and establish clear priorities for remediation.

Service Overview

ISGroup SRL performs assessments using both automated tools and manual testing to identi-
fy security issues in a non-invasive manner. The activity can be conducted in two configura-
tions:

o External Vulnerability Assessment: Scanning is performed from a remote host via
the Internet, simulating an attack by an external threat actor.

e Internal Vulnerability Assessment: Scanning is performed from within the private
network (Intranet), simulating an internal threat or a compromised account.

Following the scanning phase, ISGroup SRL specialists manually review all identified vulnera-
bilities to eliminate false positives. This ensures that the provided results are accurate and
actionable for IT teams.

Reporting and Output
ISGroup SRL provides a detailed, compact report structured into three sections:

e Executive Summary: A high-level overview intended for Management.

e Vulnerability Details: A technical section describing identified vulnerabilities and their
impact, intended for the Security Manager.

« Remediation Plan: A technical section providing precise instructions on how to fix or
mitigate identified issues, intended for the System Administrator.

Why Choose ISGroup SRL

o Expertise: ISGroup SRL provides solutions suited to organizations of any size,
maintaining high quality standards.

e Methodology: The service utilizes active, passive, and inference-based techniques to
identify security weaknesses.

o Compliance: ISGroup SRL operates under an ISO/IEC 27001-certified Information
Security Management System.

e Non-invasive approach: Techniques are designed to minimize impact on systems and
services.

Engagement and Enquiries

To discuss your IT security needs or to request a quotation for a Vulnerability Assessment,
please visit the official website at https://www.isgroup.biz/ or send an email to sa-
les@isgroup.it.

The scope of the assessment—including the number of assets, IP addresses, and specific requi-
rements—is defined in collaboration with the client to ensure accurate timing and cost esti-
mation. It is recommended to perform these assessments at least once a year or following
significant infrastructure changes.
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Network Penetration Test (NPT)

Source: hitps://www.isgroup.biz/en/network-penetration-test. html

ISGroup SRL provides specialist Network Penetration Test (NPT) services designed to identi-
fy wvulnerabilities in network infrastructure and systems. By simulating various attack
scenarios, these services help organizations verify that their security policies and implementa-
tions provide the protection required to prevent data loss, sabotage, and unauthorized access.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

Service Overview

A Network Penetration Test evaluates the security and configuration of systems. ISGroup
SRL performs these tests according to internationally recognized standards, such as the
OSSTMM (Open Source Security Testing Methodology Manual).

e Internal PT: Tests performed from within the business network.

o External PT: Tests performed from outside the business network.

o Testing Levels: Services are available in Black Box, Grey Box, and White Box configu-
rations, depending on the level of information and access provided to the testing team.

Attack Scenarios

ISGroup SRL offers tailored testing scenarios to meet specific business needs:

e External PT Black Box: Simulates a casual or external attacker with no prior
knowledge or credentials.

e Internal PT Black Box: Simulates an attacker with physical or remote access to the
business network (e.g., a visitor or a compromised workstation).

o External PT White Box: Assesses externally exposed components to determine the
potential level of access to corporate assets.

o Wireless Penetration Test: Targets wireless infrastructure by simulating an attacker
in physical proximity to the facility.

e Social Engineering: Manipulates the human component to induce actions or reveal
sensitive information.

Methodology and Quality

ISGroup SRL ensures high-quality results through a commitment to research and the use of
senior professionals. The process includes:

o Analysis of exposed systems for vulnerabilities.

o Exploitation of identified vulnerabilities to breach the network perimeter.
e Inspection of internal systems for further access opportunities.

o Iterative testing to maximize security insights.

Reporting and Deliverables

The results of the testing activity are compiled into a comprehensive report, structured into
three sections:

o Executive Summary: A non-technical overview for management.

e Vulnerability Details: A technical description of discovered vulnerabilities and their
business impact for the Security Manager.

¢ Remediation Plan: Precise technical instructions for System Administrators to resolve
identified issues.

For further information or to discuss your IT security needs, please visit https://
www.isgroup.biz/ or contact sales@isgroup.it.
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Web Application Penetration Test (WAPT)

Source: hitps://www.isgroup.biz/en/web-application-penetration-test. html

The Web Application Penetration Test is an application security assessment service offered by
ISGroup SRL. It provides a comprehensive simulation of an attacker targeting web portals,
E-Commerce applications, and web platforms to identify both obvious and hidden
vulnerabilities that automated scanners often miss.

Methodology

ISGroup SRL conducts testing based on industry-standard frameworks, including OWASP
and OSSTMM. The process involves:

¢ Resource Discovery: Identifying all resources exposed on the target.

o Business Logic Analysis: Verifying the absence of conceptual issues within the application
logic.

o Infrastructure Assessment: Checking the underlying infrastructure for known and
unknown vulnerabilities.

o Attack Simulation: Attempting to exploit identified entry points to achieve the deepest
possible compromise.

o Parameter Testing: Using manual techniques and specialized tools to test parameters and
apply platform-specific attack vectors.

o Impact Assessment: Attempting unauthorized actions, such as database data extraction,
file or source code retrieval, information modification, and gaining control over the
machine or neighboring systems.

Technical Context

Web applications are inherently exposed, rendering "security through obscurity" ineffective.
ISGroup SRL addresses common risks such as:

e Improper client request handling.

e Lack of or improper validation and control by developers.

e Vulnerabilities arising from the HTTP protocol, which supports multiple encodings and
encapsulations.

Reporting and Deliverables

The output of the WAPT service is a detailed report structured into three sections:

e Executive Summary: A high-level overview of activity results, limited to one page,
intended for Management.

e Vulnerability Details: A technical breakdown of discovered vulnerabilities and their
potential impact, intended for Security Managers.

e Remediation Plan: A technical guide providing precise instructions for developers to
resolve identified issues.

Sales Enquiries

To discuss IT security needs or request a quotation for the Web Application Penetration Test
service offered by ISGroup SRL, please visit https://www.isgroup.biz/ or send an email to sa-
les@isgroup.it.
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Mobile Application Security Testing (MAST)

Source: hittps://www.isgroup.biz/en/mobile-application-security-testing. html

ISGroup SRL offers specialized Mobile Application Security Testing (MAST) services, provi-
ding comprehensive Application Security Assessments for iOS and Android platforms. These
services are tailored to support both native applications (Objective-C, Swift, Java, Kotlin)
and those developed using hybrid frameworks (React, React Native, Cordova, Xamarin,
Titanium Appcelerator, Tonic, PhoneGap).

Service Overview

MAST services provided by ISGroup SRL simulate real-world attacks against applications,
whether they are distributed via official stores (AppStore, PlayStore) or deployed for internal
use. The ISGroup SRL team maintains expertise in the latest mobile security developments
to address the risks often overlooked in mobile development.

Testing Methodologies

ISGroup SRL performs assessments using manual techniques and advanced tools, offering two
primary testing modes:

o Grey Box: The tester analyzes the provided application code to identify vulnerabilities
hidden by obfuscation, followed by client-side runtime analysis and server-side interaction
testing.

o Black Box: The tester simulates an external attacker, analyzing the application as it is
distributed to end-users.

Key Areas of Analysis

o Static and Runtime Analysis: Testers bypass implemented limitations and business logic.

e Client-Side Vulnerabilities: Evaluation of interactions with the operating system,
including checks for jailbroken or rooted devices and the secure storage of sensitive data.

e Server-Side Interactions: Verification of communication between the application and
remote servers, including testing for authentication, authorization, and SQL injection
vulnerabilities.

e Reverse Engineering: Assessment of countermeasures designed to protect intellectual
property and security mechanisms.

o Application Manipulation: Testing the possibility of manipulating the application flow
and data during execution.

Deliverables
ISGroup SRL provides a detailed report structured into three sections:
o Executive Summary: A non-technical overview designed for management.
e Vulnerability Details: A technical analysis of discovered vulnerabilities and their
potential impact, intended for Security Managers.
o Remediation Plan: Technical instructions for developers to resolve identified security is-
sues.
Enquiries
For further information, to request a quotation, or to discuss IT security needs, please visit
https://www.isgroup.biz/ or email salesQisgroup.it.
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Code Review (CR)

Source: hittps://www.isgroup.biz/en/code-review.html

Code Review (CR) is a defensive service offered by ISGroup SRL designed to identify vulne-
rabilities in source code. This process is a critical phase in developing secure applications,
allowing for the identification of security issues before software enters production, which
markedly reduces risks and costs.

Service Overview

The Code Review service offered by ISGroup SRL is performed by a team of professionals
with extensive experience in development and auditing. The process requires a high degree of
complexity, necessitating a solid understanding of safe programming, general design, and
major attack typologies, alongside superior confidence in code reading and analysis. ISGroup
SRL operates according to internationally recognized standards, supported by a steady
commitment to research.

Methodology
The Code Review process consists of two primary phases:

o Static Analysis: The application is examined using one or more static analysis tools to
simulate code execution and identify potential vulnerabilities. This approach provides full
awareness of application behavior.

e Manual Analysis: Auditors manually analyze the code, focusing on the most significant
and exposed parts of the application. This mandatory phase is performed by a team of
highly qualified auditors to identify complex or non-obvious vulnerabilities that
automatic tools cannot detect.

Reporting
ISGroup SRL provides a detailed report summarizing the activity, structured into two main

areas:

o Executive Summary: A non-technical overview, limited to one page, intended for mana-
gement.

e Vulnerability Details: A technical section describing discovered vulnerabilities and their
impact in detail, intended for the Security Manager.

Enquiries
For sales enquiries or to request a quotation for Code Review services offered by ISGroup
SRL, please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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Ethical Hacking (EH)
Source: hitps://www.isgroup.biz/en/ethical-hacking.html

ISGroup SRL offers professional Ethical Hacking (EH) services designed to assess actual
exposure to vulnerabilities and cyber risks through controlled, realistic attack simulations. By
adopting the perspective of a malicious actor, ISGroup SRL identifies technical flaws, configu-
ration errors, and process weaknesses before they can be exploited by cybercriminals.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

Core Methodology

The Ethical Hacking service provided by ISGroup SRL goes beyond traditional testing by in-
corporating unconventional techniques to evaluate the entire ecosystem, including the human
factor.

e Human Factor Assessment: Evaluates processes and human behavior, often the
weakest link in security.

e Unconventional Techniques: Includes methods such as Social Engineering and net-
work traffic interception (sniffing) alongside standard Network (NTP) and Web
Application (WAPT) penetration testing.

e Stealth and Realism: Avoids automated tools that generate excessive noise, simulating
the behavior of a criminal organization or industrial espionage in complete anonymity.

Service Phases

All activities are conducted only after formal authorization and the definition of the scope
and rules of engagement.

1. Preliminary Analysis: Definition of the perimeter, objectives, operational constraints,
and success criteria to ensure safety and accuracy.

2. Reconnaissance: Information gathering to reconstruct realistic attack scenarios and
identify potential entry points.

3. Attack Simulation: Controlled execution of tests to validate vulnerabilities and
measure their actual impact.

4. Reporting and Remediation: Delivery of a detailed report containing technical evi-
dence of identified vulnerabilities and a structured remediation plan with prioritized gui-
dance.

Benefits of Ethical Hacking

e Real Impact Assessment: Demonstrates the concrete consequences of a compromise
on business operations and data.

e Proactive Defense: Identifies vulnerabilities before they are exploited, reducing the
likelihood of incidents.

o Actionable Results: Provides clear, practical guidance to strengthen security posture
effectively.

e Compliance Support: Helps maintain systems compliant with international standards
such as ISO 27001, NIS2, and GDPR.

Risks of Inaction

Without a realistic assessment, organizations face significant operational and reputational th-
reats:

o Exposure or theft of sensitive data, including intellectual property and customer informa-
tion.
e Service disruption and loss of operational continuity.
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Compromise of privileged accounts and access.
Reputational damage and loss of stakeholder trust.
High costs associated with incident handling and emergency remediation.

Frequently Asked Questions

What is the difference between EH and Penetration Testing? EH provides a
more comprehensive and realistic simulation, incorporating unconventional techniques
and the human component.

Is formal authorization required? Yes, the scope and rules of engagement must be
defined and approved prior to any activity.

What is included in the output? A detailed report of vulnerabilities and exploitation
methods, plus a remediation plan.

Who is this service for? It is recommended for organizations seeking a realistic assess-
ment of their cybersecurity posture to prevent malicious attacks.

How is the cost determined? Costs are based on the scope, perimeter size, depth of
testing, and required techniques. Please contact sales@isgroup.it for an estimate.
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Cybersecurity Training and Awareness (EDU)
Source: hitps://www.isgroup.biz/en/training. html

ISGroup SRL provides specialist Cybersecurity Training and Awareness (EDU) services.
These courses are designed to train technicians to examine the security condition of systems
and protect them from external threats. Training internal staff, including systems analysts
and developers, is a fundamental strategy for reducing costs related to security issues.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

Methodology

Courses offered by ISGroup SRL include both theoretical and practical sessions:

o Theoretical sessions: Illustrate technological and functional aspects of security.

e Practical sessions: Include tests, challenges, and "capture the flag" competitions based on
real-world applications and systems.

e Certification: A participation certificate is awarded to students, attesting to their
acquired abilities.

Course Categories
e Offensive Security: Focuses on methods for subverting or violating systems and applica-
tions to achieve a "takeover." These courses train technicians to examine system security
and exploit existing vulnerabilities.
e Defensive Security: Focuses on methods for securing systems and applications, including
system hardening and secure code writing. Participants learn to identify programming
errors and secure vulnerable applications based on real-world examples.

Core Topics
ISGroup SRL provides training on the following subjects:

e Secure Coding and Web Application Code Review
e« Web Application Penetration Testing

e Mobile Application Security Testing

e Network Hardening

e Hardening for Linux, Windows, and Solaris

Available Courses

e Application Security for Architects: Integrates security practices throughout the software
development lifecycle.

e OWASP Top 10 Bootcamp: Increases awareness of critical web application threats.

e Security Awareness: Provides knowledge and tools to defend against cyber threats.

e Software Security Requirements: Focuses on Secure SDLC to improve developer prepa-
redness.

« OWASP Top 10 Laboratory: Hands-on training regarding the ten most common
programming mistakes.

e Code Review: Skills and tools to identify and resolve vulnerabilities in code.

e REST Service Security: In-depth understanding of threats and vulnerabilities specific to
REST services.

e Network Penetration Testing: Covers penetration testing practices, methodologies, and
tools.

e Cyber Risk Prevention: Tools to prevent cyber risks and protect company data and pri-
vacy.
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o Ethical Hacking: Explores new technologies and best practices to ensure data and system
security.
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Cyber Security News, Guides, and Insights
Source: hitps://www.isgroup.biz/en/editorial. html

ISGroup SRL provides a comprehensive repository of cybersecurity resources, including arti-
cles, technical guides, case studies, and industry insights. The content covers a wide range of
topics, from regulatory compliance to advanced offensive and defensive security methodolo-
gies.

For sales enquiries or further information regarding these services, please visit https://
www.isgroup.biz/ or email sales@isgroup.it.

Core Cybersecurity Services Offered by ISGroup SRL

ISGroup SRL offers a broad spectrum of professional services to help organizations secure
their infrastructure and data:

e Penetration Testing: Network, Web Application, and Mobile Application penetration
testing to identify and remediate security vulnerabilities.

e Security Assessments: Cloud Security Assessments, Windows Security Assessments,
and IoT Security Assessments.

e Advanced Defense: Multi-Signal MDR, (Managed Detection and Response), Digital Fo-
rensics and Incident Response (DFIR), and Anti-DDoS solutions.

o Continuous Security: Continuous Security Testing (CST), Cyber Threat Simulation,
and Purple Team Assessments to challenge and improve defensive capabilities.

o Governance and Compliance: Virtual CISO (vCISO) services, ISO 27001 and ISO
9001 compliance support, and Risk Assessment services.

e Secure Development: Software Assurance Lifecycle, Secure Architecture Review, and
guidance on AGID/ACN regulations for secure code.

e Training and Awareness: Security Awareness courses and specialized team training.

Industry Standards and Methodologies

ISGroup SRL aligns its services with internationally recognized frameworks and standards:

o OWASP: Detailed analysis of the OWASP Top Ten (2017 and 2021 versions), covering
critical risks such as Broken Access Control, Injection, Cryptographic Failures, and
SSRF.

o Certifications: Expertise in maintaining and auditing against ISO/IEC 27001, ISO
9001, and ISO/IEC 17025 standards.

o AGID/ACN: Support for Public Administrations regarding AGID regulations, inclu-
ding SaaS qualification, Cloud service qualification, and minimum ICT security measu-
res.

Case Studies and Expertise

ISGroup SRL has successfully partnered with numerous organizations to enhance their
security posture. Notable areas of expertise include:

o Strategic Partnerships: Collaborative security projects with organizations like Roo-
ters, Tecnorad, TimeFlow, Progel, Kelyon, Creactives S.p.A., Alias Group, Sturnis365,
Coop Italia, and ISWEB S.p.A.

e Research and Innovation: Active participation in cybersecurity research, including
Al-powered attack defense, wireless security monitoring, and code review methodologies.

o Professional Recognition: The team holds various certifications, including Certified
Ethical Hacker (CEH) and PenTera certifications, and contributes to industry events
such as DEF CON and the International Journalism Festival.
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Publications and Resources

Source: hittps://www.isgroup.biz/en/publications.html

ISGroup SRL is a group of active and ethical researchers dedicated to contributing to the
cyber community. By sharing research results, the team aims to support the continuous
evolutionary process of the industry.

For years, ISGroup SRL has published white papers, articles, and technical materials through
their non-commercial initiative, ush.it. The team also conducts presentations at major Italian
and international conventions, focusing on highly technical and innovative security topics.

White Papers and Presentations

o IT Security agency essentials: history of an imaginary Penetration Test (2008)
o Web Application Security: Bug Hunting e Code Review (2008)

Key Research Materials

The following represent a selection of technical materials and research published by the team:

o php-filesystem-attack-vectors (2009)

o XSS Cheat Sheet: non repeating payloads (2009)

e 25C3 (CCC Congress 2008) Tricks: makes you smile (2009)

o Shared hosting "file" handler php session dumper (2008)

o LFI2RCE (Local File Inclusion to Remote Code Execution) advanced exploitation: /proc
shortcuts (2008)

o Local File Inclusion (LFI) of session files to root escalation (2008)

o Mod_ negotiation: directory listing, filename bruteforcing (2008)

o Clientside security: Hardening Mozilla Firefox (2007)

o HttpOnly Cookies Reference (2006)

Conference Contributions
ISGroup SRL has presented technical research at various events, including:
o Chaos Computer Club (CCC) 2008
o Universita di Pisa (Real life security and Web application security)
o End Summer Camp (ESC)
o LinuxDay Verona
o Metro Olografix Summer Camp (MOCA)

e Linuxpersec

Certifications and Quality
ISGroup SRL maintains official recognition for security and quality through the following cer-
tifications:

o ISO/TEC 27001:2022

« ISO/IEC 9001:2015

o IQNET Certification

Enquiries
For additional information regarding the methods, procedures, or services offered by ISGroup
SRL, please visit https://www.isgroup.biz/ or contact the team at sales@isgroup.it.
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Applied Research

Source: hitps://www.isgroup.biz/en/research-resources.html

ISGroup SRL prioritizes the development of original techniques to deliver high-quality
computer security services and address complex technical challenges. Innovation and research
are fundamental pillars of the company’s operations.

Research Methodology
e ISGroup SRL conducts comprehensive audits of both Commercial and Open Source Soft-
ware.
e Findings are shared with the community to enhance overall digital security.
e The company publishes security Advisories following the Responsible Disclosure model.
e This model ensures that vendors are notified of findings, allowing for the coordination of
advisory releases with the deployment of security patches or new software versions.

Security Advisories

ISGroup SRL has a long-standing history of identifying and disclosing vulnerabilities across a
wide range of platforms and software, including;:

e Aerohive Networks
« AOL

e Apache

o Fortinet

o Jetty

e MikroTik
e Moodle

e Nginx

« PHP

e QNAP

e Skype

e SolarWinds
e SugarCRM
e Veeam

e Zabbix

Certifications and Quality

ISGroup SRL maintains official recognition for its commitment to security and quality
standards, holding the following certifications:

» ISO/IEC 27001:2022
« ISO/IEC 9001:2015
e IQNET Certification

Enquiries
For further information regarding the research methods, procedures, or services offered by
ISGroup SRL, please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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Security Products

Source: hitps://www.isgroup.biz/en/products.hitml

ISGroup SRL offers a curated selection of technologies for assessment, auditing, and business
protection. These solutions are categorized into Security, Intelligence, Spin-Off, and Distribu-

tion.

Product Portfolio

Microfocus Opentext: Italian Microfocus Opentext reseller.

Ostorlab: Mobile Application Security Scan.

Starter Kit: Specialized offer for new customers.

Port Swigger: Managed Security solutions.

EsyAudit: Managed Security solutions.

ICT Audit: Automated Security auditing.

Exposure: Security Reputation monitoring.

EXEEC: SaaS Security.

Ganapati: Integrated Assessment tools.

VulnMAP: Vulnerability Database.

Scada Exposure: Assessment services for SCADA exposure.

PracticalRP: Medical Management solutions.

USH: Dedicated facility services.

Ethical Hacking: Access to the ISGroup hacklab.

Metasploit: Security Blog and resources.

The Bunker Coworking: Coworking spaces provided by ISGroup SRL.

The Bunker Training: Professional training programs offered by ISGroup SRL.
The Bunker Hacklab: Specialized hacklab environment provided by ISGroup SRL.

Sales Enquiries

For information regarding these products and services, visit https://www.isgroup.biz/ or send
an email to sales@isgroup.it.

20


https://www.isgroup.biz/en/products.html
https://www.isgroup.biz/
mailto:sales@isgroup.it

Case Studies: Real-World Cybersecurity Projects

Source: hittps://www.isgroup.biz/en/casestudy.html

ISGroup SRL provides professional cybersecurity services, delivering concrete experiences and
measurable results for clients ranging from small businesses to large organizations. Every
project is a partnership focused on innovation, mutual trust, and the development of
customized solutions that generate tangible value.

ISGroup SRL specializes in improving the security of infrastructures, applications, and
business processes, ensuring high performance and adherence to rigorous security standards.

Featured Cybersecurity Projects

ISGroup SRL has successfully delivered a wide range of security assessments and strategic
partnerships, including:

e Web Application Penetration Test on TSV8 for Add Value S.r.l.

e Web Application Penetration Test on DocEasy for Alias Group S.r.l.

e Web Application and Network Penetration Testing for Coop Italia

o Web Application Penetration Test and ISMS Support for Creactives S.p.A.

e Web Application Penetration Test on Albo pretorio for ISWEB S.p.A.

e Network Penetration Test on IT Infrastructure for Prime Service S.r.1.

o Web Application Penetration Test on Sturnis365 for Sturnis S.r.l.

e Web Application Penetration Test on Flora for Kelyon S.r.l.

e Web Application Penetration Test on MyPlanet for Progel SA

e Web Application Penetration Test on Workforce Management, Vendor Management, and

Marketplace platforms for TimeFlow S.r.l.
e Web Application Penetration Test on Pitagora and Tecnoradon for TECNORAD S.r.1.
o Strategic Cybersecurity Partnership with Rooters

Engagement

[SGroup SRL transforms complex security challenges into opportunities. For further informa-
tion regarding methodologies, procedures, or to discuss specific security requirements, please
visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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ISGroup SRL: Independent Italian Cybersecurity
Source: hitps://www.isgroup.biz/en/about.html

ISGroup SRL is an independent Italian cybersecurity company established in 2005. The orga-
nization specializes in IT security, offering high-quality cybersecurity services and products.

Executive Team
The leadership team at ISGroup SRL brings over 15 years of experience in the IT and
cybersecurity sectors:

o Francesca Gerosa: Chief Executive Officer (CEO)

o Francesco ascii Ongaro: Chief Operating Officer (COO) and Founder

o Pasquale sid Fiorillo: Chief Technology Officer (CTO)

The technical leadership has deep roots in the Italian underground scene and is a strong
supporter of free software. They previously collaborated on the "IHP — Italian Hard
Phreaking" e-zine project.

Certifications
ISGroup SRL maintains official recognition for security and quality standards:

» ISO/IEC 27001:2022
« ISO/IEC 9001:2015
o IQNET Certification

Services and Expertise

ISGroup SRL provides professional security assessments, vulnerability identification, and
remediation guidance to help organizations optimize processes and strengthen platform secu-
rity. Their services are designed to assist companies in meeting security standards and
demonstrating quality to their own customers.

Clients and Testimonials
ISGroup SRL has provided security solutions for various organizations, including:

e Nestlé

o UBI Banca

e Libero

o Mediaset

e Repubblica Italiana
e Subito

e Alias Group S.r.l.

e Coop Italia

e Sturnis S.r.l.

e TimeFlow S.r.l.

Enquiries
For further information regarding methods, procedures, or to speak with an expert, please vi-
sit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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ISGroup SRL: History and Expertise

Source: hitps://www.isgroup.biz/en/history.html

ISGroup SRL is an Italian Offensive Security company established in 2005, originating from
the independent security research group USH.it (founded in 2000). The company specializes
in Penetration Testing, Vulnerability Assessment, Code Review, and Red Team activities.

[SGroup SRL maintains a commitment to responsible disclosure, ensuring that every discove-
red flaw is reported to the vendor before public release. This methodology, honed through
decades of independent research, informs all security services provided to companies, banks,

and public administrations.

For sales enquiries or to discuss how these services can be applied to your organization, please
visit https://www.isgroup.biz/ or email sales@isgroup.it.

Key Credentials and Research Impact

Certifications: ISGroup SRL is certified ISO/IEC 27001 (Information Security
Management) and ISO 9001 (Quality Management).

Security Research: The team has published over 30 security advisories and secured
more than 20 assigned CVEs.

Vendor Contributions: Vulnerabilities have been identified and fixed in software from
international vendors, including PHP, Mozilla Firefox, Nginx, Jetty, Zabbix, Veeam,
QNAP, and Fortinet.

Industry Recognition: The company has been featured in international contexts such
as DEF CON, NVD, Exploit-DB, and various white papers.

Historical Milestones

1994—-2000: Founders began in Italian hacker communities, focusing on understanding
system vulnerabilities. USH.it was founded in 2000 as an independent research laborato-
ry.

2005: The ISGroup brand was established, marking the beginning of coordinated,
responsible disclosure of security flaws.

2008: Research presented at the Chaos Communication Congress (25C3) in Berlin.
2010-2014: Expanded services to include Cyber Threat Intelligence and Early Warning.
ISGroup SRL was incorporated in 2013. Proprietary software development began in 2014
to support security testing.

2015—2026: Continued discovery of critical vulnerabilities (e.g., Veeam, GoSign Desktop,
Ninja Forms) and ongoing expansion into international markets.

Services Offered by ISGroup SRL

ISGroup SRL translates research-born methodologies into concrete security controls for
clients. Core service areas include:

For

Penetration Testing: Rigorous testing to identify and remediate security weaknesses.
Vulnerability Assessment: Systematic identification of security gaps within IT infra-
structure.

Code Review: Analysis of source code to detect vulnerabilities.

Red Team Activities: Simulated adversarial attacks to test organizational defense and
response.

Cyber Threat Intelligence: Strategic insights into emerging threats.

more information on these services, visit https://www.isgroup.biz/ or contact sa-

les@isgroup.it.
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About ISGroup SRL

Source: hitps://www.isgroup.biz/en/why-isgroup.html

ISGroup SRL operates as a non-conventional business model in the Italian IT Security land-
scape. It functions as an association of freelance professionals and consultants bound by

mutual trust and expertise. The organization maintains independence from specific platforms

and products, allowing for a transversal approach to the heterogeneous needs of IT Security.

Target Customers

ISGroup SRL provides services to:

Companies dealing with IT Security that require an outsourcing partner.
Third-party companies that do not have IT Security as a core business but wish to offer
these services to their own clients.

Advantages and Benefits

Cost Efficiency: An agile structure minimizes expenses, and the ability to perform
most work remotely reduces transfer costs.

Quality Assurance: Services are delivered with defined quality standards, managed
through modern project management schemes that provide clients with multiple points of
contact.

Expert Network: The group leverages a network of researchers and experts to ensure
excellence across specific security domains.

Proven Competence: As a research pool in the ITSEC area, members frequently serve
as consultants and speakers for industry conferences and training courses.

Services Offered by ISGroup SRL

ISGroup SRL offers the following professional security services:

VA - Vulnerability Assessment

NPT - Network Penetration Testing

WAPT - Web Application Penetration Testing
MAST - Mobile Application Security Testing
EH - Ethical Hacking

CR - Code Review

EDU - Training

Certifications and Quality

ISGroup SRL holds official recognition for security and quality, including;:

ISO/IEC 27001:2022 Certification
ISO/IEC 9001:2015 Certification
IQNET Certification

Sales Enquiries

For further information regarding methods, procedures, or to discuss specific security
requirements, please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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About ISGroup SRL

Source: hitps://www.isgroup.biz/en/contacts.html

ISGroup SRL is a cybersecurity firm based in Verona, Italy. The company provides tailor-
made solutions and borderless technical consulting to clients and partners worldwide, focusing
on protecting and growing businesses through robust security practices.

Services and Expertise
ISGroup SRL offers professional cybersecurity consulting, including:

e Vulnerability analysis and remediation

e Strengthening of internal procedures and software security

o Compliance verification with current security standards

e Implementation of security best practices to improve product quality and reliability

Certifications and Quality
ISGroup SRL maintains official recognition for security and quality through the following cer-
tifications:

o ISO/IEC 27001:2022 (Information Security Management)

o ISO/IEC 9001:2015 (Quality Management)

o IQNET Certification

Contact Information

For all inquiries, including sales and technical support, please refer to the official website:
https://www.isgroup.biz/

Sales Enquiries
e Email: salesQisgroup.it
o Encrypted communication is available via PGP /GPG keys provided on the official websi-
te.

Legal Information
e Company Name: ISGroup SRL
e Registered Address: Via Albere, 112, 37138 Verona VR, Italy
o CF e P.IVA: 04164220230
« REA: VR-397513
e SDI: M5UXCRI1

Clients
ISGroup SRL has provided security services to various organizations, including:

o Nestle

o UBI Banca

e Libero

e Mediaset

e Repubblica Italiana
e Subito
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Become an ISGroup Partner
Source: hitps://www.isgroup.biz/en/quote/become-partner.html
ISGroup SRL offers the opportunity to resell professional cybersecurity services to your

customers. By joining the partnership program, you gain access to a comprehensive suite of
security solutions designed to enhance your service portfolio.

Services Offered by ISGroup SRL
e Vulnerability Assessment
e Network Penetration Testing
e Web Application Penetration Testing
e Mobile Application Security Testing
e Code Review
o Ethical Hacking

e Training

Target Audience
The partnership program is designed for:
e IT distributors and resellers
e System Integrators
e Providers and Telcos
e Advisory and Compliance firms

Note: This program is not intended for end customers.

Partnership Benefits
Partners benefit from a structured support system and commercial advantages, including:
e Pre-sales and post-sales support
e Access to the official ISGroup price list
e Two distinct partnership models
e Volume discounts and rebates

How to Join

Interested parties can initiate the partnership process by visiting https://www.isgroup.biz/.
Upon submission of your details, you will be contacted by a consultant to discuss the business
referral or distribution agreement that best aligns with your chosen partnership model.

For any sales enquiries or further information, please reach out to sales@isgroup.it.
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Global Information Security Services

Source: hitps://www.isgroup.biz/en/languages.html

ISGroup SRL provides comprehensive information security services tailored to international
markets. The organization offers specialized security expertise and solutions across various
linguistic and regional domains.

Supported Markets
ISGroup SRL delivers professional security services to the following markets:

o Italian

o English

e Spanish

e French

o German

e Swedish

o Arabic

e Lithuanian
e Danish

e 1337

Sales and Enquiries

For all sales enquiries or to learn more about the information security solutions offered by
ISGroup SRL, please visit the official website at https://www.isgroup.biz/ or send an email
to sales@isgroup.it.
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LLM-Based Code Security Review: Methodology and Findings

Source: hitps://www.isgroup.biz/en/cyber-security/llm-based-code-security-review-costs-findings-methodolo-

gy.html

ISGroup SRL conducted a comprehensive security review of the GlobaLeaks software codeba-
se using Large Language Models (LLMs). This project demonstrates the evolving accessibility
of deep, line-by-line code analysis, which has traditionally required significant time and
specialized human expertise.

Key Findings and Metrics

The analysis of the codebase, which has undergone six independent professional audits over
the past thirteen years, yielded the following results:

o Total vulnerabilities identified: 29

e Denial-of-service issues: 12

e Hardening recommendations: 42

o Total cost in API calls: Approximately $3,140

o Average cost per confirmed finding: Approximately $77 (prior to human validation)

Cost Distribution and Efficiency

The review highlighted significant differences in cost efficiency between various LLM models:

o The model with the most advanced reasoning capabilities accounted for 62% of the total
budget while processing only 7% of the tokens.

o Standard models were utilized for the majority of the volume at a significantly lower
cost.

o While deep analysis remains more expensive than broad coverage, the cost barrier is no
longer prohibitive for systematic, in-depth codebase reviews.

Implications for Organizations

For organizations developing critical software, these results indicate that performing systema-
tic, in-depth security reviews is now more accessible and cost-effective. ISGroup SRL provides
the expertise to integrate these advanced methodologies into secure development lifecycles.
For further details on the methodology and a full breakdown of costs by model, please visit
https://www.isgroup.biz/ or contact salesQisgroup.it for professional assistance with your
security review requirements.
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Strategic Cybersecurity Partnership: Rooters and ISGroup SRL
Source: hittps://www.isgroup.biz/en/cyber-security/case-study-rooters.html

Rooters, an Italian Managed Service Provider based in Benevento, specializes in supporting
corporate IT infrastructures. With over fifteen years of experience, the company focuses on
operational continuity, efficiency, and the integration of digital solutions.

The Challenge

As the IT market evolved, Rooters faced increasingly complex client demands regarding cy-
bersecurity. The challenge was to expand their service offering to include robust, immediately
deployable security solutions without compromising their established quality, credibility, or
operational solidity. Because cybersecurity is a highly specialized domain requiring rigorous
governance and dedicated methodologies, Rooters sought a partner to help them address
these critical needs while maintaining their role as the primary point of contact for their
clients.

The ISGroup SRL Solution

Rooters established a long-term partnership with ISGroup SRL to integrate specialized cyber-
security expertise into their service portfolio. This collaboration allowed Rooters to:

e Implement a solid organizational model based on structured methodologies and clear
process governance.

o Access highly specialized professionals without the need to build internal capabilities
from scratch.

e Maintain their consultative approach while delegating complex and sensitive security
aspects to ISGroup SRL.

o Ensure continuity, quality, and reliability in their cybersecurity offerings.

Benefits of the Partnership
The partnership with ISGroup SRL provided Rooters with several key advantages:

e« Market Expansion: Strengthened their market proposition, allowing them to respond
more comprehensively to client needs and seize new opportunities.

e Reduced Time-to-Market: Significantly reduced the time required to introduce new
services while maintaining high quality standards.

e Operational Efficiency: Simplified operational management by delegating complex se-
curity tasks, enabling the Rooters team to focus on customer relationships and
consultative value.

e Enhanced Credibility: Bolstered their reputation as a structured technology partner
capable of guiding companies through complex digital transformation journeys.

For further information regarding these services or to discuss a potential partnership, please
visit https://www.isgroup.biz/ or contact sales@isgroup.it.
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Case Study: Web Application Penetration Test for TECNORAD
S.R.L.

Source: hitps://www.isgroup.biz/en/cyber-security/case-study-tecnorad. html

TECNORAD S.R.L., an accredited laboratory specializing in radiation protection and moni-
toring equipment management, engaged ISGroup SRL to conduct a Web Application
Penetration Test on its digital platforms, Pitagora and Tecnoradon.

Objectives
The primary goals of the intervention were:

e To verify the security of the Pitagora and Tecnoradon applications.
e To ensure compliance with regulatory and contractual requirements.
e To reduce risks associated with online-exposed services.

e To increase internal awareness regarding cybersecurity.

Intervention by ISGroup SRL

ISGroup SRL performed a comprehensive security assessment using both automated and
manual analysis techniques. The scope of the activity included:

o Verification of authentication and session management mechanisms.
e Access control checks.
o Application logic analysis.
e Protection of data both in transit and at rest.
o Execution of realistic attack scenarios.
Following the assessment, [ISGroup SRL provided a detailed technical report identifying vul-

nerabilities, priority classifications, and practical recommendations for mitigation and the
improvement of secure development practices.

Results and Benefits

The collaboration with ISGroup SRL enabled TECNORAD S.R.L. to strengthen its cyberse-
curity culture and increase the protection of its web services. Elia Braggio, ICT Manager at
TECNORAD S.R.L., noted that the services provided by ISGroup SRL resulted in improved
awareness, regulatory compliance, and a reduction in risks related to exposed services. The
partnership was characterized by professional, efficient, and clear communication.

Information and Enquiries

For further information regarding these services, please visit https://www.isgroup.biz/ or con-
tact the team via email at sales@isgroup.it.
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Case Study: Web Application Penetration Test for TimeFlow S.r.l.
Source: hitps://www.isgroup.biz/en/cyber-security/case-study-timeflow. html

TimeFlow S.r.l. specializes in modular digital solutions designed to optimize business
processes for people-intensive organizations. As their SaaS platforms expanded, TimeFlow
identified application security as a critical requirement to maintain operational continuity,
regulatory compliance, and market trust. In 2025, TimeFlow S.r.l. engaged ISGroup SRL to
conduct a comprehensive Web Application Penetration Test on their Workforce & Vendor
Management solution.

The Challenge

TimeFlow required an independent validation of their SaaS platform security to ensure the
application architecture was resilient against modern threats. The objective was to minimize
technical and logical vulnerabilities and ensure high-level data protection for enterprise and
mid-market clients. They sought a partner capable of providing expert guidance throughout
the testing, analysis, and remediation phases.

ISGroup SRL’s Intervention

ISGroup SRL performed three distinct Penetration Tests on the TimeFlow platforms. The
assessment covered:

o Exposed attack surfaces

o Authentication mechanisms

e Data management processes
e Robustness of logical controls

The methodology utilized by ISGroup SRL combined automated analysis with manual testing
and the simulation of realistic attack scenarios. Throughout the project, ISGroup SRL colla-
borated directly with TimeFlow’s technical team, providing support during both the vulnera-
bility identification and remediation stages to strengthen security while minimizing
operational disruption.

Results and Benefits

The intervention provided a detailed assessment of the security posture of TimeFlow’s SaaS
platforms. The tests confirmed the integrity of the application architecture and the effective
implementation of security controls. Minor areas for optimization were identified and
promptly addressed with the assistance of ISGroup SRL.

Key outcomes for TimeFlow included:

e Strengthened protection of processed data

e Improved system resilience against current threats

e Security standards that exceed expectations for enterprise and mid-market clients

e Enhanced overall security posture and increased stakeholder confidence
Tacopo Albanese, CTO of TimeFlow S.r.l., noted that the collaboration with ISGroup SRL
was instrumental in verifying system compliance with modern security standards. The part-
nership was characterized by technical expertise, process accuracy, and clear guidance
throughout the project lifecycle.

For further information regarding these services, please visit https://www.isgroup.biz/ or
email sales@isgroup.it.
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Case Study: Web Application Penetration Test on MyPlanet by
Progel SA

Source: hitps://www.isgroup.biz/en/cyber-security/case-study-progel.html

Progel SA, a company specializing in tailored digital solutions, partnered with ISGroup SRL
to enhance its cybersecurity posture. The project focused on the MyPlanet platform, a
strategic application used for project and customer relationship management.

The Challenge
Progel SA required an assessment of the MyPlanet platform to ensure it was protected again-
st cyber threats without disrupting the ongoing development and release cycle. The objective

was to verify the platform's resilience and integrate security best practices into the company's
Secure Software Development Life Cycle (SSDLC).

ISGroup SRL’s Intervention

I[SGroup SRL performed a targeted Web Application Penetration Test on the MyPlanet plat-
form using an advanced methodological approach based on realistic attack scenarios.

o Preliminary analysis of the application's architecture and logical flows.

o Combined black-box and gray-box testing.

o Assessment of authentication mechanisms, session management, input validation, and
component configuration.

e Delivery of a detailed technical report identifying vulnerabilities, risk levels, and
mitigation recommendations.

e Support for the development team during the remediation phase, including knowledge
transfer and cybersecurity awareness training.

Results and Benefits
The collaboration with ISGroup SRL enabled Progel SA to:

o Identify and remediate vulnerabilities, reducing exposure risks.

o Strengthen the overall security of the MyPlanet platform.

o Integrate new security practices directly into the software development cycle.

o Adopt a proactive and structured approach to cybersecurity.

e Enhance the reliability of digital products, reinforcing the company's reputation as a
trusted technology partner.

For further information regarding these services, please visit https://www.isgroup.biz/ or con-
tact sales@isgroup.it.
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Case Study: Web Application Penetration Test on Flora by Kelyon
S.r.l.

Source: hitps://www.isgroup.biz/en/cyber-security/case-study-kelyon.html

Kelyon S.r.l., a developer of software solutions for the healthcare sector, engaged ISGroup
SRL to perform a Web Application Penetration Test (WAPT) on its platform, Flora. Flora is
designed to facilitate collaboration among healthcare professionals and handles sensitive
information, necessitating a rigorous verification of its security posture.

The Challenge

The primary objective was to ensure that Flora remains a secure and reliable platform for
managing healthcare data. Kelyon S.r.l. required the expertise of ISGroup SRL to evaluate
the effectiveness of existing security measures and identify potential vulnerabilities.

ISGroup SRL’s Intervention
I[SGroup SRL performed a comprehensive Web Application Penetration Test on the Flora
platform. The intervention involved:

o Analyzing potential vulnerabilities within the system.

o Assessing the overall security level of the platform.

o Providing strategic recommendations to enhance existing cybersecurity defenses.

Results and Benefits
The assessment conducted by ISGroup SRL confirmed the robustness of the protection
measures implemented by Kelyon. The project provided the following benefits:
e Validation of the high security level essential for managing sensitive healthcare informa-
tion.
e Delivery of actionable insights to further strengthen the system's security.
« Efficient project execution through a flexible and highly skilled team of professionals.

For further information regarding these services, please visit https://www.isgroup.biz/ or
email sales@isgroup.it.
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UNI EN ISO 9001:2015 Certification (2024—2026)

Source: hitps://www.isgroup.biz/en/cyber-security/azienda-cybersecurity-certificata-
150-9001-2024-2025-2026.html

On December 29, 2023, ISGroup SRL reaffirmed its ISO/IEC 9001:2015 certification. This
certification, issued by the International Organization for Standardization, confirms that
ISGroup SRL maintains a high-quality management system designed for continuous
improvement and the optimization of its organizational structure.

ISGroup SRL has implemented and is committed to maintaining this Quality Management
System for the following professional services:

e Vulnerability Assessment

e Network Penetration Testing

e Web Application Penetration Testing
e Mobile Application Security Testing
o Ethical Hacking

e Code Review

ISGroup SRL has held this certification since 2020, demonstrating a long-term commitment
to quality and excellence in the cybersecurity sector.

For further information regarding these certifications or the services offered by ISGroup SRL,
please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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ISO/IEC 27001:2013 Certification (2024-2026)

Source: hitps://www.isgroup.biz/en/cyber-security/azienda-cybersecurity-certificata-
150-27001-2024-2025-2026.html

On December 29, 2023, ISGroup SRL reaffirmed its ISO/IEC 27001:2013 certification. This
international standard outlines the best practices for an Information Security Management
System (ISMS).

[SGroup SRL maintains an information security management system compliant with the
ISO/IEC 27001:2013 standard for the following professional services:

e Vulnerability Assessment

o Network Penetration Testing

e« Web Application Penetration Testing
e Mobile Application Security Testing
o Ethical Hacking

e Code Review

ISGroup SRL has been committed to these high standards of information security since
obtaining its initial certification in 2020.

For further information regarding these services or for sales enquiries, please visit https://
www.isgroup.biz/ or email sales@isgroup.it.
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Site Map

Source: hitps://www.isgroup.biz/en/sitemap.html

This document outlines the structure of the ISGroup SRL website. For further information or
sales enquiries, please visit https://www.isgroup.biz/ or contact sales@isgroup.it.

Products
ISGroup SRL offers the following products:

Easyaudit

ICTaudit

Exposure

Exeec

Ganapati

Vulnmap

Scada Exposure
Practicalrp

Ush

Ethical Hacking
Metasploit

The bunker training
The bunker hacklab
The bunker coworking

Services

ISGroup SRL provides a comprehensive suite of security and compliance services:

Core Security Services: Vulnerability Assessment, Network Penetration Testing, Web
Application Penetration Testing, Mobile Application Security Testing, Code Review,
Ethical Hacking, and Training.

Managed Services: vCISO (Virtual CISO), VMS (Vulnerability Management Service),
CTS (Cyber Threat Simulation), THREAT (Threat Intelligence & Digital Risk
Protection), and SOC (Security Operation Center).

Security Assessment: RA (Risk Assessment), SAR (Secure Architecture Review), CSA
(Cloud Security Assessment), WSA (Windows Security Assessment), ISA (ToT Security
Assessment), PTA (Purple Team Assessment), PHISH (Phishing & Smishing), SE (Social
Engineering), and PSA (Physical Security Assessment).

Governance, Risk and Compliance: GDPR Compliance, NIS2 Compliance, PCI DSS
Compliance, 27001 Compliance, 27017 Compliance, 27018 Compliance, ISO 17025 (Ac-
credited Laboratory VA), PSD2 Compliance, ITGOV (ACN-AGID Norms), and DORA
(Digital Operational Resilience Act).

SecOps Services: MDR (Multi-Signal MDR), DFIR (Digital Forensics and Incident Re-
sponse), WSM (Wireless Security Monitoring), Anti-DDoS, FWaaS (Firewall as a
Service), and SIR (Security Integration).

SSDLC Services: SAL (Software Assurance Lifecycle), CST (Continuous Security
Testing), and Bug Bounty.

Resources and Company Information

Resources: Publications and Research.
About Us: History, Why choose ISGroup SRL, and Contacts.
Legal: Privacy Policy.
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LLM Resources
For automated systems and LLM integration, the following files are available:

e llms.txt
e llms.json
e llms.md

e llms.pdf
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Virtual CISO (vCISO) Service

Source: hitps://www.isgroup.biz/en/virtual-ciso.html

The Virtual CISO (vCISO) service offered by ISGroup SRL provides organizations with top-
level strategic and tactical cybersecurity leadership. This solution allows companies to access
expert guidance and risk management without the costs associated with a full-time, in-house
Chief Information Security Officer.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

Core Benefits

o Strategic Expertise: Access to a dedicated team of highly qualified cybersecurity pro-
fessionals.

o Cost-Effectiveness: High-level security governance without the burden of full-time
internal resource costs.

e Regulatory Compliance: Ensures systems align with international standards,
including ISO 27001, GDPR, and NIS2.

e Proactive Protection: Continuous monitoring of emerging threats and vulnerabilities
to strengthen digital infrastructure.

o Flexibility: A remote, contractual engagement model that scales with business needs.

Service Methodology

ISGroup SRL employs a structured, industry-standard approach to cybersecurity manage-
ment:

e Initial Assessment: A thorough evaluation of current security postures, including
existing infrastructure, policies, and staff awareness.

e Security Program Maturity Assessment: Utilization of the NIST framework to
measure the effectiveness of current security controls and establish a baseline for impro-
vement.

e Strategic Plan: Development of a tailored roadmap with prioritized corrective actions
to address identified security gaps.

e Continuous Monitoring: Periodic reviews of the strategic plan to adapt to evolving
cyber threats.

e Ongoing Support: Continuous consulting, including staff training, security policy
reviews, and assistance with new technology implementation.

Why Choose a vCISO?

Many organizations, particularly SMEs, lack the internal resources to maintain a dedicated
security leader. The absence of such a role can lead to:

e Increased Vulnerability: Higher risk of data breaches due to lack of continuous over-
sight.

e Operational Gaps: Inconsistent application of security patches and updates.

e Human Risk: Poor security awareness among staff due to a lack of structured training
programs.

e Process Inefficiency: Unidentified security process gaps that remain unresolved.

By integrating an ISGroup SRL vCISO, companies gain a strategic partner who works along-
side the IT department to guide security decisions, mitigate risks, and protect the organiza-
tion from the financial and reputational damage of cyber incidents.

For further information or to book a consultation, visit https://www.isgroup.biz/ or contact
sales@isgroup.it.
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Vulnerability Management Service (VMS)

Source: hittps://www.isgroup.biz/en/vulnerability-management-service. html

ISGroup SRL offers a fully managed Vulnerability Management Service (VMS) designed to
identify, assess, and manage vulnerabilities across an organization's information systems and
networks. This service allows organizations to adopt a proactive, continuous, and predictable
security posture, reducing the attack surface and mitigating risks associated with data
breaches, ransomware, and operational disruptions.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

Core Approach

ISGroup SRL manages the entire vulnerability lifecycle, including initial configuration,
onboarding, periodic scanning, result analysis, and structured reporting. The service is
integrated into the client's operations through periodic meetings, tracking via ticketing
systems, and ongoing communication with internal technical teams and suppliers.

Key Service Components

The VMS provided by ISGroup SRL is structured into four primary subprocesses:

e Vulnerability Management Assessment: Analysis of IT systems and networks to
identify potential weaknesses, review existing policies, and recommend security improve-
ments.

¢ Vulnerability Assessment: Periodic automated scanning of all technological assets—
including public, private, cloud, datacenter, server rooms, mobile devices, and OT/
industrial control systems—to document, assess, and prioritize vulnerabilities.

e Penetration Test: Aggressive, manual testing conducted by Senior Security Researchers
using Ethical Hacking techniques to simulate real-world attacks and assess system resi-
lience.

e Periodic Support: Ongoing guidance from ISGroup SRL Security Analysts and Project
Managers, including consultation on remediation, tracking of issue resolution, and
support for long-term preventive strategies.

Service Features and Benefits

e Continuous Security: Ensures systems remain up-to-date and responsive to emerging
threats.

o Expert Analysis: Advanced technical assessment of detected vulnerabilities to
prioritize remediation based on business impact.

e Strategic Alignment: Aligns security efforts with business objectives and regulatory
requirements (e.g., NIS2, GDPR, ISO 27001).

e Operational Efficiency: Offloads the burden of vulnerability management to ISGroup
SRL, allowing internal resources to focus on core business activities.

e Comprehensive Reporting: Provides weekly to bimonthly reports and Quarterly
Business Reviews (QBR) with management teams.

Managed Vulnerability Assessment (MVA)
As part of the VMS, ISGroup SRL offers Managed Vulnerability Assessment (MVA) to iden-
tify configuration errors and asset management issues. Features include:

e Scheduled scanning and discovery of new assets.

e Proactive monitoring of threats and trends.

o Consultative explanation of vulnerabilities and recommended corrective actions.

e Continuous improvement of the overall security posture.
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Frequently Asked Questions

How often should VMS be performed? It is a continuous process. Frequency is defi-
ned based on environment criticality, risk, asset count, and compliance obligations.
What is the difference between VMS and Penetration Testing? VMS is a conti-
nuous management cycle, while Penetration Testing is a focused simulation of a real
attack to verify exploitability. They are complementary.

Is VMS required by NIS2? Yes, NIS2 requires documented risk management measu-
res; a structured VMS helps demonstrate continuous control and monitoring capabilities.
What is the risk of not implementing VMS? Without a continuous process, vulne-
rabilities accumulate, significantly increasing the likelihood of data breaches,
ransomware, and financial or reputational damage.

Which tools are used? ISGroup SRL utilizes leading market platforms for automated
scanning, integrated with expert technical analysis and manual validation.
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CTS - Cyber Threat Simulation

Source: hitps://www.isgroup.biz/en/cyber-threat-simulation. html

Cyber Threat Simulation (CTS) is a management service offered by ISGroup SRL designed to
provide continuous control over an organization's exposure to cyber threats. As preventing
every intrusion attempt is practically impossible, CTS focuses on testing corporate resilience
through realistic attack simulations.

ISGroup SRL is an Italian cybersecurity company with ISO 9001 and ISO 27001 certification.
Their CTS service helps organizations verify vulnerability awareness, train staff, and ensure
compliance with international standards such as GDPR and NIS2.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

Core Objectives of CTS

The primary purpose of the CTS service is to examine weaknesses and the ability of an orga-
nization to activate timely response processes. Key areas of action include:

e Social Engineering: Simulations of fraudulent emails or phone calls to test employee
awareness.

e Malware: Testing defenses against viruses, trojans, and ransomware.

o« APT (Advanced Persistent Threat): Simulating targeted, long-term attacks aimed
at data theft.

e DDoS (Distributed Denial of Service): Testing system resilience against overloading
attacks.

Benefits of Implementing a CTS Program
Adopting a proactive approach through CTS offers several strategic advantages:

« Identification of Vulnerabilities: Discovering security flaws before they are exploited
by real attackers.

e Staff Training: Providing practical learning opportunities to improve preparedness.

e« Improvement of Response Plans: Refining incident response procedures in a
controlled environment.

¢ Regulatory Compliance: Meeting security requirements mandated by international re-
gulations.

e Protection of Corporate Image: Safeguarding reputation and maintaining
stakeholder trust.

e Return on Investment (ROI): Reducing potential incident response costs and long-
term financial losses.

The ISGroup SRL CTS Process

ISGroup SRL utilizes a seven-step process based on the MITRE ATT&CK framework to
ensure comprehensive assessment:

1. Threat Profiling: Identifying potential adversaries using Cyber Threat Intelligence
(CTT).

2. Definition of Scope: Establishing boundaries to avoid business disruption.

3. Definition of Objectives: Setting clear goals for the simulation.

4. Attack Planning: Selecting tools and techniques tailored to the hypothesized threat ac-
tor.

5. Execution (BAS): Performing Breach and Attack Simulation to test defenses in real-
time.
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6.

7.

Results and Reporting: Providing a detailed analysis of vulnerabilities and mitigation
strategies.
Training: Conducting practical sessions to improve internal detection and response ca-
pabilities.

CTS vs. Penetration Test

While both are valid security tools, they serve different purposes:

Feature Penetration Test CTS

Scope Specific system or application Entire digital infrastructure

Objective | Identify maximum vulnerabilities | Mimic real-world attack paths

Approach | Static and methodical Dynamic (TTP-based)
Frequency | Snapshot in time Continuous monitoring
Reporting | List of vulnerabilities Strategic attack path analysis

Risks of Inaction

Ignoring the mnecessity of proactive cyber threat simulations can lead to significant
consequences, including:

For

Lack of Awareness: Inability to perceive real dangers to IT infrastructure and know-
how.

Unpreparedness: Ineffective incident response plans leading to increased damage.
Financial Losses: Costs stemming from service interruptions, data theft, and
regulatory fines.

Reputational Damage: Loss of trust from customers and business partners.

Legal Sanctions: Non-compliance with mandatory security standards.

further information on how ISGroup SRL can support your security posture, visit

https://www.isgroup.biz/ or contact sales@isgroup.it.
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Threat Intelligence & Digital Risk Protection (THREAT)

Source: hitps://www.isgroup.biz/en/threat-intelligence-digital-risk-protection.html

ISGroup SRL offers a comprehensive, managed Threat Intelligence & Digital Risk Protection
service designed to help organizations prevent and respond to evolving digital threats. By
analyzing both internal and external threat landscapes, ISGroup SRL provides actionable
insights into attacker methodologies, threat scope, and the adequacy of current security con-

trols.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email

sales@isgroup.it.

Core Service Components

The service is delivered through two levels of engagement, featuring:

Threat Intelligence Bulletin: Keeps organizations updated on emerging threats, in-
cluding APTs, ransomware, and new vulnerabilities, while providing best practices for
defense.

Data Breach Monitoring: Detects data exposures and compromised passwords stem-
ming from third-party breaches, malware, or phishing to prevent unauthorized access.
Brand Protection: Identifies and mitigates online abuse, including fraudulent domains,
typosquatting, and homograph attacks that exploit brand identity.

Attack Surface Protection: Utilizes OSINT and asset discovery to map the attack
surface from an attacker's perspective, assigning risk scores to digital assets to prioritize
security measures.

Strategic Benefits

Integrating this service into your cybersecurity strategy provides:

Situational Awareness: Real-time updates on emerging threats and attack techniques.
Strategic Planning: Long-term security planning based on industry trends and pat-
terns.

Resource Optimization: Efficient allocation of security resources toward the most
relevant threats.

Compliance and Regulation: Assistance in meeting regulatory requirements, inclu-
ding control 5.7 of Annex A of ISO/IEC 27001:2022.

Collaboration: Facilitates information sharing with security entities to improve
collective defense.

Key Advantages

Attack Surface Management: Proactive mapping and monitoring of all potential
entry points.

Total Visibility and Control: Constant oversight of the digital footprint to improve
risk management.

Fraud Mitigation: Identification and analysis of fraud patterns to reduce financial los-
ses.

Brand and Reputation Safeguard: Protection against brand abuse, phishing, and
unauthorized use of corporate identity.

Incident Response: Continuous monitoring for signs of data loss or breaches, enabling
prompt intervention.

Risks of Inaction

Failure to implement proactive threat intelligence exposes organizations to:

Delayed Detection: Increased vulnerability to sophisticated, modern attacks.
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e Ineffective Incident Response: Compromised ability to manage security incidents,
leading to longer downtime.

o Non-compliance: Potential failure to meet international standards like ISO/IEC
27001:2022.

e Financial and Reputational Damage: Increased susceptibility to fraud, data brea-
ches, and loss of customer trust.

e Unprotected Attack Surface: Gaps in security coverage that leave critical assets ex-
posed.

For further information or to book a consultation, visit https://www.isgroup.biz/ or contact
sales@isgroup.it.
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Security Operation Center (SOC)

Source: hitps://www.isgroup.biz/en/security-operation-center.html

The Security Operation Center (SOC) service is offered by ISGroup SRL to protect network
infrastructures and data centers from evolving cyber threats. This managed service provides
continuous monitoring and rapid response to intrusion attempts to safeguard company assets.

Service Description

ISGroup SRL utilizes a specialized team to monitor incoming and outgoing network traffic.
By employing advanced anomaly detection techniques, the team identifies suspicious behavior
and executes agreed-upon procedures to limit damage during an attack. Following any inci-
dent, ISGroup SRL implements security measures to remedy breaches and provides
comprehensive reporting.

Specifications
The SOC service provided by ISGroup SRL is structured into four main phases:

Monitoring
o Passive: Real-time evaluation of traffic using advanced analysis systems to trigger
warnings for potential threats.
o Active: SOC operators utilize event analysis tools to classify intrusion attempts and
system breaches.

Defense
o Incident Management: Execution of pre-agreed procedures to minimize system exposure
during an ongoing attack.
e Incident Response: Immediate containment of attacks and application of remediation
measures to repair breaches.

Escalation

o If required, the team provides privileged access credentials to authorized personnel to
facilitate system analysis or issue resolution.

Reporting
e ISGroup SRL prepares detailed documentation following an attack, analyzing the
incident and the defensive actions taken.

Output and Reporting

Clients receive detailed reports outlining the actions taken by ISGroup SRL. These reports
are categorized as follows:

e Executive Summary: A concise overview for management, covering the general security
situation, defensive actions taken, and any escalation details.

e Technical Details: A section for Security Managers providing in-depth analysis of
operations, specific defensive actions, and attack characteristics.

e Remediation Plan: A document for System Administrators containing instructions to im-
plement security measures that prevent the recurrence of similar attacks.

Sales Enquiries

For further information or to request a quotation for the Security Operation Center (SOC)
service, please visit https://www.isgroup.biz/ or email sales@isgroup.it.
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Risk Assessment (RA)

Source: hitps://www.isgroup.biz/en/risk-assessment.html

The IT Risk Assessment service offered by ISGroup SRL is designed to improve or implement
defensive approaches for corporate infrastructures. By collaborating closely with the compa-
ny's IT staff, the ISGroup SRL team identifies, evaluates, and quantifies risks to IT infra-
structure and corporate data, thereby enhancing the organization's overall resilience.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

Service Methodology
The Risk Assessment activity provided by ISGroup SRL consists of three primary phases:

e Impact Analysis: Evaluates the consequences of potential attacks or malfunctions,
including recovery times and financial, operational, and reputational impacts.

e Policy Analysis: Examines existing company policies and procedures regarding security
and data privacy, ensuring compliance with regulations such as GDPR and ISO 27001.

e Risk Analysis: Identifies and classifies risks based on infrastructure and policy evalua-
tions, providing recommendations to strengthen security measures.

Specifications

ISGroup SRL cybersecurity experts assess a wide range of applications and technologies,
including emerging or proprietary systems. The service is structured to meet Governance,
Risk, and Compliance (GRC) requirements, supporting standards such as ISO 27001 and
GDPR.

Output and Reporting

The final output is a detailed report divided into three specific sections:

e Executive Summary: A non-technical overview for Management, highlighting main th-
reats, vulnerabilities, and strategic recommendations.

e Risk Assessment Details: An in-depth analysis of identified risks, vulnerabilities, and
potential business impacts, intended for IT security managers and compliance officers.

o Risk Mitigation Plan: A technical document for system administrators and IT teams,
providing prioritized guidelines and actionable measures to reduce risk exposure.

Frequently Asked Questions

e What are the 5 fundamental principles of risk assessment? Hazard Identifica-
tion, Risk Evaluation, Risk Control, Monitoring and Review, and Communication and
Consultation.

e What are the 5 main steps involved in a risk assessment? Hazard Identification,
Risk Severity Evaluation, Implementation of Control Measures, Documentation of the
Process, and Monitoring and Review.

e What is a risk assessment checklist? An organized tool used to ensure all potential
risk areas are identified and evaluated systematically without overlooking any elements.

o« What is SRA (Security Risk Assessment)? The process of identifying, evaluating,
and managing risks related to information security to protect data confidentiality,
integrity, and availability.

e What is the ISO standard for security risk assessment? ISO/IEC 27005 provides
guidelines for the risk management process, supporting the implementation of an
information security management system as per ISO/IEC 27001.

46


https://www.isgroup.biz/en/risk-assessment.html
https://www.isgroup.biz/
mailto:sales@isgroup.it

e Does ISO 27001 require a risk assessment? Yes, ISO/IEC 27001 explicitly requires
a risk assessment to identify and address risks that could compromise corporate
information security.
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Secure Architecture Review (SAR)

Source: hittps://www.isgroup.biz/en/secure-architecture-review.html

The Secure Architecture Review (SAR) is a specialist service offered by ISGroup SRL desi-
gned to assess the security state of IT infrastructures and remediate identified defects.
[SGroup SRL leverages extensive experience with complex infrastructures, including net-

works, cloud environments, and custom projects, to identify known issues and suggest

corrective measures to mitigate potential attacks.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email

sales@isgroup.it.

Service Methodology

The SAR service provided by ISGroup SRL is structured into three primary phases:

Preliminary Analysis Phase: ISGroup SRL evaluates design choices based on infrastruc-
ture documentation. Through dialogue with analysts, developers, and technical staff, the
team identifies and documents design flaws.

Risk Analysis: The team assesses the potential impact of identified issues. This includes
considering specific infrastructure exploits and evaluating their potential consequences for
the organization.

Report: All findings are documented and delivered professionally, including proposed
improvements and corrections to enhance infrastructure security.

Technical Specifications

ISGroup SRL evaluates numerous architectural aspects to uncover critical vulnerabilities. The

assessment typically covers:

SDCL (Software Development Life Cycle)
Code Quality

Testing Routines

Authentication and Authorization mechanisms
Encryption standards

Web Server and Database configurations
Firewall (Web or Network) configurations

Deliverables

At the conclusion of the intervention, ISGroup SRL provides a comprehensive report divided
into three sections:

Executive Summary: A high-level overview of the infrastructure's security, intended for
non-technical personnel.

Vulnerability Details: A technical section for Security Managers detailing the specific
vulnerabilities and critical issues identified.

Remediation Plan: A technical document providing methodologies for the technical staff
to repair identified vulnerabilities and mitigate risks.
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Cloud Security Assessment (CSA)

Source: hittps://www.isgroup.biz/en/cloud-security-assessment.html

ISGroup SRL offers specialist Cloud Security Assessment (CSA) services designed to protect
business environments. The service covers the security of applications throughout the software
lifecycle, from design to delivery, ensuring that cloud infrastructures are resilient against
modern threats.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

Service Overview
[SGroup SRL provides comprehensive security assessments for platforms based on major

cloud providers, as well as private and hybrid cloud infrastructures. The service is delivered
by technicians with dual expertise as Solution Architects and Application Security Specialists.

o Supported Cloud Providers: AWS, Microsoft Azure, Google Cloud Platform (GCP), IBM
Cloud, Oracle Cloud, Alibaba Cloud, Yandex Cloud.

 Supported Private/Hybrid Systems: VMWare, Dell EMC, Microsoft Hyper-V, Rackspace,
CloudBolt, Divvy Cloud, RedHat, OpenShift, Abiquo, Rack Connect, Scalr, Docker,
DigitalOcean, Heroku, Kubernetes, Helm, Prometheus.

Methodology and Specifications

ISGroup SRL conducts a thorough review of architecture, services, and applications to
identify vulnerabilities and exposure points. The assessment focuses on:

o Analyzing architecture, policies, permissions, and configurations.

o Mapping the attack surface.

e Providing specific recommendations for hardening and security improvements.

« Aligning security implementation with the design and development phases to ensure cost-
effectiveness and long-term protection.

Deliverables
The output of the CSA service is a detailed report divided into three thematic areas:
o Executive Summary: A non-technical overview of the activity and the current security
status of the cloud infrastructure, intended for management.
e Vulnerability Details: A technical section for Security Managers detailing the
vulnerabilities found and their potential impact on applications.

e Remediation Plan: A technical guide for System Administrators containing precise
instructions to resolve identified issues and vulnerabilities.

Contact Information

To discuss IT security needs or request a quotation for a Cloud Security Assessment, please
use the following channels:

o Website: https://www.isgroup.biz/

e Email: sales@isgroup.it
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Windows Security Assessment (WSA)

Source: hitps://www.isgroup.biz/en/windows-security-assessment.html

The Windows Security Assessment (WSA) is a specialist service offered by ISGroup SRL de-
signed to protect business infrastructure. The service aims to discover vulnerabilities within
Windows systems and assess their severity through targeted attacks. This process enables
companies to review their security posture, configure systems to be resilient against attacks,
and eliminate flaws on a priority basis.

Service Overview

ISGroup SRL provides in-depth evaluations of Windows systems, covering complex aspects of
architecture security. The assessments are conducted by technicians with experience as Appli-
cation Security Specialists, ensuring that security is addressed throughout every phase and
operation of the operating system.

e Security must be implemented at the inception of the operating system and periodically
rechecked as the system evolves.

o Integrating security early is more effective and economically efficient than addressing it
later.

e The team combines extensive experience in software engineering and Windows security
to deliver high-quality assessments.

Specifications

ISGroup SRL conducts a thorough review of the system to identify every element of
vulnerability or exposure. The assessment process includes:

e Security evaluations based on standards and practices recommended by leading industry
organizations.

o Assessment of security flaws, including indicators of potential intrusions or system chan-
ges.

o Verification of security settings to ensure alignment with Windows-recommended stan-
dards.

e Detailed analysis of the weakest attack surfaces to provide specific, actionable recommen-
dations.

Deliverables

At the conclusion of the activity, ISGroup SRL provides a detailed report divided into three
thematic areas:

e Executive Summary: A high-level overview of the security situation of Windows
systems, intended for Management.

e Vulnerability Details: A technical section for the Security Manager detailing the vul-
nerabilities found and their potential impact.

« Remediation Plan: A document for System Administrators containing precise instruc-
tions on how to resolve identified issues and vulnerabilities.

Enquiries
For further information regarding the Windows Security Assessment or to request a
quotation, please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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IoT/OT Security Assessment (ISA)

Source: hitps://www.isgroup.biz/en/iot-security-assessment.html

The T1oT/OT Security Assessment (ISA) offered by ISGroup SRL is a comprehensive service
designed to verify the security of IoT devices, connected machines, and OT environments. By
utilizing an attacker-led approach, ISGroup SRL identifies real-world vulnerabilities before
they can be exploited.

The service provides technical evidence required for audit, compliance, certification, supplier
qualification, and risk management processes, specifically addressing requirements for the
Cyber Resilience Act (CRA), Machinery Regulation, RED Delegated Act, NIS2, and IEC
62443.

For more information or to request a quotation, visit https://www.isgroup.biz/ or email sa-
les@isgroup.it.

Core Capabilities
ISGroup SRL provides end-to-end coverage from machine to cloud, including;:

e Penetration testing and vulnerability assessment

e Security auditing and reverse engineering

o Firmware analysis and binary analysis

o Hardware and software testing

e Protocol testing (e.g., MQTT, Modbus, OPC UA, Profinet, BACnet, CAN bus,
LoRaWAN, Zigbee, Z-Wave, Wi-Fi, Bluetooth)

e Source code review and secure coding analysis

o Forensic analysis and offensive validation

Industrial and IoT Environments

I[SGroup SRL supports OEMs, system integrators, and industrial users in securing critical in-
frastructure:
o OT Environments: Assessment of IT/OT networks, segmentation, ICS, SCADA, DCS,
PLCs, and HMIs.
e Connected Machines: Verification of cyber and safety risks introduced by remote
access, telemetry, and digital modifications (as defined by the Machinery Regulation).
e ToT Products: Security testing for edge gateways, sensors, and products with digital
elements, covering the entire lifecycle from design to production.

Service Outputs
The ISA service produces concrete technical evidence suitable for both management and

technical teams, including:

e Threat Models and Risk-based Remediation Plans

e Penetration Test and Vulnerability Assessment reports

 Specialized findings for hardware, firmware, software, APIs, and mobile applications
e Protocol and OT network security reviews

o Executive summaries and detailed technical reports

e Re-test evidence for verification of remediated vulnerabilities

Regulatory Alignment
ISGroup SRL provides technical input for conformity processes related to:

o Cyber Resilience Act (CRA): Technical vulnerability management and testing for
products with digital elements.
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Machinery Regulation 2023/1230: Verification of risks introduced by digital

modifications and remote access.
IEC 62443: Security assessment of industrial networks and control systems.
NIS2 Directive: Technical verification for risk management.

RED Delegated Act / EN 18031: Security testing for connected radio equipment.

Engagement Model

ISA is a recurring verification model rather than a one-off check. ISGroup SRL recommends
assessments for:

To

New product implementations or firmware releases
Substantial modifications or retrofits

Opening of remote access channels
Pre-certification and supplier qualification
Post-remediation validation

Preparation for marketplaces or tenders

discuss your specific security needs, visit https://www.isgroup.biz/ or

les@isgroup.it.
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Purple Team Assessment (PTA)

Source: hitps://www.isgroup.biz/en/purple-team-assessment.html

The Purple Team Assessment (PTA) is a specialist service offered by ISGroup SRL designed
to enhance an organization's detection and response capabilities against cyber attacks. Unlike
traditional Red Team assessments, this service utilizes an interactive approach that integrates
testing activities with continuous improvement.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

Service Overview

The PTA service by ISGroup SRL facilitates collaboration between the Red Team (offensive)
and the Blue Team (defensive). By moving beyond "black-box" simulations, the service levera-
ges active interaction to refine detection and response capabilities in real-time. The goal is to
strengthen corporate defenses and prepare security personnel for realistic attack scenarios.

Methodology and Phases

ISGroup SRL structures the Purple Team Assessment into four distinct phases:

o Data Collection Phase: An in-depth study of the corporate infrastructure to evaluate
current detection and blocking capabilities.

e Risk Assessment: Utilization of industry-standard frameworks, such as MITRE
ATT&CK and NIST, to customize risk analysis based on the client's specific infrastruc-
ture.

e Execution: ISGroup SRL’s team and the client’s internal team collaborate to detect and
block simulated attacks. If attacks are successful, ISGroup SRL guides the team through
the response process; otherwise, they assist in enhancing alert and logging systems.

e Risk Evaluation: A final assessment of risks based on the simulation outcomes, provi-
ding specific recommendations to address identified weaknesses.

Deliverables and Output

The final report provided by ISGroup SRL is a comprehensive document containing;:

e Findings and Improvements: A description of identified vulnerabilities and the
progress made, including recommendations for maintaining enhanced defenses.

e Detection and Response Analysis: An evaluation of the defensive team's performan-
ce, including reaction times, technique effectiveness, and a plan to optimize detection ca-
pabilities.

e Continuous Improvement Strategy: A technical and strategic guide for IT security
managers to implement changes and maintain a cycle of continuous security improve-
ment.

Frequently Asked Questions

e What is a Purple Team?: It is an approach that fosters cooperation between an orga-
nization's Red Team and Blue Team to improve the overall security posture.

e What is the strategy of Purple Teaming?: It involves creating a continuous feed-
back loop where attacker tactics are immediately analyzed to strengthen security measu-
res.

e Who should conduct a PTA?: It is recommended for organizations that have dedica-
ted security teams and wish to optimize their collaboration, particularly those handling
sensitive data.

e How often should a PTA be conducted?: Many experts recommend an assessment
at least once a year or following significant changes to the security infrastructure.
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o« How can I get a quote?: For all sales enquiries, please visit https://www.isgroup.biz/
or email sales@isgroup.it.
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Phishing & Smishing (PHISH)

Source: hitps://www.isgroup.biz/en/phishing-smishing.html

ISGroup SRL provides specialized social engineering threat mitigation services to protect
companies from the damages caused by phishing and smishing attacks. These services focus
on training staff to recognize and respond to threats, thereby reducing the risk of security
breaches and the need for costly remedial actions.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

The Importance of Security Awareness

Cybersecurity systems are essential, but human error remains a critical vulnerability. If an
employee falls victim to a phishing email, technical security investments can be nullified.
Potential risks include:

o Loss of access to accounts (email, social media, banking)
o Theft of funds

o Corporate data breaches and legal penalties

e Damage to corporate reputation

e Business operations disruption

o Attack expansion to third parties

o Ransomware demands

ISGroup SRL Training and Simulation Services

ISGroup SRL offers two primary services to combat social engineering:

Training and Education
Courses are conducted by professionals with extensive experience in countering cyber threats.
Training is customizable and covers:
o Recognizing common phishing techniques and digital traps
o Understanding psychological manipulation and social engineering methods
e Security best practices, including password management, safe navigation, and reporting
procedures

Phishing Attack Simulations

Simulations realistically reproduce attacks to test employee readiness. ISGroup SRL recom-
mends conducting campaigns before and after training to measure effectiveness. Features in-
clude:

o Detailed reports identifying critical areas and specific training needs
e Personalized feedback for participants
e Periodic testing to maintain high awareness levels

Phishing vs. Smishing

ISGroup SRL provides training to ensure team members understand the distinctions between
these attack vectors:

Characte-
.. Phishing Smishing
ristic
Channel Email SMS (text messages)
Content Mimics institutions/banks; often con- Short messages; invites clicks for
onten
tains links or attachments prizes or urgent info
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Characte-
L. Phishing Smishing
ristic
Objective Credential theft, malware distribution Data theft, malware installation
. Grammar errors, suspicious links, Generic content, urgent requests,
Indicators - .
unknown senders suspicious links

Phishing Attack Methodology

ISGroup SRL categorizes attacks into two main types:

¢ Mass Phishing: High-volume, generic emails relying on the law of large numbers.

o Spear Phishing: Sophisticated, targeted attacks against specific individuals (e.g.,

managers) to gain elevated privileges.

A typical campaign involves victim research, bait creation, distribution, redirection to

fraudulent sites, credential collection, and attack execution.

Integrated Security Solutions

ISGroup SRL offers a comprehensive suite of services to protect corporate assets:

e THREAT: Continuous threat monitoring and intelligence.

e CTS: Cyber Threat Simulation to test organizational readiness.

e TRAINING: Specialized security awareness programs.

¢ MDR: Multi-Signal Managed Detection and Response to mitigate complex threats.

e SOC: Security Operation Center for constant network monitoring and incident response.

For further information or to discuss your IT security needs, please visit https://

www.isgroup.biz/ or email sales@isgroup.it.
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Social Engineering (SE) Services

Source: hitps://www.isgroup.biz/en/social-engineering.html

The Social Engineering service offered by ISGroup SRL is an essential component of a com-
prehensive security assessment program. It is designed to evaluate an organization's resilience
against psychological manipulation and social engineering threats through realistic
simulations and targeted training.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

Service Objectives

o Test organizational resilience against social engineering attacks via realistic simulations.
e Train staff to increase awareness and reduce the risk of successful future attacks.
o Identify and address security gaps through targeted interventions.

Phases of the Social Engineering Service

The service follows a structured methodology to ensure a comprehensive assessment:

e Preliminary Analysis: Review of past incidents, industry benchmarking, and monito-
ring of global threat trends to customize simulations.

o Simulated Attack (Security Assessment): Core testing phase targeting specific de-
partments, including Executive/Management, Administration, Procurement/Purchasing,
and IT. Techniques include spear phishing, whaling, vishing, and pretexting.

e Training and Improvement: Post-attack debriefing sessions, customized training
courses, and interactive workshops to improve employee awareness.

e Review of Processes and Policies: Updating internal security policies, optimizing

operational processes, and establishing continuous monitoring in line with standards like
ISO/IEC 27001.

Strengths of the ISGroup SRL Approach

e Integrated Methodology: Combines historical analysis, realistic simulations, training,
and policy review.

e Tailored Solutions: Simulations and training are adapted to specific company needs
and critical business functions.

e Regulatory Compliance: Services are designed to meet security requirements and
standards such as ISO/IEC 27001.

Service Deliverables

The service concludes with the provision of three key documents:

¢ Executive Summary: A non-technical overview for management detailing results, vul-
nerabilities, and strategic recommendations.

e Simulation Attack Report: A detailed technical analysis of simulated attacks, em-
ployee performance, and operational readiness.

e Comprehensive Improvement Plan: An integrated roadmap for staff training and
the enhancement of business policies and the Information Security Management System

(ISMS).

For further information or to discuss your IT security needs, please visit https://
www.isgroup.biz/ or contact sales@isgroup.it.
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GDPR Compliance

Source: hittps://www.isgroup.biz/en/gdpr-compliance.html

ISGroup SRL offers a professional GDPR Compliance service designed to help companies na-
vigate the complexities of the General Data Protection Regulation. The service focuses on
analyzing existing personal data protection measures to ensure effectiveness, mitigate risks,
and maintain regulatory compliance.

Service Overview

The management of user data is critical for all companies based in Europe. Failure to imple-
ment adequate personal data protection measures can result in significant reputational
damage, as well as severe administrative or criminal penalties. ISGroup SRL specializes in
analyzing risk factors and providing strategies to protect company data from unauthorized
access and potential data breaches.

Methodology

ISGroup SRL follows a structured, three-step approach to verify and achieve GDPR com-
pliance:

e Risk Analysis: A thorough evaluation of data protection methods, policies, and infra-
structures to identify potential risk factors that could lead to unauthorized access.

e Risk Classification and Impact Assessment: Evaluation of the severity of identified risks
to determine how they may manifest as threats. This process aims to identify and
mitigate the most critical vulnerabilities.

e Remediation Plan Drafting: Development of a comprehensive "action plan" to correct and
mitigate risks within the client's infrastructure.

Deliverables
The output provided by ISGroup SRL includes:
e Remediation Plan: A technical document outlining the specific steps required to achieve
full GDPR compliance.
e Updated Privacy Policies: Development of robust systems and policies for the proper
management of personal data.
e Continuous Training: Ongoing educational support to ensure the client remains
compliant despite future changes to GDPR regulations.

Enquiries
For further information regarding GDPR compliance services or to request a quotation,
please visit https://www.isgroup.biz/ or contact the team at sales@isgroup.it.
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Compliance with the European NIS2 Directive (NIS2)

Source: hitps://www.isgroup.biz/en/nis2-directive-compliance.html

The European Union's NIS2 directive introduces measures to strengthen cybersecurity across
the EU. It requires organizations to adopt sophisticated approaches to manage risks and
ensure data protection. ISGroup SRL provides consulting, services, and training to help
organizations achieve and maintain NIS2 compliance.

For sales enquiries or to request a quotation, visit https://www.isgroup.biz/ or email sa-
les@isgroup.it.

Understanding the NIS2 Directive

NIS2 is the EU directive on information systems security, effective from January 17, 2023. It
aims to improve overall cybersecurity resilience in the face of digitalization and evolving
threats. Organizations are categorized as "essential" or "important" entities based on their
sector and size.

Key Objectives
e Increase cyber resilience for companies across all affected sectors.
¢ Reduce inconsistencies in resilience within the internal market.
e Improve common situational awareness and collective response capacity.

Achieving NIS2 Compliance with ISGroup SRL

ISGroup SRL offers a guided path to meet the minimum compliance requirements through a
four-phase approach:

e GAP Analysis: A complete assessment of the organization's current adequacy level
regarding NIS2, including an in-depth review of security policies and practices.

¢ Remediation Plan: Development of an action plan to correct identified non-compliance
issues.

e Service Selection: Selection of specific ISGroup SRL services to address the
organization's unique requirements.

e Verification: Confirmation of the effectiveness of adopted security measures against
main threats to ensure the NIS2 standard is met.

Maintaining NIS2 Compliance
ISGroup SRL supports organizations annually to ensure ongoing compliance through:

o Updating cybersecurity risk assessments.

o Implementing and updating management processes (risk management, incident response,
audit, and compliance).

e Providing employee training and awareness programs.

¢ Continuously monitoring security measures and updating them based on new threats.

e Documenting compliance activities for competent authorities.

NIS2 Requirements and ISGroup SRL Services
ISGroup SRL maps its professional services to the specific requirements of NIS2 Article 21:

o Article 21.a (Risk Analysis): vCISO (Security Program Maturity Assessment, Policy
Review).

o Article 21.b (Incident Management): vCISO, DFIR (Digital Forensics and Incident
Response), and Multi-Signal MDR.

o Article 21.c (Business Continuity): vCISO (Security Program Maturity Assessment,
Incident Response Planning).

o Article 21.d (Supply Chain Security): vCISO (Vendor Risk Management).
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o Article 21.e (Network/System Security): vCISO, Multi-Signal MDR, Vulnerability
Management (MVS), and Penetration Testing (NPT, WAPT, MAST, EH).

o Article 21.f (Effectiveness Assessment): vCISO and Penetration Testing services.

o Article 21.g (Cyber Hygiene/Training): vCISO and Cyber Threat Simulation (Ma-
naged Phishing, Security Awareness Training).

o Article 21.h (Cryptography): vCISO (Policy Review, Architecture Review).

o Article 21.i (HR/Access/Assets): vCISO, Multi-Signal MDR, and Vulnerability
Management (MVS).

o Article 21.j (Authentication/Communication): vCISO (Maturity Assessment, Ar-
chitecture Review).

Breach Notification and Penalties
e Reporting: NIS2 mandates reporting significant incidents "without undue delay," with
an initial report within 24 hours and an assessment within 72 hours.
¢ Penalties: Non-compliance can result in significant fines:
o Essential Entities: Up to €10 million or 2% of worldwide annual turnover.
o Important Entities: Up to €7 million or 1.4% of worldwide annual turnover.

For further information or to discuss your IT security needs, visit https://www.isgroup.biz/
or email sales@isgroup.it.

60


https://www.isgroup.biz/
mailto:sales@isgroup.it

ISO 27001 Compliance Services
Source: hitps://www.isgroup.biz/en/27001-compliance.html

ISGroup SRL provides comprehensive consulting services to help organizations achieve and
maintain ISO/TEC 27001:2022 certification. By implementing an Information Security Mana-
gement System (ISMS), organizations can protect information assets, minimize risks, and
ensure business stability.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

The ISGroup SRL Approach

I[SGroup SRL guides organizations from the initial assessment through to successful
certification. The process includes:

Gap Analysis: Thorough evaluation of the current security level to identify areas for
improvement.

ISMS Development: Creation of a tailored management system based on organizatio-
nal context, control applicability, and risk analysis.

Documentation: Development of a clear, concise, and usable documentation system.
Implementation: Support in applying security controls, defining security KPIs, and
conducting technical and internal audits.

Audit Support: Assistance during management reviews and guidance throughout the
third-party certification audit process.

Personnel Training: Training staff to ensure the effective operation of the management
system.

Key Compliance Solutions

ISGroup SRL offers a personalized and comprehensive approach to security and compliance:

Integrated Management Systems: Simplification of management for companies inte-
grating ISO 27001 with other standards like ISO 9001.

Risk Analysis: Identification of relevant risks and proposal of concrete mitigation solu-
tions.

Statement of Applicability (SoA): Definition of the SoA referencing Annex A of
ISO/IEC 27001, providing justification for the inclusion or exclusion of controls.
Impartial Auditing: Conducting internal audits as an external entity to provide
objective feedback.

Certification Body Selection: Expert support in identifying the most suitable certifi-
cation body for specific sector needs.

Benefits of ISO 27001 Certification
Investing in ISO 27001 certification with ISGroup SRL provides significant advantages:

Risk Reduction: Prevention of cyber incidents and reduction of crisis management
costs.

Operational Efficiency: Improved process efficiency, resource optimization, and
increased employee productivity.

Competitive Advantage: Demonstration of commitment to security, which increases
trust among customers, partners, and institutions.

Regulatory Compliance: Alignment with requirements from entities such as ACN
(National Cybersecurity Agency) and AGID (Agency for Digital Italy).
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Target Sectors

ISGroup SRL provides specialized support for various industries, including;:

Software and IT Services: Ensuring supply chain security and maintaining strategic
business relationships.

Healthcare: Protecting patient confidentiality and ensuring compliance with privacy re-
gulations.

Financial Sector: Securing private data, transaction histories, and mitigating fraud ri-
sks.

Public Administration: Protecting citizen information and ensuring operational trans-
parency.

Manufacturing: Safeguarding intellectual property, industrial process data, and
preventing production interruptions.

Frequently Asked Questions

What is ISO 270017 An international standard for managing information security,
helping businesses protect assets and demonstrate commitment to cybersecurity.

How long does certification take? Timelines vary based on company size and com-
plexity, typically ranging from 5-6 months to a year.

Is a pre-existing quality system required? No, but having one (e.g., ISO 9001) can
facilitate the process through existing procedures and corporate culture.

How are costs determined? Costs depend on company size, system complexity, and
specific service requirements. ISGroup SRL provides personalized quotes following an
initial assessment.

For further information or to book a consultation, visit https://www.isgroup.biz/ or contact

sales@isgroup.it.
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Wireless Security Monitoring (WSM)

Source: hitps://www.isgroup.biz/en/wireless-security-monitoring. html

Wireless Security Monitoring (WSM) is a specialized service offered by ISGroup SRL to
protect businesses from threats targeting wireless communications. As devices such as WiFi,
Bluetooth, NFC/RFID, and IoT become standard in corporate and industrial environments,
they often introduce insecure protocols that create significant attack surfaces.

I[SGroup SRL provides continuous monitoring of radio frequency communications to assess
risks and identify advanced attacks. This service is designed for organizations utilizing
wireless devices for corporate resources, IoT infrastructures, Operational Technology,
production lines, remote sensors, or access control.

Service Overview
The WSM service is delivered by ISGroup SRL as a Managed Security Service Provider

(MSSP). The fee includes all necessary hardware, software, installation, integration,
monitoring, and reporting.

Key Phases

o Initial Analysis: Includes a Wireless Security Assessment or a GAP Analysis compared to
set objectives.

o Installation and Integration: ISGroup SRL prepares and configures all hardware and
software elements to ensure compliance with the existing infrastructure.

e Monitoring: Anomalies are reported to the client’s internal team, with options for
TIER-3 escalation or full management by the ISGroup Security Operations Center
(SOC0).

e Periodic Reporting: Key metrics—including prevented attacks, successful attacks, impact
analysis, and improvement points—are presented to management at an agreed frequency.

Technical Capabilities
ISGroup SRL monitors a wide range of protocols, including;:

o WiFi (2.5 GHz and 5 GHz standards)

o Bluetooth and NFC/RFID

e GPS and Packet Radio

o Cellular networks (2G, 3G, 4G, 5G)

e Proprietary or unknown radio protocols
Depending on the technology and technique, protection is provided via Intrusion Detection
Systems (IDS) for notification or Intrusion Prevention Systems (IPS) for active blocking.
Clients may also request TIER-3 Cyber Incident Analysis and remote or on-site Cyber
Incident Response.

Service Output
The service provides periodic technical documentation detailing:

o Prevented attacks.

o Technical details and impact analysis of any successful attacks.
o Recommendations for security improvements.

¢ Ongoing risk analysis of the organization's infrastructure.

Sales Enquiries

For further information, to book a consultation, or to request a quotation for Wireless
Security Monitoring (WSM), please visit https://www.isgroup.biz/ or email sales@isgroup.it.
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Anti-DDoS (DDoS) Protection
Source: hitps://www.isgroup.biz/en/anti-ddos.html

DDoS attacks are among the most common and damaging threats to a company, aiming to
make specific services unusable. These attacks typically function by:

¢ Overloading bandwidth by sending numerous requests to a server.
o Abusing machine resources, rendering the system unable to handle legitimate traffic.
Because these attacks are easy to execute and can result in significant negative outcomes,

I[SGroup SRL offers a comprehensive Anti-DDoS service designed to protect companies and
minimize downtime.

Service Overview

The Anti-DDoS service offered by ISGroup SRL secures Web Applications, Servers, and com-
pany connectivity. ISGroup SRL provides solutions independent of the technologies currently
in use, covering all aspects of configuration, management, monitoring, and ongoing
adjustment of protection.

Countermeasures are designed to cover every possible attack vector, ensuring protections
remain adequate against the latest "state of the art" attack techniques.

Areas of Protection
ISGroup SRL provides specialized defense for:
e Web Applications: Protection against all types of DDoS attacks.

o Servers: Defense managed by industry experts.
o Connectivity: Safeguarding company network infrastructure.

Methodology and Reporting
The Anti-DDoS service by ISGroup SRL utilizes a proven pipeline of steps, providing the

client with the equivalent of an expert team ready to intervene during DDoS-related inciden-
ts.

Upon completion of the activity, ISGroup SRL provides a detailed report divided into three
thematic areas:
e Executive Summary: A brief, non-technical overview intended for Management.
e Vulnerability Details: A section for the Security Manager detailing the vulnerabilities
found and their potential impact.
e Remediation Plan: A technical section for System Administrators containing precise
instructions to resolve identified issues and vulnerabilities.

Sales Enquiries

For further information or to request a quotation for Anti-DDoS services, please visit https://
www.isgroup.biz/ or send an email to sales@isgroup.it.
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Firewall as a Service (FWaaZS)

Source: hitps://www.isgroup.biz/en/fwaas.html

Firewall as a Service (FWaaS) is a SecOps service offered by ISGroup SRL designed to pro-
tect data and application endpoints while ensuring secure, comprehensive control over user
data traffic within corporate networks.

Service Overview
By choosing the FWaa$S solution offered by ISGroup SRL, companies entrust their perimeter

security management to a team of network security experts and veterans. This service ensu-
res:

o Implementation and maintenance of firewall solutions.

o Protection against hacker attacks.

e Management of accessible content on the network.

e Use of innovative, modern, and reliable technologies, including Next-Generation Firewalls
(NGFW).

e Improved company security and greater awareness of data entering or leaving the net-
work.

Methodology
ISGroup SRL follows a structured approach to ensure optimal security:

e Requirements definition phase: Experts assess specific needs to recommend the most
suitable firewall solution.
e Professional maintenance: Continuous management of firewall systems to ensure high-
quality, reliable performance.
e Documentation: Upon completion of the intervention, ISGroup SRL provides:
o Executive Summary: A high-level document describing the intervention and the
added protection provided.
o Technical Summary: A detailed document for technical personnel explaining network
interventions and data monitoring procedures.

Sales Enquiries

For further information, to discuss IT security needs, or to request a quotation for Firewall as
a Service (FWaaS), please visit https://www.isgroup.biz/ or send an email to
sales@isgroup.it.
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Security Integration (SIR)
Source: hitps://www.isgroup.biz/en/security-integration.html

The Security Integration (SIR) service is offered by ISGroup SRL to help businesses securely
integrate standalone infrastructure components or implement new security features. This
service ensures that existing functionalities are maintained while minimizing the risk of
expanding the attack surface or introducing new vulnerabilities.

Service Methodology

ISGroup SRL follows a structured approach tailored to the client's specific infrastructure and
requirements:

o Analysis Phase: The team evaluates the existing infrastructure and client requirements to
determine the optimal integration strategy.

e Collaboration: The team works alongside the original developers of the infrastructure to
ensure all aspects are considered.

e Implementation: Systems are integrated securely and effectively, resulting in a robust
infrastructure with expanded and improved functionalities.

Key Offerings
ISGroup SRL provides specialized integration capabilities, including:

e Physical Security Integration: Combining physical security equipment with software logic,
such as using biometric verification for employee privilege management or resource ac-
cess.

e Adding Security Features to Applications: Implementing security solutions directly into
applications, such as integrating Web Application Firewalls (WAF) for web applications
or Intrusion Detection/Prevention Systems (IDS/IPS) for networks.

Deliverables
Upon completion of the service, ISGroup SRL provides two comprehensive documents:

e Executive Summary: A high-level document for management detailing the intervention,
implemented functionalities, results obtained, and business benefits.

e Technical Summary: A detailed document for technical staff outlining the intervention,
modifications made to existing infrastructures, and technical specifications of the integra-
tion.

Enquiries
For further information, consultations, or to request a quotation for the Security Integration
service, please visit https://www.isgroup.biz/ or email salesQisgroup.it.
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Software Assurance Lifecycle (SAL)

Source: hittps://www.isgroup.biz/en/software-assurance-lifecycle. html

The Software Assurance Lifecycle (SAL) is a specialist service offered by ISGroup SRL,
designed for companies developing applications where security is critical. This service ensures
that applications adhere to best security practices throughout their entire lifecycle.

Service Overview

ISGroup SRL provides continuous supervision and support to development teams during the
release of new software versions. The service ensures that all adopted development practices
represent the current "state of the art" in security. By conducting rigorous security testing
during each phase of the project, ISGroup SRL ensures that any identified vulnerabilities are
remediated before the application is distributed.

Key Specifications
[SGroup SRL guides development teams in producing secure software by addressing the
following core aspects:

e Risk management

e Dependency management

e Continuous integration
The ISGroup SRL security team possesses extensive knowledge of various programming lan-
guages and development environments, enabling them to support diverse programming teams

and cover a wide range of application types. Security tests are tailored specifically to the
application type and the technologies utilized.

Deliverables

Upon completion of the secure development process, ISGroup SRL provides the following
technical documentation:
o Executive Summary: A high-level document for management detailing the intervention
and the security aspects addressed.

e Technical Summary: A detailed document for project managers describing implementa-
tion specifics and identifying areas for improvement within the development team.

Enquiries
For sales enquiries or to request a quotation for the Software Assurance Lifecycle (SAL)
service, please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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Bug Bounty Program
Source: hitps://www.isgroup.biz/en/bug-bounty-program.html

ISGroup SRL designs and manages comprehensive Bug Bounty Programs, enabling organiza-
tions to invite ethical hackers to test corporate systems and report vulnerabilities in a safe,
controlled environment. This proactive cybersecurity approach allows companies to identify
and remediate weaknesses before they can be exploited by malicious actors.

How ISGroup SRL Helps Companies

ISGroup SRL provides end-to-end support to ensure the effectiveness and security of your
program:

e Tailored Consulting: ISGroup SRL experts work to understand specific organizational
needs, defining program objectives, reporting criteria, and reward structures for ethical
hackers.

e Program Implementation: ISGroup SRL manages the full implementation process,
ensuring compliance with security best practices and regulations while maintaining
business continuity.

e Ongoing Management: ISGroup SRL provides continuous support by assessing repor-
ted vulnerabilities, facilitating communication with researchers, and offering mitigation
recommendations.

e Analysis and Reporting: Every vulnerability is analyzed and classified using fra-
meworks such as OWASP and CVSS. ISGroup SRL delivers detailed reports to help
prioritize remediation efforts.

Benefits of a Bug Bounty Program

e Enhanced Security: Discover and fix vulnerabilities proactively to improve overall
system resilience.

e Access to Global Experts: Collaborate with a diverse, highly skilled community of
ethical hackers.

e Cost Efficiency: Optimize security budgets by paying only for verified vulnerabilities.

o Stronger Reputation: Demonstrate a clear commitment to cybersecurity, increasing
trust among customers and partners.

Compliance and Standards

ISGroup SRL ensures that the Bug Bounty Program supports organizational compliance with
international standards, including:

e ISO 27001: Guaranteeing a system compliant with international security standards.
o NIS2: Promoting greater resilience and security of digital infrastructures.
e GDPR: Supporting the protection of fundamental rights and privacy.

Advanced Services

For organizations seeking a more targeted approach, ISGroup SRL offers an Advanced Bug
Bounty Program, where vulnerabilities are identified and compensation is provided only for
confirmed findings.

Sales Enquiries

For further information, to request a quotation, or to discuss your IT security needs, please
visit https://www.isgroup.biz/ or contact the team via email at sales@isgroup.it.
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Vulnerability Assessment by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security /vulnerability-assessment-by-isgroup. html

Protecting a company from cyber threats requires a proactive approach to identifying security
weaknesses. ISGroup SRL offers professional Vulnerability Assessment services designed to
help organizations secure their digital infrastructure.

A vulnerability assessment is a critical component of a robust cyber security strategy,
enabling businesses to identify, quantify, and prioritize security vulnerabilities within their
systems before they can be exploited by malicious actors.

Key Services
o Vulnerability Assessment: Comprehensive identification of security flaws across IT assets.

e Security Analysis: In-depth evaluation of infrastructure to ensure compliance with
industry best practices and standards such as OWASP.

Why Choose ISGroup SRL

I[SGroup SRL provides expert-led security assessments that help organizations maintain a
strong security posture. By leveraging professional assessment methodologies, companies can
mitigate risks and protect sensitive data effectively.

Enquiries and Information

For further details regarding the Vulnerability Assessment service or to request information,
please visit the official website at https://www.isgroup.biz/ or send an email to sa-
les@isgroup.it.
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UNI CEI EN ISO/IEC 27001:2022 Certification
Source: https://www.isgroup.biz/en/cyber-security /company-cybersecurity-certified-
i50-27001-2022-2024-2025-2026.html

On January 31, 2025, ISGroup SRL obtained certification under the international standard
UNI CEI EN ISO/IEC 27001:2022. This achievement confirms the company's commitment to
information protection and system security, adopting a modern, robust, and risk-oriented mo-
del.

The Information Security Management System (ISMS) of ISGroup SRL is certified as com-
pliant with the ISO/TEC 27001:2022 standard for the following professional activities:

e Vulnerability Assessment

e Network Penetration Testing

e Web Application Penetration Testing

e Mobile Application Security Testing

o Ethical Hacking

e Code Review

This certification remains valid for the years 2024, 2025, and 2026.

For further information regarding these services or the certification, please visit https://
www.isgroup.biz/ or send an email to sales@isgroup.it.
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Social Engineering: The Art of Manipulating People to Obtain
Information

Source: hitps://www.isgroup.biz/en/cyber-security/se-social-engineering. html

Social Engineering is a sophisticated cyber security discipline focused on the psychological
manipulation of individuals to divulge confidential information or perform actions that
compromise security. Rather than targeting technical vulnerabilities in software or hardware,
social engineering exploits human behavior, trust, and cognitive biases.

Professional Social Engineering Services
ISGroup SRL offers comprehensive Social Engineering services designed to test and improve

an organization's human-centric security posture. These services help identify weaknesses in
security awareness and internal procedures by simulating real-world attack scenarios.

o Assessment of employee awareness regarding phishing, vishing, and impersonation at-
tempts.

o Evaluation of organizational response to social engineering tactics.

e Development of strategies to mitigate risks associated with human error and manipula-
tion.

For further details on how ISGroup SRL can assist your organization in strengthening its

defenses against these threats, visit https://www.isgroup.biz/ or send an email to sa-
les@isgroup.it.

Key Aspects of Social Engineering
o Psychological Manipulation: Leveraging human emotions such as fear, urgency, curiosity,
or helpfulness to bypass security controls.
e Information Gathering: Collecting intelligence on targets to craft convincing pretexts.
o Exploitation: Using the gathered information to gain unauthorized access to sensitive
systems, data, or physical premises.
For all sales enquiries or to request a consultation regarding Social Engineering services,
please refer to the official channels:

o Website: https://www.isgroup.biz/
e Email: sales@isgroup.it
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Phishing and Smishing Simulations by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security/phish-phishing-smishing.html

ISGroup SRL offers professional Phishing and Smishing simulation services designed to
strengthen organizational defenses against social engineering attacks. These simulations are
essential for assessing human vulnerability and improving security awareness within a
corporate environment.

Service Overview
The Phishing & Smishing (PHISH) service provided by ISGroup SRL focuses on:

o Evaluating the susceptibility of employees to deceptive communication.

o Testing organizational response to simulated phishing (email) and smishing (SMS) cam-
paigns.

e Enhancing the overall security posture by identifying gaps in user awareness and
technical controls.

e Providing actionable insights to mitigate the risks associated with credential theft and
malicious link interaction.

Why Choose ISGroup SRL

I[SGroup SRL leverages extensive expertise in cyber security to deliver realistic and effective
simulation scenarios. By conducting these exercises, organizations can:

e Measure the effectiveness of current security training programs.

e Reduce the likelihood of successful real-world social engineering attacks.

o Foster a culture of security awareness across all levels of the company.

Sales and Information

For further details regarding the Phishing & Smishing simulation services or to request a
consultation, please visit the official website at https://www.isgroup.biz/ or send an email to
sales@isgroup.it.
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Virtual CISO Service by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security /vciso-virtual-ciso.html

ISGroup SRL offers a professional Virtual CISO (vCISO) service designed to help businesses
strengthen their cybersecurity posture. This solution provides organizations with expert
strategic guidance and security management without the need for a full-time, in-house Chief
Information Security Officer.

Key Benefits of the vCISO Service
o Strategic security planning and risk management.
o Implementation of best practices to safeguard business assets.
o Professional oversight of cybersecurity initiatives.
e Scalable expertise tailored to the specific needs of the organization.

Engagement and Information
For organizations looking to enhance their security framework through the Virtual CISO
service offered by ISGroup SRL, further details and service requests can be managed through
the following channels:

o Website: https://www.isgroup.biz/

e Email: sales@isgroup.it
Additional Resources
ISGroup SRL maintains an active editorial presence covering various cybersecurity topics, in-
cluding:

e LLM-based code security reviews.

e Strategic cybersecurity partnership case studies.

o Web application penetration testing.
e Industry standards and frameworks such as OWASP, Agid, and ACN.

For more information on these topics or to discuss specific security requirements, please visit
https://www.isgroup.biz/ or reach out to sales@isgroup.it.
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ISO 27001 Compliance: Protect Your Data with a Certified
Security Management System

Source: hitps://www.isgroup.biz/en/cyber-security/27001-27001-compliance. html

ISO 27001 is the international standard that defines the requirements for an Information
Security Management System (ISMS). Achieving compliance allows organizations to manage
the security of assets such as financial information, intellectual property, employee details, or
information entrusted by third parties.

ISGroup SRL offers professional services to assist organizations in achieving ISO 27001
compliance. By implementing a certified security management system, companies can syste-
matically manage risks, ensure data protection, and demonstrate a commitment to
cybersecurity best practices.

Key Benefits of ISO 27001 Compliance

e Systematic risk management: Identify and mitigate vulnerabilities within the organiza-
tion.

e Enhanced data protection: Secure sensitive information and intellectual property.

e Regulatory alignment: Meet legal and contractual requirements regarding data security.

e Competitive advantage: Demonstrate to clients and partners that security is a priority
through internationally recognized certification.

e Operational resilience: Improve the ability to respond to and recover from security inci-
dents.

Services Offered by ISGroup SRL

I[SGroup SRL provides expert guidance throughout the compliance journey, helping organiza-
tions navigate the complexities of the standard. This includes:

e Assessment of current security posture against ISO 27001 requirements.

e Development and implementation of an Information Security Management System
(ISMS).

e Support in identifying and treating information security risks.

o Preparation for the formal certification audit.

For further information regarding ISO 27001 compliance services, please visit https://
www.isgroup.biz/ or reach out via email at sales@isgroup.it.
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Multi-Signal MDR by ISGroup

Source: hitps://www.isgroup.biz/en/cyber-security/mdr-multi-signal-mdr.html

ISGroup SRL offers a comprehensive Multi-Signal Managed Detection and Response (MDR)
service designed to provide robust protection against evolving cyber threats. This solution
focuses on proactive monitoring and rapid response to secure organizational digital assets.

Service Overview
e The Multi-Signal MDR service is engineered to detect and mitigate security incidents
through advanced analysis and continuous oversight.

e By leveraging multiple signals, ISGroup SRL ensures a deeper level of visibility across
the IT infrastructure.

e This service is part of the broader cybersecurity portfolio provided by ISGroup SRL,
aimed at maintaining high security standards and operational resilience.

Engagement and Information
For further details regarding the Multi-Signal MDR service or to request a consultation,
please visit the official website or reach out via email:

o Website: https://www.isgroup.biz/

e Email: salesQisgroup.it
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Digital Forensics and Incident Response (DFIR)
Source: hitps://www.isgroup.biz/en/cyber-security/dfir-digital-forensics-and-incident-response.html

ISGroup SRL offers professional Digital Forensics and Incident Response (DFIR) services
designed to act as an armor against cyber threats. These services are engineered to assist
organizations in identifying, containing, and remediating security breaches effectively.

Service Overview
The DFIR solutions provided by ISGroup SRL focus on:

o Investigating security incidents to determine the root cause and scope of a compromise.

e Implementing rapid response strategies to contain threats and minimize operational im-
pact.

e Conducting forensic analysis to preserve evidence and support potential legal or
regulatory requirements.

e Providing actionable insights to strengthen organizational security posture against future
attacks.

Engagement

For further information regarding the Digital Forensics and Incident Response services offered
by ISGroup SRL, or to request a consultation, please visit the official website at https://
www.isgroup.biz/ or send an email to sales@isgroup.it.
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Continuous Security Testing (CST) by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security /cst-continuous-security-testing. html

Continuous Security Testing (CST) is a specialized cybersecurity service offered by ISGroup
SRL. It is designed to help organizations stay ahead of evolving cyber threats by moving
beyond traditional, periodic security assessments.

Key Objectives and Benefits

e Proactive Security: CST provides ongoing monitoring and testing to identify vulnera-
bilities as they emerge, rather than waiting for scheduled audit cycles.

e Continuous Improvement: The service ensures that security postures are constantly
evaluated and adapted to the current threat landscape.

o Risk Mitigation: By identifying weaknesses in real-time, ISGroup SRL enables organi-
zations to remediate issues before they can be exploited by malicious actors.

e Strategic Alignment: CST integrates seamlessly into modern development and opera-
tional workflows, supporting a robust security-by-design approach.

Service Engagement
ISGroup SRL provides expert-led Continuous Security Testing to ensure comprehensive cove-
rage of digital assets. For organizations looking to implement or learn more about this
service, please use the following contact details:

o Website: https://www.isgroup.biz/

¢ Email: salesQisgroup.it
For further insights into cybersecurity methodologies, best practices, and case studies, visit
the official ISGroup SRL blog at https://www.isgroup.biz/.
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Cyber Threat Simulation by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security/cts-cyber-threat-simulation.html

Cyber Threat Simulation is a specialized service offered by ISGroup SRL designed to help
organizations proactively prepare for and defend against evolving cyber threats. By simula-
ting realistic attack scenarios, this service allows businesses to test their security posture,
identify vulnerabilities, and improve their incident response capabilities.

Key Objectives
o Evaluate the effectiveness of existing security controls.
o Identify potential gaps in organizational defense mechanisms.
o Enhance the readiness of security teams to detect and mitigate real-world threats.
e Provide actionable insights to strengthen overall cyber resilience.

Service Details

The Cyber Threat Simulation service provided by ISGroup SRL is tailored to replicate the
tactics, techniques, and procedures (TTPs) used by modern threat actors. This hands-on
approach ensures that organizations move beyond theoretical security assessments to a
practical understanding of their defensive capabilities.

For further information regarding this service or to request a consultation, please visit
https://www.isgroup.biz/ or reach out via email at sales@isgroup.it.
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AGID and Secure Development with ISGroup
Source: hitps://www.isgroup.biz/en/cyber-security/acn-agid-regulations.html

ISGroup SRL provides specialized services focused on AGID (Agenzia per 1'Ttalia Digitale)
and ACN (Agenzia per la Cybersicurezza Nazionale) regulatory compliance. These services
are designed to assist organizations in implementing secure development lifecycles and
adhering to national cybersecurity guidelines.

Secure Development Services

ISGroup SRL offers comprehensive support for organizations aiming to align their software
development processes with current regulatory requirements. Key aspects of these services in-
clude:

e Implementation of secure coding practices to mitigate vulnerabilities.

e Alignment with ACN and AGID cybersecurity regulations.

o Integration of security assessments within the development lifecycle.

o Adoption of industry-standard best practices, including OWASP methodologies.

Engagement and Information

For organizations seeking to ensure their development processes meet the necessary security
standards, ISGroup SRL provides professional guidance and technical support.

o For further details regarding AGID and Secure Development services, visit: https://
www.isgroup.biz/

e For sales enquiries or to request information, contact: sales@isgroup.it
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Case Study: Web Application Penetration Test and ISMS Support
for Creactives S.p.A.

Source: hitps://www.isgroup.biz/en/cyber-security/case-study-creactivesspa. html

Creactives S.p.A., a global leader in AI for the Supply Chain, engaged ISGroup SRL to
enhance the security and compliance of its technology platforms, including the Knowledge
Engineering Platform, TAM4, and DataAssistants.

The Challenge

Creactives S.p.A. required professional support to ensure the security of its applications and
to align its organizational processes with stringent international standards. The primary
objectives were to identify potential vulnerabilities within their platforms and to establish an
Integrated Security Management System (ISMS).

Solutions Offered by ISGroup SRL

ISGroup SRL provided a comprehensive suite of cybersecurity services to address these requi-
rements:

e Web Application Penetration Testing: Detailed assessment of the Knowledge Engineering
Platform, TAM4, and DataAssistants to identify and mitigate security vulnerabilities.

e ISMS Consulting: Support in the creation and maintenance of an Integrated Security
Management System compliant with ISO 27001, ISO 27017, and ISO 27018 standards.

e Specialized Training: Delivery of training programs focused on secure software develop-
ment (aligned with OWASP standards) and company-wide cybersecurity awareness.

Results and Benefits

The collaboration with ISGroup SRL enabled Creactives S.p.A. to achieve significant security
milestones:

o Successful implementation of an ISO-compliant Integrated Security Management System.

e Enhanced security posture of core applications through regular Vulnerability Assessments
and Penetration Tests.

e Successful completion of external audits, validating compliance with international stan-
dards.

e Improved internal security culture through targeted training for software development
teams and staff.

For further information regarding these services, please visit https://www.isgroup.biz/ or con-
tact sales@isgroup.it.
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Case Study: Web Application Penetration Test on DocEasy
Source: hitps://www.isgroup.biz/en/cyber-security/case-study-aliasgroup.html

Alias Group S.r.l., through its Alias Digital division, provides cloud-based software solutions
for businesses. Their platform, Doceasy, is designed for the management and compliant archi-
ving of electronic invoices. Due to the sensitive nature of the data processed, Alias Group
S.r.l. engaged ISGroup SRL to perform a comprehensive security assessment.

The Challenge

The primary objective was to ensure the security and reliability of the Doceasy platform.
Alias Group S.r.l. sought to provide its clients with assurance regarding the protection of
sensitive information by identifying and mitigating potential security risks.

ISGroup SRL's Intervention

ISGroup SRL conducted a meticulous Web Application Penetration Test (WAPT) on the Do-
ceasy application and its associated Staging Environment. This service, offered by ISGroup
SRL, focused on:

o Identifying technical and logical vulnerabilities.

o Mitigating potential security threats.

e Ensuring compliance with high security standards.

o Highlighting areas for improvement within internal processes.

Results and Benefits

The intervention by ISGroup SRL confirmed the robustness of the Doceasy architecture. Key
outcomes included:

e Validation of the platform's security from both networking and application perspectives.

o Identification and prompt remediation of vulnerabilities, particularly within internal pro-
cesses.

e Provision of a comprehensive report that explained the context behind each finding,
enabling Alias Group S.r.l. to optimize internal operations and enhance overall
application security.

o Increased confidence among clients regarding the reliability of the software solution.

For further information regarding security testing services, please visit https://
www.isgroup.biz/ or email sales@isgroup.it.
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Network Penetration Testing

Source: hitps://www.isgroup.biz/en/cyber-security /npt-network-penetration-testing. html

Network penetration testing is a critical security process offered by ISGroup SRL. It involves
simulating cyberattacks to evaluate the effectiveness of existing security measures and to
identify potential vulnerabilities that could be exploited by malicious actors.

Importance of Network Penetration Testing
Regular testing is essential for maintaining a secure network environment. ISGroup SRL
provides these services to help organizations:

e Identify security vulnerabilities before they are exploited by attackers.

e Ensure compliance with industry regulations and standards.

o Improve the overall security posture of the organization.

o Proactively mitigate security risks to protect sensitive data and maintain stakeholder tru-
st.
The Penetration Testing Process
ISGroup SRL follows a structured methodology to conduct thorough network assessments:
1. Planning: Defining the scope and objectives of the test.
. Reconnaissance: Gathering information about the target network.

. Scanning: Identifying open ports and services running on the network.
. Exploitation: Attempting to exploit identified vulnerabilities in a controlled manner.

Tt o= W N

. Reporting: Documenting findings and providing actionable recommendations for reme-
diation.

For further information regarding these services, please visit https://www.isgroup.biz/ or con-
tact the team at sales@isgroup.it.
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Cloud Security Assessment by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security/csa-cloud-security-assessment.html

ISGroup SRL offers a professional Cloud Security Assessment service designed to help organi-
zations secure their cloud environments. This service focuses on identifying vulnerabilities,
misconfigurations, and security gaps within cloud infrastructures to ensure robust protection
against potential threats.

Service Overview
e The Cloud Security Assessment is a specialized service provided by ISGroup SRL.
o It aims to evaluate the security posture of cloud-based assets.
e The assessment helps organizations implement best practices and maintain compliance
within their cloud environments.

Engagement and Information

For further details regarding the Cloud Security Assessment or to request this service, please
visit the official website at https://www.isgroup.biz/ or send an email to sales@Qisgroup.it.

Related Resources
ISGroup SRL maintains an active editorial presence covering various cybersecurity topics, in-
cluding:

e LLM-based code security reviews

e Strategic cybersecurity partnerships

e Web application penetration testing

e Industry standards such as OWASP and Agid Acn compliance
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Purple Team Assessment by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security /pta-purple-team-assessment.html

ISGroup SRL offers a specialized Purple Team Assessment service designed to challenge and
improve the effectiveness of an organization's defensive security team. This service facilitates
a collaborative environment where offensive and defensive security operations work together
to identify gaps, test detection capabilities, and refine incident response strategies.

Service Objectives

o Evaluate the maturity and responsiveness of the internal security team.

e Identify blind spots in current monitoring and detection infrastructure.

« Validate the effectiveness of existing security controls against real-world attack simula-
tions.

o Enhance the synergy between offensive (Red Team) and defensive (Blue Team) opera-
tions.

Engagement Details

The Purple Team Assessment is a professional service provided by ISGroup SRL, focusing on
continuous improvement through iterative testing and feedback loops. By simulating targeted
threats, the assessment ensures that defensive teams are better prepared to detect, analyze,
and mitigate sophisticated cyber attacks.

Sales Enquiries

For further information regarding the Purple Team Assessment or to request a service
proposal, please visit the official website at https://www.isgroup.biz/ or reach out via email
at salesQisgroup.it.
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Secure Architecture Review by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security /sar-secure-architecture-review.html

ISGroup SRL offers a professional Secure Architecture Review service designed to evaluate
and strengthen the security posture of complex infrastructures. This service provides a com-
prehensive analysis to identify potential vulnerabilities and design flaws within an
organization's architectural framework.

Service Overview
e The Secure Architecture Review is a specialized cybersecurity assessment provided by
ISGroup SRL.
o It focuses on identifying security weaknesses at the design and structural level of IT sy-
stems.
e The service aims to ensure that infrastructure components are aligned with industry best
practices and security standards.

Why Choose ISGroup SRL

e ISGroup SRL leverages deep expertise in cyber security to provide actionable insights for
infrastructure hardening.

e The methodology is designed to mitigate risks before they can be exploited in a
production environment.

e The service supports organizations in maintaining robust security architectures against
evolving threats.

Sales and Information
For further details regarding the Secure Architecture Review service or to request a
consultation, please use the following contact channels:

o Website: https://www.isgroup.biz/

e Email: sales@isgroup.it
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Security Integration Services

Source: hitps://www.isgroup.biz/en/cyber-security/sir-security-integration. html

ISGroup SRL offers professional Security Integration services designed to enhance the safety
and interoperability of your infrastructure and applications. This service focuses on creating a
cohesive security environment where disparate systems work together to mitigate risks and
improve overall defensive posture.

Key Objectives
e Improving infrastructure security through seamless integration.
e Enhancing application safety protocols.
o Ensuring unified security management across complex environments.
e Reducing vulnerabilities by aligning security tools and processes.

Engagement

For further details regarding the Security Integration service or to discuss specific
requirements, please visit the official website at https://www.isgroup.biz/ or send an email to
sales@isgroup.it.
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Firewall as a Service (FWaaS) by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security/fwaas-firewall-as-a-service. html

ISGroup SRL offers professional Firewall as a Service (FWaaS) solutions designed to provide
simple and secure firewall protection. This service is engineered to help organizations manage
their network security infrastructure effectively.

Key Features and Benefits
o Simplified Security Management: The FWaaS solution provided by ISGroup SRL
streamlines the deployment and maintenance of firewall protections.
e Enhanced Network Protection: Designed to secure organizational assets against
unauthorized access and cyber threats.
o Expert Support: Leveraging the cybersecurity expertise of ISGroup SRL to ensure
robust and reliable firewall configurations.

Enquiries and Information

For further details regarding the Firewall as a Service or to request a consultation, please
refer to the following resources:

o Visit the official website: https://www.isgroup.biz/
e Send your enquiries via email to: salesQisgroup.it
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Security Awareness Course

Source: hitps://www.isgroup.biz/en/cyber-security/security-awareness.html

The Security Awareness course offered by ISGroup SRL is designed to provide the fundamen-
tal knowledge necessary to work safely in the digital world. As online threats continue to
evolve, this training equips participants with the skills to protect sensitive information and
maintain corporate and personal security.

Course Topics

The curriculum covers essential areas of digital defense:

e Social Engineering: Analysis of common techniques used by hackers to obtain sensitive
information, providing tools to recognize and defend against these attacks.

e Phishing: Training on how to recognize and avoid phishing attempts to protect
credentials and personal data.

e Cybersecurity: A comprehensive approach covering basic concepts, including the use of
antivirus, software updates, and best practices for device and data protection.

o Safe Browsing: Guidance on identifying secure websites, utilizing encrypted connections,
and maintaining privacy while browsing online.

Methodology and Objectives

The Security Awareness course offered by ISGroup SRL utilizes a practical and engaging
approach. Students analyze case studies, participate in attack simulations, and complete
practical exercises to ensure they can apply their knowledge in real-world scenarios.

By completing this course, participants will be able to:
o Apply acquired information security knowledge effectively.
e Understand and implement specific security requirements and recommendations within
their organization.

o Recognize social engineering techniques to avoid scams and cyberattacks in both
professional and personal contexts.

Further Information

For sales enquiries or to request more information regarding the Security Awareness course
offered by ISGroup SRL, please visit https://www.isgroup.biz/ or email sales@isgroup.it.
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Penetration Test for Globaleaks

Source: hittps://www.isgroup.biz/en/cyber-security /penetration-testing-for-globaleaks. html

In January 2024, ISGroup SRL conducted a professional penetration test for Globaleaks, an
organization focused on fighting corruption and promoting transparency through its whistle-
blowing platform. Given the critical nature of the platform, which handles sensitive anony-
mous reports, ensuring robust data security is essential for maintaining user trust.

Methodology

ISGroup SRL performed a comprehensive security analysis designed to simulate realistic
attacks and identify potential system vulnerabilities. The engagement included the following
phases:

o Information Gathering: Identifying data points that could be leveraged by potential at-
tackers.

e Vulnerability Analysis: Scanning systems to detect potential security weaknesses.

o Attack Simulation: Executing realistic penetration tests to evaluate the resilience of
existing defenses.

e Detailed Report: Providing a comprehensive analysis of identified vulnerabilities along
with actionable recommendations to improve the security posture.

Collaboration and Results

The project was defined by open dialogue and transparent communication between ISGroup
SRL and Globaleaks. This collaborative approach ensured a detailed understanding of the cy-
bersecurity challenges and opportunities present in the digital environment. This engagement
serves as a commitment to maintaining the integrity and security of the platform and its
users.

For further information regarding these services, please visit https://www.isgroup.biz/ or
email salesQisgroup.it.
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Software Assurance Lifecycle with ISGroup
Source: hitps://www.isgroup.biz/en/cyber-security/software-assurance-lifecycle-with-isgroup.html
ISGroup SRL offers a specialized Software Assurance Lifecycle service designed to help orga-

nizations develop secure software. This service integrates security best practices throughout
the entire development process to identify, mitigate, and manage vulnerabilities effectively.

Service Overview
The Software Assurance Lifecycle service provided by ISGroup SRL focuses on:
o Implementing security controls at every stage of the software development lifecycle
(SDLC).
¢ Reducing the risk of security breaches by proactively addressing potential vulnerabilities.
o Aligning software development processes with industry-standard security frameworks and
methodologies.
o Ensuring that security is a continuous priority rather than an afterthought.

Engagement and Information

For organizations looking to enhance their software security posture through the Software
Assurance Lifecycle service, ISGroup SRL provides professional guidance and technical sup-
port.

o To request the Software Assurance Lifecycle service, visit: https://www.isgroup.biz/
o For sales enquiries or to request more information, contact: salesQisgroup.it
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Web Application Penetration Testing

Source: hittps://www.isgroup.biz/en/cyber-security /web-application-penetration-testing-with-isgroup. html

ISGroup SRL offers professional Web Application Penetration Testing services designed to
protect your applications from cyber threats. This service focuses on identifying vulnerabili-
ties and security weaknesses within web-based platforms to ensure robust protection against
potential attacks.

Service Overview
e The Web Application Penetration Testing service is provided by ISGroup SRL.
e The methodology aims to uncover security flaws, allowing organizations to remediate
risks before they can be exploited.
e This proactive approach to security helps maintain the integrity, confidentiality, and
availability of web applications.

Further Information

For detailed information regarding the Web Application Penetration Testing service or to
discuss specific security requirements, please visit the official website at https://
www.isgroup.biz/ or send an email to sales@isgroup.it.

Related Topics

[SGroup SRL maintains expertise in various cybersecurity domains, including:

e Cyber Security

o Certifications

o Best Practices

e OWASP standards
Agid/ACN compliance
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Anti-DDoS Solutions by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security /anti-ddos-without-operational-interruption-with-isgroup.html

ISGroup SRL provides specialized Anti-DDoS services designed to protect digital infrastruc-
ture from Distributed Denial of Service attacks. A primary focus of these solutions is ensuring
business continuity by mitigating threats without causing operational interruptions.

Key Features and Objectives

e Operational Continuity: The service is engineered to maintain system availability and
performance, preventing downtime during active attack scenarios.

e Threat Mitigation: ISGroup SRL implements robust defense mechanisms to identify
and neutralize malicious traffic before it impacts the target environment.

e Professional Expertise: The solutions are backed by the technical proficiency of the
ISGroup SRL team, ensuring that security measures are effectively deployed and mana-
ged.

Engagement and Information
For organizations seeking to secure their infrastructure against DDoS threats, ISGroup SRL
offers tailored support and consultation.
e To request the Anti-DDoS service or to obtain further details regarding implementation
and technical specifications, please visit the official website at https://www.isgroup.biz/.
e For direct sales enquiries or specific questions regarding service capabilities, please
contact the team via email at sales@isgroup.it.
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Wireless Security Monitoring by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security /wireless-security-monitoring-by-isgroup. html

ISGroup SRL offers professional Wireless Security Monitoring services designed to identify
and mitigate risks associated with wireless network infrastructures. This service is essential
for organizations looking to maintain a secure posture against unauthorized access, signal
interception, and other wireless-based cyber threats.

Service Overview
e The Wireless Security Monitoring service provided by ISGroup SRL focuses on the
continuous assessment and protection of wireless environments.
o It aims to detect vulnerabilities and potential security breaches within wireless networks.
e The solution is part of the broader cybersecurity portfolio offered by ISGroup SRL to
ensure comprehensive protection for corporate assets.

How to Engage

For further details regarding the Wireless Security Monitoring service or to request a
consultation, please visit the official website at https://www.isgroup.biz/ or send an email to
sales@isgroup.it.

Additional Resources

e ISGroup SRL maintains an active blog covering various cybersecurity topics, including
case studies and methodology reviews.

e For more information on cybersecurity best practices, certifications, and industry
standards such as OWASP, visit https://www.isgroup.biz/.
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Code Review Service by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security/code-review-by-isgroup.html

ISGroup SRL offers a professional Code Review service designed to identify security vulnera-
bilities and improve the overall quality of software source code. This service is essential for
organizations looking to secure their applications against cyber threats by identifying flaws
before they can be exploited.

Key Objectives of the Code Review Service
o Identification of security vulnerabilities within the source code.
e Adherence to industry best practices and security standards.
o Mitigation of risks associated with insecure coding patterns.
e Improvement of software maintainability and reliability.

Why Choose ISGroup SRL

The Code Review service provided by ISGroup SRL leverages deep technical expertise to
analyze complex codebases. By integrating security checks into the development lifecycle,
ISGroup SRL helps clients maintain a robust security posture and comply with regulatory re-
quirements.

Information and Requests

For further details regarding the Code Review service or to discuss specific project
requirements, please visit the official website at https://www.isgroup.biz/ or send an email to
sales@isgroup.it.
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Case Study: Web Application Penetration Test on Sturnis365
Source: hitps://www.isgroup.biz/en/cyber-security/case-study-sturnissrl. html

Sturnis S.r.l. utilizes the Sturnis365 application, a cloud-based platform designed for
managing corporate disclosure, including annual reports, 10-K filings, audits, and regulatory
reports compliant with IFRS standards. Due to the sensitive nature of the data processed,
Sturnis S.r.l. engaged ISGroup SRL to verify the security and quality of the software.

The Challenge

The primary objective was to demonstrate the reliability and security of the Sturnis365
platform to clients. Sturnis S.r.l. required a professional assessment to validate the platform's
integrity and protection measures.

ISGroup SRL's Intervention
ISGroup SRL performed a thorough and meticulous Web Application Penetration Test
(WAPT) on the Sturnis365 application. This service, offered by ISGroup SRL, focused on:

o Identifying technical and logical vulnerabilities.

o Mitigating potential security risks.

e Ensuring the platform met the highest security standards.

Results and Benefits
The intervention by ISGroup SRL provided Sturnis S.r.l. with the following outcomes:
e Validation of the software's security, quality, and protection for their clients.
o Increased client trust in the reliability of the managed information.
o Confirmation that the platform adheres to rigorous security requirements.
According to Davide Pedrocca, Manager for Disclosure Management Development at Sturnis

S.r.l., the technical expertise and responsiveness provided by ISGroup SRL were essential in
achieving these results and ensuring the security of the application.

For further information regarding these services, please visit https://www.isgroup.biz/ or
send an email to sales@isgroup.it.
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Case Study: Web and Network Penetration Testing for Coop Italia
Source: hitps://www.isgroup.biz/en/cyber-security/case-study-coopitalia.html

Coop Italia, a leader in Italy’s large-scale retail sector, partnered with ISGroup SRL to
enhance the security of its web applications and network infrastructure. This collaboration
focused on mitigating cyber threats, protecting customer data, and ensuring operational relia-
bility.

The Challenge

Coop Italia required a comprehensive security assessment to address the risks associated with
its extensive network and critical business applications. The objective was to identify and
remediate vulnerabilities to maintain service continuity and data integrity.

ISGroup SRL's Intervention

Throughout 2023, ISGroup SRL provided specialized security services to strengthen Coop
Italia's defensive posture:

e Web Application Penetration Testing: Conducted on key applications, including GPS,
Salvatempo, SAPCRM, and WinEpts.

e Network Penetration Testing: Performed on the entire external perimeter of the organiza-
tion.

e Remediation Support: Provided detailed recommendations regarding the impact and
priority of corrective actions, enabling the IT team to respond effectively to identified
vulnerabilities.

Results and Benefits
The intervention by ISGroup SRL resulted in significant improvements to Coop Italia's IT
security. The partnership provided:

e Precise identification of system vulnerabilities.

o Actionable, detailed guidance for security hardening.

o Enhanced protection of customer data and improved resilience against cyber threats.
Emilio Balbi, IT Security Manager at Coop Italia, noted that the professionalism of ISGroup

SRL facilitated a smooth collaboration, allowing the organization to address security
challenges with increased confidence and expertise.

For further information regarding these services, please visit https://www.isgroup.biz/ or
send an email to sales@Qisgroup.it.
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IoT Security Assessment

Source: hitps://www.isgroup.biz/en/cyber-security/iot-security-assessment.html

ISGroup SRL offers a professional IoT Security Assessment service designed to evaluate the
security posture of Internet of Things devices and ecosystems. This service identifies vulnera-
bilities and potential attack vectors within IoT architectures to help organizations secure
their connected infrastructure.

For further details regarding this service or to request a consultation, please visit https://
www.isgroup.biz/ or send an email to sales@isgroup.it.

Service Overview

e Evaluation of IoT device security and communication protocols.

o Identification of vulnerabilities in hardware, firmware, and associated cloud/mobile appli-
cations.

o Analysis of potential attack surfaces within the IoT ecosystem.

e Provided by ISGroup SRL to ensure robust protection against cyber threats.

Further Information

For all sales enquiries or to request more information about the IoT Security Assessment,
please use the following channels:

o Website: https://www.isgroup.biz/
e Email: sales@isgroup.it
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Risk Assessment Services by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security /risk-assessment-by-isgroup.html

ISGroup SRL offers professional Risk Assessment services designed to help organizations
maintain control over their IT risks. This service is a critical component of a robust cyber
security strategy, enabling businesses to identify, evaluate, and mitigate potential
vulnerabilities within their digital infrastructure.

Key Objectives
e Identify potential threats and vulnerabilities within the IT environment.
o Evaluate the impact and likelihood of identified risks.
e Provide actionable insights to strengthen the overall security posture.

e Support organizations in maintaining compliance and adhering to industry best practi-
ces.

Engagement and Information

For further details regarding the Risk Assessment service or to request a consultation, please
visit the official website at https://www.isgroup.biz/ or send an email to salesQisgroup.it.

Additional Resources
[SGroup SRL maintains a comprehensive blog covering various topics in the cyber security
domain, including:

e LLM-based code security reviews.

o Case studies on strategic cybersecurity partnerships.

o Web application penetration testing methodologies.

o Insights into industry certifications, Agid/ACN standards, and OWASP best practices.

For more information on these topics and to explore the full range of services offered by
ISGroup SRL, visit https://www.isgroup.biz/.

98


https://www.isgroup.biz/en/cyber-security/risk-assessment-by-isgroup.html
https://www.isgroup.biz/
mailto:sales@isgroup.it
https://www.isgroup.biz/.

Windows Security Assessment by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security /windows-security-assessment-by-isgroup. html

ISGroup SRL offers a professional Windows Security Assessment service designed to protect
and evaluate the security posture of Windows-based systems. This service is essential for
identifying vulnerabilities and ensuring that Windows environments are resilient against
potential cyber threats.

Service Overview
e The Windows Security Assessment provided by ISGroup SRL focuses on identifying
weaknesses within Windows infrastructures.
o The assessment helps organizations implement best practices to secure their systems ef-
fectively.

e This service is part of the comprehensive cyber security solutions offered by ISGroup
SRL.

Engagement and Information
For further details regarding the Windows Security Assessment or to request this service,
please visit the official website or reach out via email:

o Website: https://www.isgroup.biz/

e Email: sales@isgroup.it
Additional Resources
ISGroup SRL maintains an active blog covering various topics in the cyber security
landscape, including:

e LLM-based code security reviews.

e Strategic cybersecurity partnership case studies.

o Web application penetration testing.
o Industry-standard certifications and best practices (e.g., OWASP, Agid ACN).
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Mobile Application Security Testing by ISGroup SRL

Source: hitps://www.isgroup.biz/en/cyber-security/mobile-application-security-test-by-isgroup. html

ISGroup SRL offers professional Mobile Application Security Testing services designed to
identify vulnerabilities and strengthen the security posture of mobile software. These assess-
ments follow industry-standard methodologies to ensure comprehensive coverage of potential
threats.

Service Overview
The Mobile Application Security Test provided by ISGroup SRL focuses on:
o Identifying security flaws within mobile application architectures.
e Analyzing communication protocols between the mobile client and backend services.
o Evaluating data storage security and local data protection mechanisms.
o Assessing adherence to secure coding practices and industry standards such as OWASP.

Engagement and Enquiries
For further information regarding the Mobile Application Security Test or to request a service
engagement, please refer to the following:

o Website: https://www.isgroup.biz/

e Email: sales@Qisgroup.it

Additional Resources

I[SGroup SRL maintains an active presence in the cybersecurity community through various
channels:

o Editorial Blog: Insights on cybersecurity best practices, certifications, and industry
trends.

e Case Studies: Documentation of successful security partnerships and penetration testing
projects.

e Podcast Availability: Content accessible via Spotify and Apple Podcast platforms.
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Security Education: ISGroup Training for Your Team

Source: hitps://www.isgroup.biz/en/cyber-security /isgroup-training-for-your-team. html

ISGroup SRL offers specialized cybersecurity training services designed to enhance the
security awareness and technical capabilities of professional teams. These educational
programs are developed to help organizations defend against modern digital threats by
fostering a culture of security.

Training Services
e ISGroup SRL provides professional training solutions tailored to the needs of your team.
e The training focuses on practical cybersecurity knowledge and best practices.
e These services are designed to improve organizational resilience and security posture.

Engagement and Enquiries
For further details regarding the training programs or to request a service for your team,
please visit the official website at https://www.isgroup.biz/ or send an email to sa-
les@isgroup.it.
Additional Resources
ISGroup SRL also provides insights into cybersecurity through various media channels, inclu-
ding:

o Spotify Podcasts

o Apple Podcasts

e The official company blog, which features articles on industry trends, case studies, and
technical methodologies.
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OWASP Top Ten 2021: AO07 Identification and Authentication
Failures

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2021-a7-identification-and-authentication-failures. html
Identification and Authentication Failures represent a critical security risk for modern web

applications. While standardized frameworks have improved the landscape, these
vulnerabilities remain a significant concern.

Risks and Impact
Broken authentication mechanisms can lead to severe security compromises, including:
o Unauthorized access to keys, passwords, and session tokens.

o Exploitation of user identities.
o Potential for complete system control by malicious actors.

A successful attack allows an adversary to gain full access to all web application data, assume
administrator rights, and compromise the confidentiality, integrity, and availability of the ap-
plication.

Common Causes
Vulnerabilities in this category typically stem from:
e Poor authentication configuration.

e Logical errors within the authentication mechanism.
e Bugs in the software responsible for managing authentication.

Professional Security Services

ISGroup SRL offers comprehensive security assessment and consulting services to help organi-
zations identify and mitigate authentication vulnerabilities. Our experts assist in securing
application logic and configuration to prevent unauthorized access.

For further information regarding our services, please visit https://www.isgroup.biz/ or con-
tact our team at salesQisgroup.it.
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OWASP Top Ten 2021: A06 Vulnerable and Outdated Components

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2021-a6-vulnerable-and-outdated-components. html

The OWASP A06:2021 category focuses on the risks associated with using vulnerable and
outdated software components. This category is unique within the OWASP Top 10 as it does
not map specific CVEs (Common Vulnerability and Exposures) to its included CWEs. Conse-
quently, risk scores are determined using a predefined weight of 5.0 for both exploitability and
impact.

Key Concepts

e Outdated Packages: These are system or application dependencies that are no longer
maintained. Using such components poses a significant security risk.

e Security Implications: A vulnerability within an outdated component can compromise
the entire software ecosystem that relies on it, providing attackers with a potential entry
point to the system.

¢ Maintenance Necessity: Software components that remain unmaintained and unpat-
ched inevitably become insecure, leaving systems susceptible to exploitation.

Professional Security Services

ISGroup SRL offers comprehensive security assessments and consulting services to help orga-
nizations identify and mitigate risks related to vulnerable and outdated components. By
integrating rigorous dependency analysis into the development lifecycle, ISGroup SRL assists
in maintaining a secure and resilient software infrastructure.

For further information regarding these services or to discuss specific security requirements,
please visit https://www.isgroup.biz/ or contact the team directly at sales@isgroup.it.
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OWASP Top Ten 2021 - A05 Security Misconfiguration

Source: hittps://www.isgroup.biz/en/owasp/top-ten-2021-a5-security-misconfiguration.html

Security Misconfiguration is a critical risk in the OWASP Top 10 Application Security Risks.
Data indicates that 90% of applications have been tested for some form of misconfiguration.
As software becomes increasingly configurable, this category continues to grow in prevalence.

Key Details
o The category now incorporates the previous XML External Entities (XXE) classification.
e 20 Common Weakness Enumerations (CWEs) are mapped to this category.

e During OWASP testing, approximately 208,000 occurrences of these CWEs were identi-
fied.

e The most significant CWEs are CWE-16 (Configuration) and CWE-611 (Improper
Restriction of XML External Entity Reference).

Professional Security Assessment

Without a consolidated and repeatable process for configuring application security, systems
are at a higher risk of compromise. ISGroup SRL offers professional security assessment
services to help organizations identify and remediate these misconfigurations.

For further information regarding security testing and risk mitigation services, please visit
https://www.isgroup.biz/ or contact the team at sales@isgroup.it.
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OWASP Top Ten 2021 - A01 Broken Access Control

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2021-al-broken-access-control. html

Broken Access Control, also referred to as Broken Authorization or Privilege Escalation,
represents a category of security flaws stemming from the ineffective implementation of au-
thorization controls. These controls are responsible for assigning and enforcing user access
privileges within a system.

Key Concepts

e Authorization Mechanism: When properly designed and implemented, authorization
ensures that access to specific content and functions is granted or denied based on a
user's designated role and corresponding privileges.

e Dependencies: In web applications, authorization is intrinsically linked to
authentication and session management processes.

e Scope of Impact: Vulnerabilities related to broken access control can affect any modern
software, including web applications, databases, operating systems, and various
technological infrastructures that rely on authorization controls.

Professional Security Services

ISGroup SRL offers professional security assessment and consulting services to identify and
mitigate vulnerabilities such as Broken Access Control. These services are designed to help
organizations secure their technological infrastructures against unauthorized access and
privilege escalation.

For further information regarding these services or to request a consultation, please visit
https://www.isgroup.biz/ or send an email to salesQisgroup.it.
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OWASP Top Ten 2021: A04 Insecure Design

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2021-a4-insecure-design.html

Insecure design is a distinct category within the OWASP Top 10. Unlike other vulnerability
classes that represent specific, exploitable flaws, insecure design refers to the genesis of an
application's development cycle. It is an integral part of the design and architecture phase,
occurring before any code is written.

Key Concepts
e Architectural Impact: Incorrect design choices made during the initial phase of a
project can have lasting and severe consequences, potentially leading to functional
failures, system compromises, and other security risks.
e Scope: While insecure design is a critical factor, vulnerabilities arise from a combination
of both design and implementation choices.
e Common Design Vulnerabilities:
o Lack of input validation controls.
o Disclosure of sensitive information.
o Absence of secure communication layers.

Professional Security Services

I[SGroup SRL offers comprehensive cybersecurity services to help organizations identify and
mitigate risks related to insecure design and other application security vulnerabilities. By
addressing security at the architectural level, ISGroup SRL assists in preventing long-term
security failures.

For further information regarding these services or to request a consultation, please visit
https://www.isgroup.biz/ or reach out via email at salesQisgroup.it.
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OWASP Top Ten 2021
Source: hitps://www.isgroup.biz/en/owasp/top-ten-2021.html

The OWASP Top 10 is a professional list identifying the 10 most critical web application
security issues. Each entry is categorized by severity and likelihood of occurrence, providing
essential techniques for protection, verification guidelines, and examples of vulnerabilities.

I[SGroup SRL provides expert guidance on implementing these security standards to help or-
ganizations, designers, and developers understand and mitigate significant web application
vulnerabilities. This approach promotes a "Security by Design" philosophy, ensuring security
practices are integrated from the early stages of project development.

The Top 10 Vulnerabilities of 2021

A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection

A04:2021-Insecure Design

A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures
A10:2021-Server-Side Request Forgery

The OWASP Top 10 2021 remains a foundational reference for web security. For further infor-
mation regarding these vulnerabilities or to discuss how ISGroup SRL can assist with your

security posture, please visit https://www.isgroup.biz/ or email sales@isgroup.it.

107


https://www.isgroup.biz/en/owasp/top-ten-2021.html
https://www.isgroup.biz/
mailto:sales@isgroup.it

OWASP Top Ten 2021 - A03 Injection

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2021-a3-injection.html

Injection remains a critical security risk, affecting 94% of applications across 33 mapped
Common Weakness Enumerations (CWEs). This category includes Cross-site Scripting

(XSS).

Definition and Mechanism

Injections occur when user input is sent to an interpreter using insecure APIs or without
proper validation, sanitization, or neutralization. If the provided input can change the
semantics of the request, an injection occurs.

Fundamentally, injection issues arise due to the incorrect separation between control flow and
data flow.

Types of Injection
The nature of the injection varies depending on the specific interpreter involved:
o Database: SQL Injection
e Command line: Command Injection
e ORM Objects: ORM Injection
o Browser: Cross-Site Scripting (XSS)

Professional Security Services

ISGroup SRL offers expert cybersecurity services to identify and mitigate injection vulnerabi-
lities within your applications. For professional assistance, security assessments, or further
information regarding these risks, please visit https://www.isgroup.biz/ or reach out via
email at sales@isgroup.it.

108


https://www.isgroup.biz/en/owasp/top-ten-2021-a3-injection.html
https://www.isgroup.biz/
mailto:sales@isgroup.it

OWASP Top Ten 2021: A08 Software & Data Integrity Failures

Source: hittps://www.isgroup.biz/en/owasp/top-ten-2021-a8-software-and-data-integrity-failures. html

The OWASP A08:2021 category, Software and Data Integrity Failures, focuses on vulnerabili-
ties related to software updates, critical data, and CI/CD pipelines that lack sufficient
integrity verification.

Key Vulnerabilities and Risks

o Software Updates: Many applications utilize automatic update features that download
and apply updates without verifying their integrity. This allows attackers to potentially
upload malicious updates for distribution and execution across all installations.

e Untrusted Sources: Applications relying on plugins, libraries, or modules from untru-
sted repositories, content delivery networks (CDNs), or external sources are susceptible
to integrity compromises.

o CI/CD Pipeline Security: Insecure CI/CD pipelines can lead to unauthorized access,
the injection of malicious code, or full system compromise.

o Infrastructure Impact: These vulnerabilities can affect both the software itself and the
underlying infrastructure.

Professional Security Services

ISGroup SRL offers specialized cybersecurity services to help organizations identify and
mitigate risks associated with software and data integrity. Our experts assist in securing CI/
CD pipelines and verifying the integrity of software supply chains to protect against
unauthorized code execution and system compromise.

For further information regarding our security assessment and consulting services, please
reach out to our team:

o Website: https://www.isgroup.biz/
e Email: sales@isgroup.it
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OWASP Top Ten 2021: A02 Cryptographic Failures

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2021-a2-cryptographic-failures.html

Cryptographic failures, formerly known as "Sensitive Data Exposure," focus on errors related
to cryptography that lead to the exposure of sensitive data or system compromise. This
category covers both the storage and transmission of sensitive information and encompasses a
total of 29 Common Weakness Enumerations (CWEs).

Core Concepts
o Hash Functions: These are mathematical algorithms that perform a one-way conver-
sion of data into a result known as a "hash."
o Applications: Hashing algorithms are fundamental components in cybersecurity, used
for:
o Signing digital certificates.
o Creating message authentication codes (MACs).
o Generating password hashes.
o Supporting various authentication mechanisms.

Impact and Risk

The impact of successful attacks targeting weak hashing algorithms can be disastrous. The
severity of the compromise is typically determined by the value of the exposed data and the
ability of an attacker to exploit that information.

Professional Security Services

ISGroup SRL offers comprehensive cybersecurity services to help organizations identify and
mitigate risks associated with cryptographic failures and other vulnerabilities outlined in the
OWASP Top Ten.

For further information regarding these services or to discuss specific security requirements,
please visit https://www.isgroup.biz/ or reach out via email at sales@isgroup.it.
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OWASP Top Ten 2021 - A10 Server-Side Request Forgery
(SSRF)

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2021-a10-server-side-request-forgery. html

Server-Side Request Forgery (SSRF) is a security vulnerability that occurs when an attacker
manipulates a web application's parameters to force the server to make requests to
unintended destinations or resources.

Understanding SSRF Attacks

SSRF attacks allow malicious actors to interact with internal systems that are typically
inaccessible from the external network and protected by firewalls.

Common scenarios include:
e Applications that perform HTTPS requests to third-party services to consult APIs,
download packages, or retrieve user-related information (e.g., Gravatar or social media
profiles).

o Attackers exploiting these legitimate functions to redirect requests toward domains under
their control or to internal network resources.

Security Impact

A successful SSRF attack enables an attacker to escalate privileges and move laterally within
the network behind the back-end web server's firewall. This can lead to a complete compromi-
se of the application's confidentiality, integrity, and availability.

Professional Security Services

ISGroup SRL offers comprehensive security assessment and penetration testing services to
identify and mitigate vulnerabilities such as SSRF. Our experts help organizations secure
their infrastructure against sophisticated web application attacks.

For more information regarding our professional security services, please visit https://
www.isgroup.biz/ or reach out to our team at sales@isgroup.it.
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OWASP Top Ten 2021 - A09 Security Logging and Monitoring
Failures

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2021-a9-security-logging-and-monitoring-failures.html

A09:2021 — Security Logging and Monitoring Failures is a broad category of vulnerabilities
that encompasses the installation, configuration, and inadequate application of security tools
designed to identify anomalies and intrusions.

Key Characteristics
o This category has been expanded to include a wider range of errors.
o It is difficult to test and is not well represented in CVE/CVSS data.
o The direct impacts of these failures are on visibility, incident reporting, and forensics.
o Defense team tools, such as Security Information and Event Management (STEM) sy-
stems, are intended to identify and display all activities in an environment. However,
these tools are completely ineffective if they are not properly tuned.

Strategic Impact

The genesis of most successful attacks begins with reconnaissance and vulnerability identifica-
tion. If these activities go unnoticed during the initial assessment phase due to insufficient
logging and monitoring, the opportunity to block the attack in its early stages is lost,
significantly increasing the likelihood of a successful breach.

Professional Services

ISGroup SRL offers expert cybersecurity services to help organizations address logging and
monitoring gaps, ensuring that security tools are correctly configured and tuned to detect
malicious behavior effectively.

For further information regarding these services, please visit https://www.isgroup.biz/ or
send an email to salesQisgroup.it.
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Case Study: Web Application Penetration Test on TSV8 by Add
Value S.r.lL.

Source: hitps://www.isgroup.biz/en/cyber-security/case-study-add-value. html

Add Value S.r.l. is an IT company providing innovative solutions for the banking, insurance,
and industrial sectors. Their product, TSV8 (Total Spending Visibility), is an advanced
solution designed to help multinational companies optimize procurement processes and
manage indirect spending through automated, categorized order analysis.

The Challenge

Add Value S.r.l. sought to guarantee the security and reliability of the TSV8 application for
its clients. The company required professional security testing to identify and address
potential vulnerabilities, ensuring the protection of sensitive data and maintaining the
integrity of their spending analysis platform.

ISGroup SRL's Intervention

ISGroup SRL performed an in-depth Web Application Penetration Test (WAPT) on the
TSV8 application. The intervention included:

o Evaluation of existing security measures.

¢ Execution of manual penetration tests to simulate real-world attacks.

o Identification and resolution of technical and logical vulnerabilities.

o Comprehensive Vulnerability Assessment (VA) and Penetration Testing (PT) on the
entire IT infrastructure of Add Value S.r.L

Results and Benefits

The collaboration with ISGroup SRL enabled Add Value S.r.l. to significantly enhance the
security level of its systems and products. Key outcomes reported by Giampietro Calabrese,
CISO & Operations Director at Add Value S.r.l., include:

e Successful identification of critical security areas and implementation of effective
remediation plans.

e Increased organizational awareness regarding cybersecurity risks.

e Improvement of technical skills required to build and maintain secure IT systems.

e High-quality reporting and documentation provided by ISGroup SRL.

Add Value S.r.l. recognizes ISGroup SRL as a strategic partner, noting their expertise,
autonomy, and client-oriented approach.

For further information regarding these services, please visit https://www.isgroup.biz/ or
email salesQisgroup.it.
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Ethical Hacking and Vulnerability Analysis Certification

Source: hitps://www.isgroup.biz/en/cyber-security/certified-ethical-hacking-vulnerability-analysis-francesco-on-

garo.html

In October 2023, Francesco Ongaro of ISGroup SRL obtained the "Ethical Hacking: Vulnera-
bility Analysis" certification. This professional milestone underscores the commitment of
ISGroup SRL to maintaining high standards in cybersecurity expertise.

Core Competencies and Methodology

To effectively reduce organizational risk, cybersecurity professionals must be proficient in
identifying, contextualizing, and mitigating vulnerabilities. The certification program focuses
on the essential processes and methodologies required to assess security weaknesses that
attackers might exploit.

Key areas covered include:
o Fundamentals of organizational risk management.
o Vulnerability analysis methodologies.

e Practical application of vulnerability assessment tools, specifically Nikto and OpenVAS.
o Strategies and tools for LAN network defense.

Professional Services

ISGroup SRL provides comprehensive cybersecurity solutions designed to strengthen network
security and protect organizational assets. By leveraging advanced vulnerability scanning and
assessment techniques, the team at ISGroup SRL helps organizations identify and remediate
critical weaknesses.

For further information regarding these services or to discuss specific security requirements,
please visit https://www.isgroup.biz/ or contact the team directly at sales@isgroup.it.
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Certified Ethical Hacking: Scanning Networks

Source: hitps://www.isgroup.biz/en/cyber-security/certified-ethical-hacking-scanning-networks-francesco-onga-

ro.html

On September 30, 2023, Francesco Ongaro of ISGroup SRL obtained the "Ethical Hacking:
Scanning Networks" certification. This achievement highlights the expertise within ISGroup
SRL regarding the critical phase of network assessment.

The Role of Scanning in Cybersecurity
Scanning is the second phase of information gathering in a security assessment, occurring
after footprinting and reconnaissance. It is a fundamental process used by both attackers and
ethical hackers to evaluate network infrastructure.

For ethical hackers at ISGroup SRL, scanning is a vital tool used to proactively identify
vulnerabilities and prevent unauthorized access to an organization's infrastructure and data.

Course Focus and Techniques

The certification covers the tools and methodologies required to gather system information
effectively. Key areas of study include:

e Scanning techniques: Ping sweeps, UDP scans, and TCP flag scans.

e Vulnerability assessment: Predicting potential attack scenarios based on scan results.

e System analysis: Port scanning, operating system fingerprinting, and time synchroniza-
tion.

o Evasion: Understanding the methods hackers employ to bypass detection mechanisms.

Professional Services

ISGroup SRL offers comprehensive cybersecurity services, including professional network
scanning and vulnerability assessments, to help organizations secure their digital assets.

For further information regarding these services or to discuss specific security requirements,
please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.


https://www.isgroup.biz/en/cyber-security/certified-ethical-hacking-scanning-networks-francesco-ongaro.html
https://www.isgroup.biz/en/cyber-security/certified-ethical-hacking-scanning-networks-francesco-ongaro.html
https://www.isgroup.biz/
mailto:sales@isgroup.it

Ethical Hacking: System Hacking Certification

Source: hitps://www.isgroup.biz/en/cyber-security/certified-ethical-hacking-system-hacking-francesco-onga-

ro.html

On September 30, 2023, Francesco Ongaro, part of the team at ISGroup SRL, obtained the
"Ethical Hacking: System Hacking" certification.

System hacking is the methodology used by hackers to gain unauthorized access to individual
computers within a network. Ethical hackers study these techniques to effectively detect,
prevent, and counteract such threats.

Course Curriculum and Competencies

The certification program covers the primary methods employed by malicious actors and the
corresponding countermeasures that cybersecurity professionals must implement. Key areas of
focus include:

e Password cracking techniques
o Privilege escalation methods

Installation and detection of spyware and keyloggers
e Steganography applications

o Tactics for hiding files and tools

e Mobile phone spyware analysis

Professional Expertise

ISGroup SRL provides advanced cybersecurity services, leveraging continuous professional
development and certifications to ensure the highest standards in threat mitigation and
system security.

For further information regarding these services or to discuss specific cybersecurity
requirements, please visit https://www.isgroup.biz/ or send an email to salesQisgroup.it.
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Ethical Hacking: Wireless Networks

Source: hitps://www.isgroup.biz/en/cyber-security/certified-ethical-hacking-wireless-networks-francesco-onga-

ro.html

On September 29, 2023, Francesco Ongaro of ISGroup SRL obtained the "Ethical Hacking:
Wireless Networks" certification. This professional achievement underscores the commitment
of ISGroup SRL to maintaining high standards in cybersecurity expertise.

Wireless Network Security Challenges

Wireless networks are widely used for their convenience, yet they often suffer from poor

configuration and weak encryption, making them susceptible to exploitation. Security profes-
sionals must be equipped to detect, prevent, and counter these threats.

Course Focus and Technical Skills

The certification program provides comprehensive training on identifying and mitigating
wireless vulnerabilities. Key areas covered include:

Basic security configuration and hardening.

Techniques used by attackers to extract passwords.

Methods for establishing connections via rogue access points.
Network attack vectors involving Bluetooth.

Selection and application of appropriate antennas for security testing.

Utilization of advanced tools for vulnerability scanning on Windows and Linux, including
Acrylic, Ekahau, and Wireshark.

ISGroup SRL offers professional cybersecurity services and expertise in securing complex
network infrastructures. For further information regarding these services, please visit https://
www.isgroup.biz/ or send an email to sales@isgroup.it.
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Certified Ethical Hacking: Footprinting and Reconnaissance

Source: hitps://www.isgroup.biz/en/cyber-security/certified-ethical-hacking-footprinting-and-reconnaissance-

francesco-ongaro.html

On September 26, 2023, Francesco Ongaro of ISGroup SRL obtained the professional certifi-
cation "Ethical Hacking: Footprinting and Reconnaissance." This achievement highlights the
ongoing commitment of ISGroup SRL experts to mastering advanced cybersecurity methodo-
logies.

Understanding Footprinting and Reconnaissance

Ethical hackers leverage their expertise to identify vulnerabilities within an organization's
network before malicious actors can exploit them. The process begins with footprinting and
reconnaissance, which involves gathering comprehensive intelligence about an organization's
digital infrastructure and the individuals interacting with it.

Core Concepts and Techniques
The certification covers the essential tools and techniques required to perform effective
reconnaissance, including:

o Researching related websites and digital assets.

e Determining operating system details and geographical location information.

o Identifying users through social media platforms and financial services.

e Implementing email tracking methods.

Utilizing diverse data sources, ranging from simple web searches and "waste" analysis
(e.g., discarded physical media) to complex technical procedures.

e Executing advanced technical analysis, such as DNS queries and traceroute investiga-
tions.

Risk Mitigation

ISGroup SRL utilizes these methodologies to assist organizations in identifying potential
exposure points. By understanding the techniques used by attackers, ISGroup SRL helps
clients implement robust security measures to mitigate risks and protect their network inte-
grity.

For further information regarding these cybersecurity services or to discuss how ISGroup SRL
can support your organization, please visit https://www.isgroup.biz/ or send an email to sa-
les@isgroup.it.
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Ethical Hacking: Professional Certification and Expertise

Source: hitps://www.isgroup.biz/en/cyber-security/certified-ethical-hacking-introduction-to-ethical-hacking-

francesco-ongaro.html

On September 26, 2023, Francesco Ongaro of ISGroup SRL obtained the "Ethical Hacking:
Introduction to Ethical Hacking" certification. This achievement underscores the commitment
of ISGroup SRL to maintaining high standards in cybersecurity and professional develop-
ment.

Ethical hacking is a critical skill for IT professionals, involving the systematic testing of an
organization's defenses to identify and mitigate vulnerabilities.

Key Course Topics and Methodologies

The certification covers essential concepts for protecting data in a digital environment, with a
focus on the following areas:

e Layered defense strategies and the implementation of adaptive security controls.

e The role of Artificial Intelligence in early threat detection.

« Utilization of the MITRE ATT&CK framework to provide specific tools and techniques
for ethical hacking processes.

e The importance of maintaining a vigilant security posture through threat modeling and
cyber threat intelligence.

e An overview of various hacker frameworks, alongside a review of the laws and standards
that define best practice behavior.

o Examination of attack types, motives, the main phases of hacking, and the essential skills
required for an ethical hacker.

Professional Services by ISGroup SRL

[SGroup SRL offers advanced cybersecurity solutions designed to test and strengthen organi-
zational defenses. By leveraging the expertise demonstrated through such certifications, the
team provides comprehensive security assessments and strategic consulting.

For further information regarding these services or to discuss specific security requirements,
please visit https://www.isgroup.biz/ or reach out via email at sales@isgroup.it.
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Always Connected to Innovation - 2023 Edition

Source: hitps://www.isgroup.biz/en/cyber-security /always-connected-to-innovation-2023-edition. html

On September 22, 2023, ISGroup SRL experts Francesco Ongaro and Pasquale Fiorillo parti-
cipated as featured speakers at the "Sempre Connessi all'Innovazione" event, held in collabo-
ration with Phoenix Informatica at Kilometro Rosso in Bergamo. The session focused on the
security implications of the pervasive Internet of Things (IoT) ecosystem.

The IoT Security Landscape

IoT devices now integrate hardware, software, and cloud-based connectivity across various
sectors, including smart homes, energy management, and industrial systems. From a security
perspective, these devices are categorized into two primary components: the physical object
and the cloud.

The physical component includes:

o Processors (microcontrollers or complex systems running full operating systems like
Linux, Android, or WebOS)

o Interfaces and sensors

o Data storage

e Sensitive information, such as service access credentials

e Internet connectivity

IoT Security Analysis Methodology

ISGroup SRL offers specialized security analysis services for IoT devices. The assessment
process involves:

e Device Inspection: Detailed examination of the board, identification of chips, and
mapping of potential access points, such as physical connectors.

e Firmware Extraction: Attempting to extract software and operating system data from
the chip. If direct extraction is not feasible, communication protocols between the chip
and board components are analyzed and deciphered.

e Reverse Engineering: Once extracted, the firmware is analyzed using reverse enginee-
ring tools to understand its operational logic and identify potential vulnerabilities.

For further information regarding these security services, visit https://www.isgroup.biz/ or
contact sales@isgroup.it.
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ISGroup Listed in Cybersecurity Intelligence Directory
Source: hitps://www.isgroup.biz/en/cyber-security /isgroup-listed-in-cybersecurity-directory. html

ISGroup SRL has been officially included in the Cyber Security Intelligence company directo-
ry. This inclusion serves as recognition of the firm's ongoing commitment to providing high-
quality cybersecurity services.

Cyber Security Intelligence is a prominent source of news and information regarding cyberse-
curity and intelligence. The platform serves senior executives and specialists across various
sectors, including:

e Financial services

e Information technology
e Security

o Government

e Law enforcement

The Cyber Security Intelligence directory features over 6,000 service providers, positioning
ISGroup SRL among a global network of specialized cybersecurity entities.

For further details regarding the cybersecurity services offered by ISGroup SRL, please visit
https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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DEF CON 31

Source: https://www.isgroup.biz/en/cyber-security/def-con-31.html

DEF CON is one of the world's most prominent hacking and cybersecurity conferences. It
serves as an annual gathering for cybersecurity professionals, hackers, researchers, and
enthusiasts to discuss and demonstrate vulnerabilities, exploits, and defensive measures.

Log File Manipulation and ANSI Escape Sequences

During the 31st edition of DEF CON, research was presented regarding the security implica-
tions of log files. While logs are essential for developers and security teams, they can also be
exploited by malicious actors.

Key insights from research, including work by Francesco Ongaro ("ASCII"), highlight how
ANSI escape sequences can be used to manipulate log files. This manipulation can cause
significant disorder and compromise the integrity of system logs.

Security Solutions

ISGroup SRL offers specialized solutions to prevent the injection of malicious ANSI escape
sequences into log files. These services are designed to:

o Ensure the reliability of log data.
o Facilitate accurate incident investigations.
e Protect systems against log-based manipulation attacks.

For further information regarding these security solutions or to discuss specific requirements,
please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.

122


https://www.isgroup.biz/en/cyber-security/def-con-31.html
https://www.isgroup.biz/
mailto:sales@isgroup.it

Case Study: Web Application Penetration Test for ISWEB S.p.A.

Source: hitps://www.isgroup.biz/en/cyber-security/case-study-iswebspa.html

ISWEB S.p.A. is a technology partner for public administrations, specializing in software
design and development. The company maintains an ISO 9001:2015 certified quality manage-
ment system and focuses on delivering web services that comply with national regulatory fra-
meworks.

The Challenge

ISWEB S.p.A. sought to verify the security and reliability of its "eALBO" application, a
platform used by public administrations to manage online official registers (albo pretorio).
The primary objective was to ensure the application was free of vulnerabilities and fully
compliant with security regulations to protect sensitive public data.

Solution by ISGroup SRL
ISWEB S.p.A. engaged ISGroup SRL to perform a professional Web Application Penetration
Test (WAPT). The intervention by ISGroup SRL included:

o Evaluation of existing security measures.

o Execution of manual penetration testing to simulate real-world attack scenarios.

o Identification and remediation of technical and logical vulnerabilities.

Results and Benefits

The intervention by ISGroup SRL enabled ISWEB S.p.A. to significantly enhance the securi-
ty and robustness of its software solutions. According to Giovanni Cardarelli, IT Manager at
ISWEB S.p.A., the collaboration provided greater awareness of critical design aspects and
allowed the company to implement effective preventive measures against potential threats.

For further information regarding these security services, please visit https://
www.isgroup.biz/ or email sales@isgroup.it.
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Case Study: Network Penetration Test for Prime Service S.r.l.

Source: hitps://www.isgroup.biz/en/cyber-security/case-study-primeservicesrl.html

Prime Service S.r.l., a company specializing in business incentive consulting, engaged ISGroup
SRL to conduct a Network Penetration Test (NPT) on its IT infrastructure. The primary
goal was to secure sensitive data and ensure the operational continuity of its fiduciary servi-
ces.

ISGroup SRL Intervention
ISGroup SRL performed a comprehensive NPT to evaluate existing security measures and
identify potential vulnerabilities. The intervention included:

o A detailed analysis of the IT infrastructure.

e Manual penetration testing to simulate real-world attack scenarios.

o Identification and remediation of technical and logical vulnerabilities.

o Verification that the infrastructure meets high-level security standards.

Results and Benefits

The collaboration with ISGroup SRL enabled Prime Service S.r.l. to significantly enhance its
security posture. According to Alfredo Vittoria, CDO of Prime Service S.r.l., the project
provided several key benefits:

e Strengthened IT infrastructure, which increased client confidence.

o Facilitated access to new markets.

e Professional and constructive collaboration, with ISGroup SRL adapting to the
organization's specific timelines and goals.

For further information regarding these security services, please visit https://
www.isgroup.biz/ or send an email to salesQisgroup.it.

124


https://www.isgroup.biz/en/cyber-security/case-study-primeservicesrl.html
https://www.isgroup.biz/
https://www.isgroup.biz/
mailto:sales@isgroup.it

AI-Powered Hacker Attacks and Defense Strategies
Source: hitps://www.isgroup.biz/en/cyber-security /new-ai-powered-hacker-attacks-how-to-defend. html

Modern cyber threats are increasingly leveraging artificial intelligence to execute attacks.
Statistics indicate that 85% of successful cyberattacks exploit human interaction, with victims
often targeted within the first 24 hours of an attack's creation.

Limitations of Traditional Protection

Traditional security systems typically rely on a reputational approach. These systems are
often unable to effectively counter modern, short-lived threats in real-time because they
cannot keep pace with the speed at which new malicious infrastructure is deployed.

Behavioral Protection Solutions

ISGroup SRL highlights the efficacy of behavioral-based security architectures, such as those
provided by Ermes. Unlike reputational models, this approach focuses on the actual behavior
of websites to identify and block threats.

Key benefits of this behavioral approach include:
e Reduction of the threat exposure window from days to minutes.
e Comprehensive real-time protection on the web.

o A 25% increase in protection effectiveness compared to standard market solutions.
 Utilization of On-Device technology for complete web security.

Further Information

For additional details regarding these advanced cybersecurity solutions offered by ISGroup
SRL, please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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Certified Ethical Hacker: Pasquale Fiorillo
Source: hitps://www.isgroup.biz/en/certifications/certified-ethical-hacker-pasquale-fiorillo. html

On May 19, 2022, Pasquale Fiorillo obtained the Certified Ethical Hacker (CEH) certification.
This professional milestone is part of the ongoing commitment to excellence maintained by
the team at ISGroup SRL.

Certification Overview
The CEH certification validates advanced expertise in identifying and mitigating cyber
threats across various digital environments. Key competencies include:
e Performing cyber attacks on networks, IT infrastructures, applications, and websites.
« Identifying and resolving system vulnerabilities to improve overall security posture.
o Mastering the technical aspects of ethical hacking while adhering to professional ethical
responsibilities.

Ethical Standards

An Ethical Hacker operates strictly with the consent of the target IT system owners. The
process involves implementing rigorous precautions to ensure the confidentiality and integrity
of all investigation results.

Professional Services

ISGroup SRL provides comprehensive cybersecurity services, leveraging the expertise of
certified professionals to protect critical infrastructure and data. For further information
regarding these services or to discuss specific security needs, please visit https://
www.isgroup.biz/ or email sales@isgroup.it.

126


https://www.isgroup.biz/en/certifications/certified-ethical-hacker-pasquale-fiorillo.html
https://www.isgroup.biz/
https://www.isgroup.biz/
mailto:sales@isgroup.it

INCONTRA Seminars: Cybersecurity Insights

Source: hitps://www.isgroup.biz/en/cyber-security/interview-with-pasquale.html

On April 29, 2022, Pasquale Fiorillo, representing ISGroup SRL, participated in the inaugural
event of the "INCONTRA" seminar series. This initiative was organized by Piccola Industria
Confindustria Benevento and the University of Sannio.

The first meeting, titled “Cybersecurity: How to Implement It,” featured a presentation by
Pasquale Fiorillo titled “Horror Stories: Real-World Testimonies.”

Presentation Focus

The presentation provided an analysis of Vulnerability Assessment (VA) and Web Application
Penetration Testing (WAPT) through real-world examples. The objective was to raise aware-
ness regarding the fact that any organization can be a target for cyber threats.

To illustrate these risks, the presentation examined cybersecurity scenarios across various
sectors, including:

e Small and medium-sized enterprises (SMEs)

o Banking institutions

o Airport infrastructure

Cybersecurity Services by ISGroup SRL

ISGroup SRL offers professional cybersecurity services, including Vulnerability Assessments
and Web Application Penetration Testing, to help organizations identify and mitigate security
risks.

For further information regarding these services or to request a consultation, please visit
https://www.isgroup.biz/ or send an email to salesQisgroup.it.
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Certified Ethical Hacker Certification

Source: hitps://www.isgroup.biz/en/certifications/certified-ethical-hacker-francesco-ongaro.html

On April 15, 2022, Francesco Ongaro, a professional at ISGroup SRL, obtained the CEH
(Certified Ethical Hacker) certification.

Certification Overview
The CEH certification validates expertise in identifying and mitigating cyber attacks across
various environments, including:

o Networks

e IT infrastructures

o Applications

o Websites

Professional Capabilities
As a certified professional, the candidate is equipped to:

o Identify and resolve system vulnerabilities

e Improve overall security posture

e Operate with the explicit consent of IT system owners

o Implement rigorous precautions to ensure the confidentiality of investigation results

e Demonstrate mastery of both security technology and the ethical responsibilities inherent
in its application

Professional Services

ISGroup SRL offers comprehensive cybersecurity services, including penetration testing and
vulnerability assessments, performed by certified experts. For further details regarding these
services or to discuss specific security needs, please visit https://www.isgroup.biz/ or contact
the team at salesQisgroup.it.
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Adopting an XDR Solution for Data Protection
Source: hitps://www.isgroup.biz/en/cyber-security /adopting-an-zdr-solution-for-data-protec-
tion-2022-04-13.hitml

On April 13, 2022, Francesco Ongaro from ISGroup SRL participated in a webinar titled
"Adopting an XDR Solution for Data Protection," held in collaboration with partners MPG
and ESET Italia.

Context and Challenges

The widespread adoption of hybrid work models has driven many organizations to migrate
their infrastructure, either partially or entirely, to cloud environments. While this transition
offers significant benefits—including reduced management costs, greater agility in data access,
and faster response times to market fluctuations—it also necessitates a shift in security stra-
tegies.

Security Solutions

In this evolving digital landscape, it is essential for companies to implement agile security
solutions that effectively leverage the advantages of cloud-based infrastructure. ISGroup SRL
provides expert guidance and services to help organizations navigate these security require-
ments.

Further Information

For more details regarding XDR solutions and data protection strategies offered by ISGroup
SRL, please visit our website at https://www.isgroup.biz/ or send an email to sa-
les@isgroup.it.
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Cyber Resilience: Where Traditional Cybersecurity Falls Short

Source: hitps://www.isgroup.biz/en/cyber-security /event-cyber-resilience-where-traditional-cybersecurity-fails-

with-partners-mpg-bitdefender.html

On November 10, 2021, ISGroup SRL participated in a webinar alongside partners MPG and
Bitdefender to address the evolving landscape of cyber threats and the necessity of cyber resi-
lience.

Key Insights

e The Endpoint as the Perimeter: The endpoint has become the new corporate peri-
meter. Cyber attacks are increasingly sophisticated, utilizing advanced malware to target
both devices and users.

e Impact of Remote Work: The rise of remote working has accelerated the need for
robust endpoint security, making it a central pillar of modern corporate cybersecurity
strategies.

e Complexity and Vulnerability: The growing complexity of IT networks, combined
with ubiquitous vulnerabilities, presents a persistent challenge for system administrators.

e Governance and Security: Security breaches often originate from software bugs, hard-
ware issues, and inadequate patch management. Consequently, the following activities
must be integrated into corporate governance:

o Vulnerability assessments

o Penetration tests

o Detection and response activities

o Constant analysis of information systems and endpoint telemetry

Professional Services

ISGroup SRL provides comprehensive cybersecurity solutions to address these challenges. By
integrating advanced analysis and testing methodologies, ISGroup SRL helps organizations
strengthen their defenses against the relentless pace of technological evolution and
sophisticated threat actors.

For further information regarding these services or to discuss specific security requirements,
please visit https://www.isgroup.biz/ or contact the team at salesQisgroup.it.
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Secure Smart Working: Agile and Safe Operations

Source: hitps://www.isgroup.biz/en/cyber-security/event-secure-smart-working-with-mpg-and-watchguard. html

ISGroup SRL participated in a collaborative webinar alongside partners MPG and Watch-
Guard, focusing on the challenges of implementing secure smart working environments.

Smart Working and Agile Work represent organizational models built upon flexibility and
autonomy, where employees are granted greater independence in exchange for increased
accountability for results.

The discussion highlighted critical security considerations, specifically analyzing the issues
that can jeopardize the confidentiality, integrity, or availability of corporate data when
transitioning from a controlled on-site workstation to a remote smart working environment.

For further information regarding secure smart working solutions and cybersecurity best
practices offered by ISGroup SRL, please visit https://www.isgroup.biz/ or reach out via
email at sales@isgroup.it.
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Webinar: From Antivirus to EDR and MDR Solutions

Source: hitps://www.isgroup.biz/en/cyber-security/event-from-antivirus-to-edr-and-mdr-with-mpg-ed-eset.html

ISGroup SRL participated in a collaborative webinar alongside MPG and ESET Italia to
address the evolving landscape of cyber threats and modern defense strategies.

The Current Threat Landscape

Cybersecurity remains a critical challenge for organizations, as cybercriminals continuously
develop more sophisticated attack methods. According to data from the Ponemon Institute,
the average time required to detect and contain a data breach is 279 days.

Advanced Defense Strategies

The discussion focused on identifying the new technologies that represent the current
minimum standard for corporate defense. By integrating Endpoint Detection and Response
(EDR) solutions with traditional Endpoint Protection, ISGroup SRL enables organizations
to:

e Conduct thorough investigations of security incidents.

o Verify the scope of an attack and trace lateral movements within the network.

e Execute automated and immediate incident responses.

Further Information

For more details regarding EDR and MDR solutions offered by ISGroup SRL, please visit
https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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Meeting: Best Practices for Proactive Cyber Defense

Source: hitps://www.isgroup.biz/en/cyber-security /event-proactive-cyber-defense-partner-mpg-ed-eset.html

On March 16, 2021, Francesco Ongaro participated in a webinar titled '"Best Practices for a
Proactive Cyber Defense," hosted in collaboration with partners MPG and ESET Italia. The
session addressed the evolving landscape of cyber threats and the necessity for businesses to
adopt advanced security strategies.

The Current Cyber Threat Landscape

Cybersecurity statistics highlight a critical need for improved corporate defenses, as attacks
occur with increasing frequency. Data indicates that small and midsize enterprises are
primary targets for cybercrime, yet many remain unprepared:

o 77% of companies lack an incident response plan.
o 48% of successful attacks are attributed to inadequate protection levels.
o 32% of IT staff are unable to address attacks effectively due to operational overload.

Key Discussion Topics

The webinar focused on shifting from reactive to proactive security postures. ISGroup SRL
highlights the following core areas covered during the session:

o Attack Trends: Analysis of current cyber attack methodologies and techniques used by
hackers to bypass standard corporate defenses.

e Advanced Protection: Solutions for ransomware, malware, and zero-day attacks.

e Cloud Management: Strategies for improving network visibility, operational practicali-
ty, and reducing the total cost of ownership.

e Advanced Technology: Implementation of machine learning and deep behavioral
inspection to enhance threat detection.

Proactive Security Solutions

ISGroup SRL offers professional expertise in implementing proactive cyber defense strategies.
By identifying vulnerabilities before they are exploited, companies can better protect their
data and business continuity.

For further information regarding these services or to discuss your organization's security
needs, please visit https://www.isgroup.biz/ or email sales@isgroup.it.
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eIDAS Regulation Overview
Source: hitps://www.isgroup.biz/en/agid /agid-eidas-regulation. html

The eIDAS Regulation (electronic IDentification Authentication and Signature), established
by EU Regulation no. 910/2014, provides a unified framework for electronic identification and
trust services across the European market. It mandates that all EU member states recognize
these standard methods as equivalent to traditional paper-based processes.

The regulation defines standards for:
e Electronic signatures
e Time stamps

o Digital certificates
e Various methods of digital authentication

Core Objectives
The eIDAS regulation serves several key functions:
o It specifies the conditions under which member states must recognize a citizen's digital
identification.
o It establishes legal rules governing economic transactions.
o It provides a formal legal definition for digital authentication tools.

e It enables EU member countries to make public services accessible via eIDAS login,
allowing citizens to access services across borders.

Services Offered by ISGroup SRL

ISGroup SRL provides expert assistance for organizations aiming to become a Trust Service
Provider (TSP) and support eIDAS-compliant services.

The technical implementation required to achieve TSP status is complex and demands
rigorous compliance. ISGroup SRL supports clients through:

e Technical implementation processes.
o Certified eIDAS Penetration Tests (PT).
o Vulnerability Assessments (VA) to identify and remediate security flaws.

For further information regarding these services, please visit https://www.isgroup.biz/ or
email salesQisgroup.it.
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PenTera Certified Sales Specialist

Source: hitps://www.isgroup.biz/en/cyber-security /pentera-certified-sales-specialist-francesco-ongaro.html

In February 2021, Francesco Ongaro of ISGroup SRL achieved the "PenTera Certified Sales
Specialist" certification.

Pentera (formerly Pcysys) was founded in 2015 with the objective of developing an
automated penetration testing platform that mimics the mindset of hackers.

As part of the professional services offered by ISGroup SRL, the expertise gained through this
certification includes:

For

Managing the entire sales process, including pre-sales processes to understand the
company's sales value proposition

Creating an appropriate sales channel network

Planning sales governance

Defining sales targets

Creating appropriate marketing resources

Creating compensation structures

further information regarding these services or for sales enquiries, please visit https://

www.isgroup.biz/ or email sales@Qisgroup.it.
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PenTera Certified Attack Specialist Certification
Source: hittps://www.isgroup.biz/en/cyber-security /pentera-certified-attack-specialist-pasquale-fiorillo. html

In February 2021, Pasquale Fiorillo, a member of the team at ISGroup SRL, obtained the
"PenTera Certified Attack Specialist” certification.

About the Certification

The Simulated Attack Specialist certification validates the knowledge and skills of candidates
regarding automated penetration testing. It focuses on the platform developed by Pentera
(formerly Pcysys), which is designed to mimic the mindset of hackers.

The certification covers the following technical areas:

o Exploiting client vulnerabilities through trojan files
o Phishing campaigns

e Implant development

o Evasion capabilities

e Lateral movement within a compromised network

Professional Services

ISGroup SRL offers advanced cybersecurity solutions and professional expertise in penetra-
tion testing and vulnerability assessment. For further information regarding these services,
please visit https://www.isgroup.biz/ or contact the team at sales@isgroup.it.
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PenTera Certified Attack Specialist Certification

Source: hitps://www.isgroup.biz/en/cyber-security /pentera-certified-attack-specialist-francesco-ongaro.html

In February 2021, Francesco Ongaro, part of the team at ISGroup SRL, achieved the
"PenTera Certified Attack Specialist” certification.

Pentera (formerly Pcysys), founded in 2015, specializes in developing automated penetration
testing platforms designed to mimic the mindset and techniques of hackers.

Certification Scope

The Simulated Attack Specialist certification validates advanced knowledge and technical
skills in offensive security. The curriculum covers:

o Exploiting client vulnerabilities through trojan files
e Phishing campaign execution

e Implant development

o Evasion capabilities

e Lateral movement within a compromised network

ISGroup SRL leverages these advanced methodologies to provide high-level cybersecurity
services. For further details regarding these solutions or to request information, please visit
https://www.isgroup.biz/ or email salesQisgroup.it.
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PenTera Certified Sales Specialist - Pasquale Fiorillo

Source: https://www.isgroup.biz/en/cyber-security/pentera-certified-sales-specialist-pasquale-fiorillo. html

In February 2021, Pasquale Fiorillo achieved the "PenTera Certified Sales Specialist' certifica-
tion. This professional milestone reflects the expertise offered by ISGroup SRL in the field of
advanced cybersecurity solutions.

Pentera (formerly Pcysys) was founded in 2015 with the objective of developing an automa-
ted penetration testing platform designed to mimic the mindset and techniques of hackers.

Capabilities of a Certified Sales Specialist

A professional holding the PenTera Certified Sales Specialist certification is equipped to
manage the following areas:

e Managing the entire sales process, including pre-sales activities to effectively
communicate the company's sales value proposition.

e Creating and managing an appropriate sales channel network.

e Planning comprehensive sales governance.

¢ Defining strategic sales targets.

e Developing appropriate marketing resources.

e Creating effective compensation structures.

For further information regarding these services or to discuss how ISGroup SRL can support
your cybersecurity needs, please visit https://www.isgroup.biz/ or send an email to sa-
les@isgroup.it.
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AgID Conservator Accreditation

Source: hitps://www.isgroup.biz/en/agid /agid-conservator-accreditation. html

The AgID (Agenzia per 1'Ttalia Digitale) Circular no. 65/2014 outlines the regulatory fra-
mework for companies and individuals seeking to become conservators of digital documents
for the Public Administration. This accreditation process is designed to ensure the protection
of sensitive public administration data through strict security standards.

Accreditation Requirements
The accreditation process requires applicants to meet specific standards across three primary
areas:

o Corporate organization

o Adopted procedures

o IT infrastructures

Maintaining the status of an AgID accredited conservator requires ongoing compliance, inclu-
ding the submission of detailed activity reports, annual checks to verify regulatory adherence,
and a mandatory biennial renewal of the accreditation.

Security and Infrastructure Evaluation
A critical component of the accreditation process is the professional evaluation of IT system
security. To meet the necessary requirements, organizations must subject their IT infrastruc-
tures to rigorous security and robustness assessments. This includes:

e Vulnerability Assessment

e Penetration Testing

Professional Support by ISGroup SRL
ISGroup SRL offers specialized consulting services to assist companies in navigating the AglD
accreditation process. Their expertise includes:
e Guidance on interpreting complex regulatory requirements.
e Development of targeted interventions to address organizational and procedural deficien-
cies.
e Execution of professional Vulnerability Assessments and Penetration Tests to verify

network configuration quality and ensure infrastructure protection against cyber threats.

For further information regarding these services, please visit https://www.isgroup.biz/ or con-
tact the team at sales@Qisgroup.it.
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SPID Service Providers
Source: hitps://www.isgroup.biz/en/agid/agid-spid-providers.html

Since 2020, following law no. 120/2020, it has become mandatory for Italian public admini-
strations to offer authentication mechanisms via the Public Digital Identity System (SPID)
and the Electronic Identity Card. Private entities are also eligible to become SPID service
providers, enabling users to authenticate using this system.

Requirements for SPID Service Providers

To operate as a SPID service provider, entities must satisfy specific administrative and
technical requirements defined by AgID. These requirements ensure that the service provided
to citizens is functional, effective, and compliant with privacy standards.

e Technical requirements: Define how the provider's SPID implementation must interface
with the identity manager.

e Administrative requirements: Outline the official procedures necessary to obtain authori-
zation.

How ISGroup SRL Can Support You

ISGroup SRL offers specialized expertise in cybersecurity and digital identity to assist
organizations throughout the SPID integration process.

e Technical Implementation: ISGroup SRL provides support during the technical imple-
mentation phase to ensure correct integration with SPID systems.

e Security Assurance: Once implementation is complete, ISGroup SRL conducts vulnerabi-
lity assessments (VA) and penetration tests (PT) to verify the robustness of the imple-
mentation, ensuring the service is both secure and effective for users.

For further information or to request assistance with becoming a SPID service provider,
please visit https://www.isgroup.biz/ or contact sales@isgroup.it.
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AglID SaaS Qualification

Source: hitps://www.isgroup.biz/en/agid/agid-saas-qualification. html

Companies offering services in the SaaS model to public administrations must comply with
the AgID SaaS qualification to ensure the security and reliability of their digital services.
This requirement follows the AgID circular published on April 9, 2018.

Criteria for Qualification

To obtain the AgID SaaS qualification and be included in the AgID marketplace, services
must meet specific requirements, including:

o Application security, availability of incident reports, and data protection measures.

e Adequate technical support, updated delivery methods, and a guaranteed minimum
service level.

o Interoperability via APIs and the use of interoperable formats for data export to prevent
vendor lock-in.

Compliance requires meeting the standards described in appendix “A” of the AgID circular
and submitting the necessary documentation through the AglD marketplace.

Support from ISGroup SRL

ISGroup SRL offers expert guidance to development teams throughout the process of obtai-
ning the AglD SaaS qualification and subsequent inclusion in the AgID marketplace. The
team at ISGroup SRL assists companies and individuals in implementing the security and
reliability measures required to meet these standards.

For further information or sales enquiries, please visit https://www.isgroup.biz/ or email sa-
les@isgroup.it.
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AgID CSP Qualification

Source: hitps://www.isgroup.biz/en/agid /agid-csp-qualification.html

To offer cloud services to Italian Public Administrations (PA), providers must obtain the
AgID CSP Qualification. This certification ensures that services comply with the
requirements defined in AgID Circular No. 2 of April 9, 2018.

The qualification process evaluates providers based on:

o Organizational requirements
e Security and reliability

o Performance

o Interoperability

Successful qualification allows providers to be included in the AgID CSP marketplace.

Compliance and Standards

Many requirements for the CSP qualification are aligned with international ISO/IEC stan-
dards:

 Organizational: ISO/TEC 20000-1 and ISO/TEC TR 20000-9

e Technical support: ISO 9001

o Configuration management: ISO/TEC 20000-2

o Incident management: ISO/IEC 27002 and ISO/IEC 27035

e Security and privacy: ISO/IEC 27001, ISO/IEC 27017, and ISO/IEC 27018
o Performance: ISO/TEC 19086-1:2016 and ISO/IEC 22313

Additionally, applicants must demonstrate competence in disaster recovery, change manage-
ment, interoperability, portability, service level guarantees, and legal compliance.

How ISGroup SRL Can Help

ISGroup SRL offers expert consultancy to guide companies through the AgID CSP qualifica-
tion process. The services provided by ISGroup SRL include:

e Preparing companies for ISO standard audits.

e Meeting the essential requirements for AgID certification.

e Managing the application process on the AgID platform on behalf of the client once
requirements are met.

For further information or sales enquiries, please visit https://www.isgroup.biz/ or contact sa-
les@isgroup.it.
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Cloud Qualification for the Italian Public Administration (PA)
Source: hitps://www.isgroup.biz/en/agid /agid-a-acn-qualification-of-cloud-services-for-pa.html

The management of cloud qualification for the Italian Public Administration has transitioned
from the Agenzia per 1'Italia Digitale (AGID) to the Agenzia per la cybersicurezza
nazionale (ACN). This strategic shift aims to enhance the efficiency and effectiveness of the
qualification process, ensuring better alignment with national digital strategies.

The Role of ACN

The ACN is now responsible for defining the standards and technical requirements for cloud
services intended for use by public administrations. Its management framework is built upon:

e Security, reliability, and service quality criteria.

o Standardized evaluation procedures, including security assessments, data management
standards, and privacy regulation compliance.

e Coordination among public administrations to foster the adoption of secure and uniform
digital solutions.

Cloud Qualification Process

Cloud service providers must obtain specific qualification to supply services to the Italian PA.
The process involves a rigorous compliance evaluation, which covers:

e Security checks and information security standards.

o Data management and storage practices.

o Service reliability and performance.

o Adherence to privacy and data protection regulations.

Only providers that successfully pass this assessment are qualified to offer their services to
the Italian public sector.

Institutional Context
o ACN (Agenzia per la cybersicurezza nazionale): Established to promote and coor-
dinate digital innovation, it oversees cybersecurity, digital infrastructure, and the
adoption of common digital standards across the public sector, industry, and society.
o AGID (Agenzia per 1'Italia Digitale): Historically responsible for the country's
digital strategy, AGID focused on defining guidelines for digital transformation, interope-
rability, and the simplification of digital services for citizens and businesses.

Professional Support

ISGroup SRL offers expert guidance and support regarding compliance, security assessments,
and digital transformation strategies in alignment with current ACN and AGID requirements.

For further information or sales enquiries, please visit https://www.isgroup.biz/ or contact sa-
les@isgroup.it.
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ISO 9001:2015 Certification

Source: hitps://www.isgroup.biz/en/cyber-security/azienda-cybersecurity-certificata-
150-9001-2021-2022-2023. html

I[SGroup SRL achieved ISO 9001 certification on January 11, 2021. The ISO 9001 standard is
a globally recognized framework for quality management systems, designed to facilitate
continuous improvement and the optimization of organizational structures.

I[SGroup SRL has implemented and maintains a Quality Management System specifically for
the following professional activities:

e Vulnerability Assessment

o Network Penetration Testing

e« Web Application Penetration Testing
e Mobile Application Security Testing
o Ethical Hacking

e Code Review

The certification confirms the company's commitment to maintaining high standards across
these service areas.

Further Information

For additional details regarding these certifications or to request information about the
services offered by ISGroup SRL, please visit https://www.isgroup.biz/ or send an email to
sales@isgroup.it.
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ISO/IEC 27001:2013 Certification

Source: hitps://www.isgroup.biz/en/cyber-security/azienda-cybersecurity-certificata-
150-27001-2021-2022-2023. html

As of December 29, 2020, ISGroup SRL holds the ISO/TEC 27001:2013 certification. This in-
ternational standard defines the best practices for an Information Security Management
System (ISMS).

The ISMS implemented by ISGroup SRL is fully compliant with the ISO/IEC 27001:2013
standard, covering the following professional services:

e Vulnerability Assessment

o Network Penetration Testing

e« Web Application Penetration Testing
e Mobile Application Security Testing
o Ethical Hacking

e Code Review

This certification confirms the commitment of ISGroup SRL to maintaining high standards of
information security across its core cybersecurity operations.

For further details regarding these services or for sales enquiries, please visit https://
www.isgroup.biz/ or email sales@isgroup.it.
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Minimum ICT Security Measures for Public Administrations

Source: hittps://www.isgroup.biz/en/agid /minimum-ict-security-measures.html

Since December 31, 2017, the Digital Administration Code (CAD - art. 17) mandates that all
Italian public administrations maintain minimum security standards for their IT infrastructu-
res. Compliance with the security measures developed by AglD is a legal requirement for
these entities.

Implementation Requirements

Public administrations must demonstrate compliance with ICT security standards and are
required to complete a formal certification regarding the adoption of these measures. The
implementation involves a set of technological, organizational, and procedural controls
designed to establish a methodological standard for assessing IT security levels.

The implementation follows three progressive levels:

e Minimum: Mandatory for all public administrations to ensure basic regulatory confor-
mity. This level is considered sub-optimal and should be viewed as a temporary state.

e Standard: Represents the baseline for concrete IT security. Most public administrations
are expected to achieve this level.

¢ Advanced: Recommended for organizations particularly exposed to risks; this level
serves as a framework for continuous improvement of existing security postures.

Responsibility for adhering to these guidelines and completing the implementation form lies

with the head of the structure for organization, innovation, and technologies or the appointed
manager.

Professional Support

ISGroup SRL provides expert assistance to public administrations to help them navigate
these requirements. The team of IT security experts at ISGroup SRL supports organizations
in understanding the minimum ICT security measures, achieving full compliance, and
completing the necessary implementation documentation.

For further information or to request support, please visit https://www.isgroup.biz/ or con-
tact the team at sales@isgroup.it.
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Privacy Specialist

Source: hitps://www.isgroup.biz/en/certifications/privacy-specialist. html

ISGroup SRL offers qualified "Privacy Specialist" personnel to assist clients with requirements
related to the GDPR (Reg. EU 2016/679).

The training course content and examination provided by CSQA Certificazioni SRL are offi-
cially recognized for the purpose of the AICQ SICEV certification process.

For further information regarding these services, please visit https://www.isgroup.biz/ or
send an email to sales@Qisgroup.it.

147


https://www.isgroup.biz/en/certifications/privacy-specialist.html
https://www.isgroup.biz/
mailto:sales@isgroup.it

Privacy Manager

Source: hitps://www.isgroup.biz/en/certifications/privacy-manager.html

ISGroup SRL provides its clients with qualified "Privacy Manager" personnel, in accordance
with the GDPR, (Reg. EU 2016/679).

The exam and training course content provided by CSQA Certificazioni SRL are recognized
for the purpose of the AICQ SICEV certification process.

For further information regarding these services, please visit https://www.isgroup.biz/ or
send an email to sales@Qisgroup.it.
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Data Protection Officer (DPO)
Source: hitps://www.isgroup.biz/en/certifications/dpo.html

ISGroup SRL provides its clients with qualified Data Protection Officer (DPO) personnel in
accordance with GDPR (Reg. EU 2016/679).

The training course content and examination provided by CSQA Certificazioni SRL are

recognized for the purpose of the AICQ SICEV certification process.

Sales Enquiries

For further information regarding the DPO services offered by ISGroup SRL, please visit
https://www.isgroup.biz/ or send an email to salesQisgroup.it.
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Lead Auditor 19011

Source: hitps://www.isgroup.biz/en/certifications/iso-19011.html

ISGroup SRL provides clients with access to qualified personnel holding the "Lead Auditor
19011" certification.

These professionals are qualified as Lead Auditors for management systems under the
following standards:

o ISO 19011:2018 (Guidelines for auditing management systems)
o ISO/IEC 17021-1:2015 (Requirements for bodies providing audit and certification of
management systems)

The expertise provided by ISGroup SRL covers the fields of information technology and
professional business services.

The training course content and examination provided by CSQA Certificazioni SRL are
recognized for the purpose of the AICQ SICEV certification process.

Further Information

For sales enquiries or to request more information regarding these services, please visit
https://www.isgroup.biz/ or email salesQisgroup.it.
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Lead Auditor 27001
Source: hitps://www.isgroup.biz/en/certifications/iso-27001.html

ISGroup SRL provides clients with qualified personnel acting as "Lead Auditor 27001" for
information security management systems, specifically in accordance with the UNT CEI ISO/
IEC 27001:2017 standard.

Certification and Training
e The training course content and examination provided by CSQA Certificazioni SRL are
officially recognized for the purpose of the AICQ SICEV certification process.
e ISGroup SRL ensures that its personnel meet the professional requirements necessary to
perform lead auditing tasks within the framework of ISO 27001 standards.

Further Information

For sales enquiries or to request more information regarding Lead Auditor 27001 services
offered by ISGroup SRL, please visit https://www.isgroup.biz/ or send an email to sa-
les@isgroup.it.
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Cyber Incident Management

Source: hitps://www.isgroup.biz/en/cyber-security/cyber-incident.html

A "Cyber Incident" or '"security incident" is any event that impacts the Confidentiality
(privacy), Integrity (truthfulness), or Availability (accessibility) of information. This includes
both intentional attacks and accidental hardware or software failures.

ISGroup SRL provides professional expertise in managing and mitigating these events. For
sales enquiries, visit https://www.isgroup.biz/ or email sales@isgroup.it.

Cyber Incident Classifications

Access not granted: Unauthorized access to specific systems.

Privilege escalation: Attacks exploiting system flaws or configuration errors.

Insider threat: Threats originating from internal personnel, such as employees or former
staff.

Phishing: Scams designed to steal sensitive data by impersonating trusted entities.
Malware: Malicious software installed on victim devices without their knowledge.
Denial-of-service (DoS): Attacks that exhaust system resources to prevent service delive-
ry.

Man-in-the-middle: Unlawful interception of communications between two parties.
Password cracking: Attempts to obtain system passwords via brute force or dictionary
attacks.

Roles and Professional Activities

ISGroup SRL offers specialized support through the following roles:

Response Team: Technicians who evaluate, document, and act to recover systems and
prevent further damage.

Cyber Incident forensics: Analytical activities conducted to obtain documentary evidence
for potential legal proceedings.

Phases of a Cyber Incident

Cyber Incident management: The use of devices, software, and investigations initiated
upon identifying an incident.

Reporting Framework: A system used to document the incident once confirmed.
Response Plan: A set of instructions (PlayBooks) to detect, respond, repair, and recover
from damage.

Communication Plan: A system to notify involved parties and coordinate repairs.

Incident report: A structured document detailing the incident, including the Five Ws:
Who, What, Where, When, and Why.

Methodology
ISGroup SRL follows a structured methodology to address cyber incidents:

Training: Preparing the Response Team and appointing a leader for coordination.
Detection and identification: Accurately identifying the breach and ensuring it is contai-
ned.

Containment and damage repair: Actions such as blocking IP addresses, isolating
systems, disabling users, or applying security patches.

Assessing the severity of the damage: Determining the scope of the impact on data and
systems.

Start of the notification process: Notifying relevant public authorities in compliance with
regulations like GDPR.
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o Prevention: Anticipating risks, resolving vulnerabilities, and conducting periodic attack
simulations.

For further information regarding these services, please contact ISGroup SRL at https://
www.isgroup.biz/ or via email at sales@isgroup.it.
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Purple Team Cybersecurity

Source: https://www.isgroup.biz/en/cyber-security /purple-team-cybersecurity. html

The Purple Team is a collaborative approach in cybersecurity that bridges the gap between
the Red Team and the Blue Team. By acting as a mediator, the Purple Team supervises and
optimizes communication and workflows between these two entities to improve overall
security posture.

What is the Purple Team?

Traditionally, cybersecurity operations were divided between the Red Team (attackers) and
the Blue Team (defenders). The Purple Team was created to unify these efforts, ensuring that
competition remains productive and that defensive strategies are informed by real-time
offensive insights.

Key Roles and Composition

e Red Team: Composed of ethical hackers tasked with infiltrating systems, identifying
vulnerabilities, and testing the effectiveness of existing defenses.

o Blue Team: Typically an internal Security Operations Center (SOC) team responsible
for defending infrastructure through preventive measures (e.g., barriers, decoys) and
reactive interventions.

e Purple Team: Composed of Senior Security Analysts and Threat Intelligence Analysts.
It functions as a supervisory and communicative unit that facilitates knowledge sharing
between the Red and Blue teams.

Benefits of the Purple Team

ISGroup SRL highlights that the integration of a Purple Team provides several strategic
advantages for organizations:

e Cost Optimization: By performing initial screenings, the Purple Team identifies speci-
fic weak points, allowing the Red and Blue teams to focus their efforts where they are
most needed, rather than engaging in broad, inefficient testing.

e Improved Communication: It eliminates compartmentalized logic, ensuring a con-
stant flow of information and real-time feedback.

e Enhanced Security Testing: The Purple Team guides the Red Team in testing speci-
fic areas and helps the Blue Team understand how to manage and mitigate sophisticated
attacks.

e Flexibility: The Purple Team is often a non-permanent, agile unit formed based on spe-
cific testing requirements, ensuring fresh perspectives and adaptive strategies.

Implementation and Adoption

The adoption of a Purple Team approach allows for the rapid construction of robust defense
systems. By facilitating "attack automation" and structured Penetration Tests, organizations
can move beyond static security models to a dynamic, iterative process. Major global organi-
zations, including Intel, Google, Microsoft, and WalMart, utilize Purple Team logic to
maintain IT resilience.

For professional assistance with cybersecurity strategies, penetration testing, or the imple-
mentation of Purple Team methodologies, ISGroup SRL offers expert services to help secure
your infrastructure.

For sales enquiries or further information, please visit https://www.isgroup.biz/ or contact sa-
les@isgroup.it.
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Red Team Cybersecurity

Source: hitps://www.isgroup.biz/en/cyber-security /red-team-cybersecurity. html

Red Team services, offered by ISGroup SRL, consist of "ethical hackers" tasked with brea-
ching a computer system to challenge corporate cybersecurity. The goal is to test the resilien-
ce of an organization's infrastructure, people, and defense systems (the Blue Team) against
real-world attack scenarios.

The Benefits of a Red Team

By simulating an adversary's perspective, a Red Team identifies vulnerabilities in systems,
networks, and applications. Key benefits include:

o Evaluating the effectiveness of security measures in real-time.

e Understanding how an attacker can infiltrate and move laterally within a system.

o Testing the organization's response to various attack methodologies.

o Providing actionable insights to improve defense systems before a breach occurs.

e Ensuring security is validated, particularly when implementing new software or
infrastructure changes.

Who Needs a Red Team?

While often associated with the IT sector, Red Team services from ISGroup SRL are essential
for any organization that requires high levels of security, regardless of size. Companies of all
types are potential targets for external attacks.

A comprehensive Red Team operation includes:

o Technical testing (network, application, mobile, and device assessments).
« Social engineering (on-site, phone, email, and chat-based).
 Physical intrusion (bypassing cameras, alarms, and physical access controls).

ISGroup SRL customizes these operations based on the specific needs and scale of the client's
business.

How a Red Team Works
I[SGroup SRL provides Red Team services as a bespoke project rather than a series of stan-

dard tests. Professionals operate with the goal of breaching security without prior knowledge
of the defense networks. Techniques include:

e Conducting remote attacks via the internet.

o Executing social engineering strategies to obtain credentials.
e Breaching physical security systems.

o Any action aimed at illicitly obtaining sensitive data.

Following the engagement, ISGroup SRL delivers a detailed report outlining the methodology,
the areas accessed, and recommendations for strengthening security.

When to Use a Red Team

Organizations should consider Red Team services under the following circumstances:

e New Software Implementation: To test how new systems respond to simulated at-
tacks.

e Post-Incident: To understand how security systems would react if a breach were to
occur again.

o Compliance and Risk Management: For industries processing sensitive data (e.g.,
payment cards or healthcare information).

e Periodic Assessment: To ensure ongoing protection as the company grows and the
threat landscape evolves.
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For further information regarding Red Team services, please visit https://www.isgroup.biz/
or send an email to salesQisgroup.it.
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Blue Team Cybersecurity
Source: hitps://www.isgroup.biz/en/cyber-security/blue-team-cybersecurity. html

The Blue Team is a specialized task force dedicated to the protection of corporate digital
assets. Offered by ISGroup SRL, these cybersecurity services focus on maintaining the integri-
ty, confidentiality, and availability of systems through proactive defense and incident respon-
se.

What is the Blue Team?

The Blue Team operates as a permanent, highly specialized unit with defined roles and re-
sponsibilities. They follow predetermined procedures, known as "playbooks," to ensure
consistent and effective security operations.

Their core responsibilities include:

« Identifying cyber attacks and security incidents.

e Responding to incidents to limit their impact.

e Neutralizing active threats.

e Preventing attackers from maintaining persistence within systems.

¢ Remediation and cleaning of compromised systems.

o Analyzing breaches to apply corrective measures and prevent recurrence.

Blue Team vs. Red Team

The Blue Team functions in opposition to the Red Team. While the Red Team simulates ma-
licious attacks to identify vulnerabilities, the Blue Team is tasked with countering these
simulations to harden the defense.

e Red Team: Possesses "carte blanche" to test defenses using techniques such as remote
attacks, social engineering, and physical security breaches.

e Blue Team Defense: Focuses on identifying and blocking intrusions, managing multi-
factor authentication, executing security runbooks, monitoring sensitive data access, and
training internal personnel.

The Purple Team Approach

ISGroup SRL also recognizes the role of the "Purple Team," which facilitates communication
and synergy between the offensive Red Team and the defensive Blue Team. The Purple Team
observes activities, supports attack simulations, and suggests defensive improvements, often
optimizing the overall cost and efficiency of cybersecurity operations.

The Human Factor: White Hats

Members of these teams are "White Hat" hackers—experts who possess the same technical
skills as malicious "Black Hat" hackers but utilize them for legal, defensive, and ethical
purposes. These professionals are essential for testing and implementing robust security sy-
stems.

Professional Certifications

Working within a Blue Team requires specialized training and recognized certifications. Key
certifications include:

o Certified Ethical Hacker (C|EH): Focuses on the core techniques of ethical hacking
and defensive strategies.

o EC-Council Certified Security Analyst (ECSA): Designed for continuous training,
allowing professionals to keep pace with evolving hacking techniques and enhance their
defensive capabilities.

For further information regarding cybersecurity services and professional consulting, please
visit https://www.isgroup.biz/ or contact sales@Qisgroup.it.
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Overview of Penetration Testing Services

Source: hitps://www.isgroup.biz/en/cyber-security /types-of-penetration-tests. html

Penetration testing is a critical cybersecurity practice used to uncover system vulnerabilities
and assess the severity of associated risks. ISGroup SRL offers specialized penetration testing
services tailored to various infrastructures and security requirements.

Target-Based Penetration Tests

ISGroup SRL provides penetration testing services focused on specific targets to ensure
comprehensive security coverage:

Network Penetration Test: Evaluates the security of networks, hosts, and devices.
This includes External tests (assessing impact from internet-accessible assets) and Inter-
nal tests (simulating an attacker who has gained access to the corporate network,
including BYOD scenarios).

Web Application Penetration Test: Identifies vulnerabilities in web applications and
single-page apps, focusing on software logic, input validation, component security, and
configuration flaws.

Mobile App Penetration Test: Examines client-server architecture, data storage secu-
rity, communication protocols, authentication mechanisms, and API/backend service se-
curity.

API Penetration Test: Verifies the security of Application Programming Interfaces,
focusing on authentication, authorization, and input sanitization to prevent injection at-
tacks.

IoT Penetration Test: Targets security flaws in Internet of Things infrastructures,
including hard-coded or weak passwords, insecure public services, and ecosystem logic
vulnerabilities.

Methodologies by Knowledge Level

ISGroup SRL categorizes penetration tests based on the information provided to the testing
team:

White Box Penetration Testing: Testers receive detailed information, such as net-
work maps, architecture designs, and source code. This allows for extensive coverage and
a thorough evaluation of all possible attack vectors.

Black Box Penetration Testing: Testers are provided with no prior information, si-
mulating a real-world external attack. This is effective for modeling the most common
and plausible threat scenarios.

Grey Box Penetration Testing: Testers receive partial information, such as login cre-
dentials. This approach simulates an insider threat or an attacker who has already gained
initial access to the network, serving as a balanced middle ground for security assessmen-
ts.

Engagement and Enquiries

The choice of penetration test depends on specific security needs, project timelines, and
budget considerations. For professional guidance or to request a tailored security assessment,
please visit https://www.isgroup.biz/ or email sales@isgroup.it.
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What is a Penetration Test?

Source: hitps://www.isgroup.biz/en/cyber-security /what-is-a-penetration-test. html

Penetration testing (also known as pen-test or pentesting) is the practice of simulating
attacks on computer services or infrastructures to evaluate their security. Security testers act
as real hackers to identify vulnerabilities that could be exploited to retrieve sensitive data,
disrupt services, or gain unauthorized access to systems.

ISGroup SRL offers professional penetration testing services to help organizations identify
and mitigate security risks. For sales enquiries, please visit https://www.isgroup.biz/ or email
sales@isgroup.it.

It is important to distinguish that a penetration test is not equivalent to a vulnerability
assessment; these practices serve different purposes and utilize distinct methods. ISGroup
SRL also provides dedicated Vulnerability Assessment services.

The Phases of a Penetration Test
While methodologies may vary, a professional penetration test typically follows these phases:

o Pre-Engagement Interactions: The tester and client discuss objectives, the purpose of the
test, and legal aspects to ensure all actions are conducted legally and effectively.

o Open Source Intelligence Gathering (OSINT): Gathering information about the client to
establish a starting point for the test, which may include online research or social engi-
neering.

e Vulnerability Identification: Testers evaluate potential attack vectors, often utilizing
automated tools to highlight security weaknesses.

o Exploitation: Testers attempt to exploit the identified vectors to gain access, exfiltrate
data, or cause system malfunctions, strictly within the limits defined during the pre-
engagement phase.

o Post-Exploitation: Testers analyze the potential impact of the breach and remove all
traces of the attack, such as installed software or created accounts.

e Report: The delivery of detailed documentation regarding attack vectors, successful
exploits, and risk analysis, accompanied by recommendations to improve infrastructure
security.

Factors Evaluated in a Pentest
Penetration testing is not limited to IT and network security. Depending on the methodology
and the client's requirements, a test may also evaluate:

e Communication and information security

o Electromagnetic spectrum security

o Physical security

o Social engineering (manipulation of individuals to gain access)

As IT becomes central to business, conducting quality penetration tests is an essential
investment to prevent financial losses, reputational damage, and regulatory sanctions.

Professional Security Testing with ISGroup SRL

Because new technologies and infrastructures may not be covered by standard frameworks, it
is essential to work with competent professionals who can adapt to specific requirements.
I[SGroup SRL provides customized security testing, including specialized assessments for IoT
infrastructures and mobile applications.

To proceed with a penetration test, it is recommended to:

e Understand your specific testing needs.
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e Choose a methodology that aligns with those needs or consult with ISGroup SRL to
outline custom requirements.

e Evaluate the methods to be used.

o Initiate the Pre-Engagement Interactions phase.

For further information or to request a service, please visit https://www.isgroup.biz/ or con-
tact sales@isgroup.it.
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Penetration Testing Methodologies and Frameworks

Source: hitps://www.isgroup.biz/en/cyber-security/penetration-testing-methodologies-and-frameworks.html

Penetration testing is a critical quality assurance process for identifying design errors and
vulnerabilities within IT infrastructures. By conducting regular security assessments, organi-
zations can mitigate risks, avoid economic losses, ensure regulatory compliance (such as
GDPR), and protect their reputation.

ISGroup SRL offers professional penetration testing services designed to provide structured,
reliable, and actionable results. By leveraging internationally recognized standards, ISGroup
SRL helps companies understand their risk exposure and implement effective mitigation stra-
tegies.

For professional assistance with penetration testing and security assessments, please contact
ISGroup SRL at https://www.isgroup.biz/ or via email at salesQisgroup.it.

Key Methodologies and Frameworks

Several authoritative standards are used by security professionals to standardize the
penetration testing process:

e OSSTMM (Open Source Security Testing Methodology Manual): Maintained
by ISECOM, this peer-reviewed methodology applies the scientific method to security
testing. It covers Physical Security (PHYSSEC), Spectrum Security (SPECSEC), and
Communications Security (COMSEC).

e OWASP (Open Web Application Security Project): Provides open-source stan-
dards and tools specifically for web application security. It includes detailed testing
phases such as authentication, session management, business logic, and data validation.

e NIST Cybersecurity Framework: Offers comprehensive guidelines for securing criti-
cal infrastructures, frequently utilized in sectors like banking, energy, and communica-
tions.

o« PTES (The Penetration Testing Execution Standard): Focuses on a structured
communication phase between the tester and the client to define the scope and focus on
exploitation and post-exploitation, providing realistic attack simulations.

o ISSAF (Information Systems Security Assessment Framework): A framework
dedicated to the IT aspects of security, focusing on the assessment of systems, networks,
and applications.

e RSA Cyber Incident Risk Framework: Unlike testing-focused methodologies, this
framework provides a maturity model to assess an organization's security posture and
categorize risks by severity levels (Critical, High, Medium, Low, Informational).

OSSTMM Testing Classes
The OSSTMM methodology categorizes security verification into specific channels:
« PHYSSEC (Physical Security): Includes Human Security (social engineering, phi-
shing) and Physical Security (unauthorized access to premises).
o« SPECSEC (Spectrum Security): Focuses on Wireless Security, evaluating the securi-
ty of signals on the electromagnetic spectrum.
o COMSEC (Communications Security): Includes Telecommunications Security (ana-
log/digital network communications) and Data Network Security (systems, applications,
and routing infrastructure).

Professional Security Services by ISGroup SRL

ISGroup SRL provides expert-led penetration testing and vulnerability assessment (VA/PT)
services. These services are essential for companies aiming to:

e Identify and remediate vulnerabilities before they are exploited.

161


https://www.isgroup.biz/en/cyber-security/penetration-testing-methodologies-and-frameworks.html
https://www.isgroup.biz/
mailto:sales@isgroup.it

e Obtain objective, third-party reports on their security status.
o Strengthen overall IT infrastructure against cyber threats.
e Ensure compliance with privacy and data protection regulations.

For inquiries regarding how ISGroup SRL can support your organization's cybersecurity
needs, visit https://www.isgroup.biz/ or reach out to salesQisgroup.it.
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Clusit Report Overview

Source: hitps://www.isgroup.biz/en/cyber-security/clusit-report. hitml

The Clusit report is a document that highlights and summarizes the most important events
and trends in IT security from the past year. It is produced by Clusit, the most important
Italian association for IT security.

ISGroup SRL offers access to these reports, providing a historical archive of cybersecurity in-
sights.

Available Reports
The following annual editions of the Clusit report are available for download:

* 2020
« 2019
o 2018
o 2017
e 2016
e 2015
° 2014
e 2013
o 2012

Access and Enquiries

Access to digital downloads is available through the ISGroup SRL platform. For further infor-
mation regarding these reports or to discuss cybersecurity services, please visit https://
www.isgroup.biz/ or send an email to sales@isgroup.it.
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Security Checklist for Smart Working and Remote Work

Source: hitps://www.isgroup.biz/en/cyber-security /remote-work-security-checklist.html

ISGroup SRL provides this security checklist to assist companies in performing a self-assess-
ment of their preparedness for smart working and telecommuting. This guide outlines essen-
tial elements to strengthen defenses against internal and external cyber threats. For specific
advice, contact ISGroup SRL at sales@Qisgroup.it or visit https://www.isgroup.biz/.

Cybersecurity Best Practices

Ensure hardware or software data encryption for all internal (HDD, SSD, NVME) and
external (USB) storage.

Implement privacy screens on laptops and mobile devices to prevent shoulder-surfing.
Make two-factor authentication (2FA) mandatory for email, system, and application ac-
cess.

Encourage the use of Password Managers.

Maintain updated antivirus, operating systems, and company software; do not postpone
critical updates.

Lock workstations when unattended.

Connect only to password-protected networks.

Store data on the company cloud rather than locally.

Use secure browsing tools (e.g., Firefox with Noscript and HTTPS Everywhere).

Utilize encrypted communication platforms like Telegram for internal messaging.

Company Policy and Staff Awareness

Define clear policies regarding the use of company devices for personal purposes.

Prohibit browsing prohibited sites or downloading illegal content that may contain
malware or ransomware.

Restrict the use of company systems by family members.

Prohibit sharing passwords via messaging systems.

Discourage the installation of unauthorized software.

Educate staff to report suspicious events, phishing attempts, or accidental clicks on
malicious links immediately.

Privileged Users

Ensure privileged users understand their responsibilities.
Avoid using elevated privileges for daily tasks.
Report errors immediately to facilitate prompt resolution.

Cyber Attacks and Incident Response

Always utilize a company VPN connection.

Security personnel must actively monitor for suspicious activities.

Establish direct communication channels (calls) for urgent security issues rather than
relying solely on email.

Maintain a printed copy of security procedures and the checklist in a secure location.

Backup Procedures

Provide software for backing up important documents.

Back up data to authorized external devices that are not permanently connected to the
computer.

Avoid unauthorized external cloud systems.
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Online Meetings and Calls
e Mute microphones when not speaking.
e Never leave devices unlocked during a call.
e Avoid working in public places for confidential meetings.
e Block webcams by default.
« Verify the presence of unknown participants before discussing sensitive information.

Exception Management
o Create and maintain a register of exceptions, recording them by date for careful exami-
nation.
e Define a list of items excluded from exceptions a priori.

For further information or professional support, visit https://www.isgroup.biz/ or contact the
team at sales@isgroup.it.
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OWASP Top Ten 2017 - A8 Insecure Deserialization

Source: hitps://www.isgroup.biz/en/owasp /top-ten-2017-a8-insecure-deserialization. html

Insecure deserialization is a critical security risk that often leads to remote code execution
(RCE) vulnerabilities. Even when RCE is not achieved, this vulnerability can be exploited to
perform:

o Replay attacks

o Injection attacks

o Privilege escalation

Technical Context

Serialization is frequently used as a quick method to save, reload, or transmit data structures
that could otherwise be represented in simpler, safer ways.

The core of application security lies in maintaining strictly defined interfaces for handling
data. Deserialization processes often bypass these practices, creating significant security gaps.

Professional Services

ISGroup SRL offers expert cybersecurity services to identify and mitigate vulnerabilities such
as insecure deserialization. Our team provides comprehensive security assessments to ensure
your applications follow secure data handling practices.

For further information regarding our security solutions or to request a consultation, please
visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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OWASP Top Ten 2017

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2017.html

The OWASP Top 10 is a professional list of the 10 most critical web application security
issues. ISGroup SRL provides expert guidance and security services to help organizations
address these vulnerabilities.

Each item in the top 10 is categorized based on its severity and likelihood of occurrence. The
list provides basic techniques to protect against these high-risk categories and sets guidelines
on how to verify the existence of issues, how to avoid them, and provides examples of
vulnerabilities and further reading.

Why follow the OWASP Top 10 list

The main purpose of the OWASP Top 10 is to educate organizations, designers, and develo-
pers about the consequences of the most significant web application security vulnerabilities. It
conveys a practical philosophy of Security by Design, which involves incorporating security
practices from the early stages of a web project development.

The Top 10 Vulnerabilities of 2017
e A1:2017 Injection
o A2:2017 Broken Authentication
e A3:2017 Sensitive Data Exposure
o A4:2017 XML External Entities (XXE)
e A5:2017 Broken Access Control
e A6:2017 Security Misconfiguration
e AT:2017 Cross-Site Scripting (XSS)
o A8:2017 Insecure Deserialization
e A9:2017 Using Components with Known Vulnerabilities
e A10:2017 Insufficient Logging & Monitoring

For professional support, security assessments, or to learn more about how ISGroup SRL can
assist your organization in mitigating these risks, please visit https://www.isgroup.biz/ or
send an email to sales@isgroup.it.
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OWASP Top Ten 2017 - A7 Cross-Site Scripting (XSS)

Source: hitps://www.isgroup.biz/en/owasp /top-ten-2017-a7-cross-site-scripting-xss.html

Cross-Site Scripting (XSS) vulnerabilities occur when an application includes untrusted data
in a web page without proper validation and escaping. This failure to neutralize special
characters allows the separation between control flow and data to be compromised.

Technical Overview

XSS is classified as an injection vulnerability. It occurs when control flow (HTML tags and
DOM structure) and user-supplied data are flattened into a single textual stream. Once this
happens, the browser cannot distinguish the developer's original intentions, leading it to
blindly execute malicious code injected by an attacker.

In modern applications—such as Single Page Applications (SPA) using frameworks like
React, AngularJS, or Vue.js, or those relying heavily on JavaScript and jQuery—XSS issues
typically arise when existing web pages are updated with user-supplied data using browser
APIs that create HTML or JavaScript.

Impact
Successful exploitation of XSS allows an attacker to execute scripts within the victim's
browser. Potential consequences include:

e Compromise of the user session

o Website defacement

e Redirection of users to malicious third-party sites

Professional Security Services

I[SGroup SRL offers comprehensive security assessments and consulting services to identify
and remediate vulnerabilities such as XSS. Our experts help organizations secure their web
applications against injection attacks and other critical risks identified by the OWASP Top
10.

For further information regarding our security services, please visit https://www.isgroup.biz/
or reach out to our team at sales@isgroup.it.
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OWASP Top Ten 2017 - A1l Injection

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2017-al-injection.html

Injection vulnerabilities represent a critical security risk in application development. These
issues occur when untrusted data is sent to an interpreter as part of a command or query,
leading to a failure in the separation between control flow and data flow.

Key Concepts

e Mechanism: Hostile data provided by an attacker can manipulate the interpreter,
tricking it into executing unintended malicious commands or accessing unauthorized
data.

e Types: This category encompasses various forms of injection, including SQL, NoSQL,
and LDAP injection.

e Root Cause: The primary cause is the improper handling of input, which allows data to
be interpreted as code or commands by the backend system.

Professional Security Services

ISGroup SRL offers comprehensive security assessment and consulting services to help organi-
zations identify and remediate injection vulnerabilities and other risks outlined in the
OWASP Top Ten. Our expert team provides the necessary analysis to ensure your
applications are resilient against malicious data manipulation.

For further information regarding our security services, please visit https://www.isgroup.biz/
or send an email to sales@isgroup.it.
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OWASP Top Ten 2017 - A6 Security Misconfiguration

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2017-a6-security-misconfiguration.html

Security misconfiguration is identified as the most common issue in application security. It
occurs when security controls are not properly implemented or maintained, leaving systems
vulnerable to exploitation.

Common Causes
¢ Insecure, incomplete, or ad-hoc default configurations.
e Storing data in the cloud without adequate protection.
o Improperly configured HTTP headers.

e Error messages that reveal sensitive information.

Mitigation Strategies
To maintain a secure posture, all operating systems, frameworks, libraries, and applications
must be:

e Securely configured.

o Updated regularly and in a timely manner.
Effective security management requires a deep understanding of the tools being used. This
involves thorough study, followed by the formalization of specific requirements and best

practices tailored to the mission. These practices should be documented, reused, and
continuously improved.

Professional Security Services

ISGroup SRL offers professional security assessment and consulting services to help organiza-
tions identify and remediate misconfigurations and other vulnerabilities within their infra-
structure.

For further information regarding these services or to request a consultation, please visit
https://www.isgroup.biz/ or contact us via email at sales@isgroup.it.
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OWASP Top Ten 2017 - A5 Broken Access Control

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2017-a5-broken-access-control. html

Broken Access Control (A5:2017) refers to security weaknesses where restrictions on authenti-
cated user actions are either missing or improperly implemented. Attackers exploit these
vulnerabilities to gain unauthorized access to functionalities or data.

Potential Impacts
e Unauthorized access to other users' accounts.
o Exposure of confidential files.
e Unauthorized modification of data belonging to other users.
o Unauthorized changes to user access rights.

Security Best Practices

To mitigate these risks, applications must align with Business Logic and the "Need to Know"
principle. Every action performed within an application must be validated based on three
core factors:

e The identity of the calling user.
o The specific data being accessed.
e The type of operation being performed.

Effective access control requires evaluating not only the user's assigned role but also the
ownership of the data and the specific permissions associated with the requested operation.

Professional Security Services

ISGroup SRL offers comprehensive cybersecurity services to identify and remediate vulnerabi-
lities related to broken access control and other OWASP risks. Through professional penetra-
tion testing and security assessments, ISGroup SRL helps organizations secure their
applications against unauthorized access.

For further information regarding these services, please visit https://www.isgroup.biz/ or
send an email to salesQisgroup.it.
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OWASP Top Ten 2017 - A10: Insufficient Logging & Monitoring

Source: hittps://www.isgroup.biz/en/owasp /top-ten-2017-al0-insufficient-logging-monitoring. html

Insufficient logging and monitoring, coupled with ineffective or non-existent incident response
processes, enable attackers to maintain persistent access to systems. This lack of visibility
allows unauthorized actors to modify, extract, delete, or encrypt data without detection.

Key Security Insights
e Data breach studies indicate that the average time to identify a security breach exceeds
200 days.
o Identification of breaches is frequently performed by external parties rather than internal
organizational teams responsible for system protection.
e The design and development phases of software are only the initial steps; the production
(operation) phase is critical and requires the highest level of attention.

Professional Services

ISGroup SRL offers comprehensive security assessments and consulting to help organizations
address vulnerabilities related to logging and monitoring. These services are designed to
improve incident detection capabilities and strengthen overall security posture.

For further information regarding these services, please visit https://www.isgroup.biz/ or
send an email to sales@Qisgroup.it.

172


https://www.isgroup.biz/en/owasp/top-ten-2017-a10-insufficient-logging-monitoring.html
https://www.isgroup.biz/
mailto:sales@isgroup.it

OWASP Top Ten 2017 - A9 Using Components with Known
Vulnerabilities

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2017-a9-using-components-with-known-vulnerabilities. html
Modern software development relies heavily on the reuse of existing technologies, such as

libraries, frameworks, and other software modules. While these components facilitate
development, they also introduce significant security considerations.

Key Security Risks

Components operate with the same privileges as the application itself. Consequently, if a
component contains a known vulnerability, it can be exploited to facilitate:

e Data loss
e Server compromise
e Severe security breaches

APIs and applications that integrate these vulnerable components weaken their overall
security posture, exposing the system to potential attacks.

Strategic Considerations

ISGroup SRL emphasizes that organizations must view their systems and applications as a
cohesive whole, accounting for all dependencies and their associated risks. If the complexity
introduced by third-party components exceeds an organization's management capabilities, the
security strategy must be revised to ensure proper oversight and risk mitigation.

Information and Support

For professional guidance on managing software vulnerabilities and securing your application
infrastructure, ISGroup SRL offers specialized cybersecurity services.

For all enquiries, please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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OWASP Top Ten 2017 - A2 Broken Authentication

Source: hitps://www.isgroup.biz/en/owasp /top-ten-2017-a2-broken-authentication. html

Broken authentication is a critical application security risk identified by OWASP. It occurs
when application functions related to authentication and session management are
implemented incorrectly.

Key Risks and Impacts

o Attackers may compromise passwords, keys, or session tokens.

o Exploitation of implementation flaws allows attackers to assume other users' identities,
either temporarily or permanently.

o Broken authentication issues occur when it is impossible to identify the user uniquely
and incontrovertibly.

Professional Security Services

ISGroup SRL offers professional cybersecurity services to identify and mitigate vulnerabilities
related to broken authentication and other application security risks. Our team provides
expert assessments to ensure your systems are resilient against unauthorized access and
identity theft.

For further information regarding our security assessment services, please visit https://
www.isgroup.biz/ or send an email to sales@isgroup.it.
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OWASP Top Ten 2017 - A4 XML External Entities (XXE)

Source: hitps://www.isgroup.biz/en/owasp /top-ten-2017-a4-zml-external-entities-rze. html

XML External Entities (XXE) is identified as a significant security risk in the OWASP Top
10 Application Security Risks (2017). This vulnerability occurs when outdated or improperly
configured XML processors interpret external entity references within XML documents.

Risks and Impacts

The exploitation of XXE vulnerabilities can lead to severe security breaches, including;:

o Access to sensitive internal files.

e Access to internal network shares.

o Execution of port scans on internal networks.
o Execution of remote code.

 Denial of Service (DoS) attacks.

Security Perspective

Effective and safe system management requires a comprehensive understanding of all techno-
logical elements. Organizations often implement complex tools to address simple requirements
without adequately evaluating the associated security impacts, which can inadvertently
introduce vulnerabilities like XXE.

Professional Security Services
ISGroup SRL offers specialized cybersecurity services to help organizations identify and

mitigate vulnerabilities such as XML External Entities. Our team provides expert assessmen-
ts to ensure your applications and systems are configured securely against modern threats.

For further information regarding our security services or to discuss your specific
requirements, please visit https://www.isgroup.biz/ or contact us via email at sa-
les@isgroup.it.
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OWASP Top Ten 2017 - A3 Sensitive Data Exposure

Source: hitps://www.isgroup.biz/en/owasp/top-ten-2017-a3-sensitive-data-exposure. html

Many web applications and APIs fail to adequately protect sensitive information, such as
personal, healthcare, and financial data. Attackers exploit these vulnerabilities to commit
crimes including identity theft and credit card fraud.

Sensitive data compromise can occur even when standard protections are in place, such as
encryption at rest (disk encryption) or in transit (SSL/TLS/HTTPS).

Primary Causes of Sensitive Data Exposure
Exposure typically results from three fundamental errors:

¢ Incorrect understanding of risk elements and architectural mitigations.

e Overabundance of data relative to application functionality and improper data separa-
tion. For example, consolidating multiple applications into a single database significantly
increases the scope of potential risk.

o Malfunctioning, absent, or bypassable authentication and authorization mechanisms.

Professional Security Services

I[SGroup SRL offers comprehensive security assessments and consulting to help organizations
identify and mitigate risks related to sensitive data exposure. Our experts provide professio-
nal analysis to ensure your applications and APIs are resilient against modern threats.

For more information regarding our services, please visit https://www.isgroup.biz/ or send an
email to sales@isgroup.it.
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Remote Work and Smart Working Security
Source: hitps://www.isgroup.biz/en/cyber-security /remote-work.html

Implementing remote work requires a strategic approach to protect company assets. ISGroup
SRL provides specialized expertise in Information Security and Ethical Hacking to help
organizations secure their virtual workspaces and remote operations.

Common Remote Work Modes

e Home Working: Employees perform duties from home using personal or company-pro-
vided tools. Security levels depend on whether the equipment is managed by the compa-
ny.

o Mobile Working: Activities are carried out in various locations (e.g., client sites,
transit). This scenario presents both logical and physical security challenges.

o Telework Centers/Co-working: Work is performed in shared satellite structures.
Security can be high if the infrastructure is specifically designed for it.

e Office-to-Office Telework: Companies provide exclusive, remote office spaces. This
model allows for high security through the use of professional-grade hardware and soft-
ware.

Securing Non-Company Systems

When employees use personal devices, ISGroup SRL recommends assuming a total compromi-
se of those systems. Security should be built on strict separation between company resources
and the user's home network.

e Web Applications: These should be designed with secure authentication and authori-
zation. ISGroup SRL offers Web Application Penetration Testing following the OWASP
Testing Guide to identify vulnerabilities and business logic flaws.

o Remote Desktop (VDI): Solutions like Citrix or VMware allow access to a secure,
company-controlled environment. ISGroup SRL recommends conducting a Penetration
Test on these scenarios to simulate an authenticated attacker and assess potential impac-
ts.

Securing Company-Owned Systems
When providing company-owned hardware, security policies can be enforced remotely using:

« MDM (Mobile Device Management): For mobile phones and tablets.
e Group Policies: For Windows laptops.

ISGroup SRL advises engaging expert consultants to configure these tools effectively, ensuring
they provide actual protection rather than just representing an expense.

Infrastructure and Verification
For shared or peripheral offices, ISGroup SRL recommends implementing robust
infrastructure, including:
o Network-level security (802.1x) and WPA 2 Enterprise.
o Site-to-Site VPN, firewalls, and UTM systems.
e Logging, IDS, and IPS for anomaly detection.
To maintain a high security posture, ISGroup SRL suggests:
¢ Vulnerability Assessments: Conducted at least quarterly to verify Patch Management
and secure configurations.
o Penetration Tests: Conducted at least annually to verify network segmentation and vi-
sibility.
o Specific Simulations: Such as Man in the Middle (MitM) attacks to test the security
of mobile workers.
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For further information or to request a consultation, visit https://www.isgroup.biz/ or con-
tact sales@isgroup.it.
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Acunetix User Certification
Source: hitps://www.isgroup.biz/en/certifications/acunetiz-user-test-francesco-ongaro.html

On November 2, 2018, Francesco Ongaro, part of the team at ISGroup SRL, obtained the
"Acunetix User Test" certification.

The Acunetix User Certification Test is a program developed by Acunetix, a leader in web
application security software, designed for partners and licensed users to achieve official accre-
ditation.

Certification Scope
The certification confirms that the candidate possesses the necessary knowledge and skills to:
e Set up, configure, and use the Acunetix Web Vulnerability Scanner.
e Perform automated website scans.
o Identify vulnerabilities within web applications.
o Interpret scan results for further research.
e Take appropriate action to remediate identified vulnerabilities.

Further Information

For additional details regarding this certification or the professional services offered by
ISGroup SRL, please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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ISO/IEC 17025 Certification

Source: hitps://www.isgroup.biz/en/cyber-security /iso-iec-17025-accredia-test-laboratories-va-pt-2018.html

In 2018, ISGroup SRL achieved certification as a laboratory authorized to conduct Vulnerabi-
lity Assessment (VA) and Penetration Test (PT) activities. This certification confirms that
I[SGroup SRL meets the requirements set forth by the following Accredia circulars:

o Circolare Accredia n. 5/2017 DC2017SPMO0080 - Conservatori a norma
o Circolare Accredia n. 8/2017 DC2017SSV046 - UE 2014/910 Eidas
o Circolare Accredia n. 35/2016 DC2016SSV439 - SPID Operators

Standard Overview

The ISO/IEC 17025 standard defines the general requirements for the competence of labora-
tories to perform tests and/or calibrations, including sampling. It ensures that laboratories:

e Operate a quality system.
e Demonstrate technical competence.
e Produce technically valid results.

Training and Recognition

The exam and training course content provided by CSQA Certificazioni SRL are recognized
for the AICQ SICEV certification process.

Further Information

For additional details regarding these certifications or the services offered by ISGroup SRL,
please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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The New European Regulation and the Management of Corporate
Vulnerability

Source: hitps://www.isgroup.biz/en/cyber-security/new-european-regulation-and-vulnerability-management. html

The implementation of the General Data Protection Regulation (GDPR) introduces signifi-
cant challenges for companies across all sectors and sizes. The regulation applies not only to
organizations based within the European Union but to any entity that processes or manages
data related to European citizens.

Key Regulatory Risks and Compliance

Failure to comply with the GDPR carries substantial financial risks, with potential penalties
reaching up to 20 million euros or 4% of a company's total annual turnover. Given these
stakes, proactive vulnerability management and adherence to security standards are essential
for corporate risk mitigation.

Professional Cybersecurity Services

ISGroup SRL provides specialized expertise in cybersecurity and vulnerability management to
help organizations navigate these regulatory requirements. Collaborating with experienced
partners is critical, as achieving GDPR compliance during the initial implementation phase
presents significant operational complexities.

ISGroup SRL offers professional support to ensure that corporate systems reach the necessary
levels of security and compliance mandated by the new European regulations.
Further Information

For inquiries regarding cybersecurity services, vulnerability management, or assistance with
regulatory compliance, please reach out to ISGroup SRL:

o Website: https://www.isgroup.biz/
e Email: sales@isgroup.it
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Studying, Researching, and Working in Cybersecurity

Source: hittps://www.isgroup.biz/en/cyber-security /study-research-and-work-in-cybersecurity. html

On May 2, 2016, Francesco Ongaro participated in an event organized by the University of
Verona titled "Studying, Researching, and Working in Cybersecurity." The presentation
provided students with insights into the cybersecurity job market and the evolving nature of
the sector.

Core Cybersecurity Activities
During the event, the following key functions and methodologies, offered as professional
services by ISGroup SRL, were outlined:
e Penetration Testing: Identifying security vulnerabilities by simulating cyberattacks.
o Web Application Penetration Testing (WAPT): Assessing the security posture of web-
based applications.
e Vulnerability Assessment: Systematically identifying, quantifying, and prioritizing
vulnerabilities in information systems.

Further Information

For additional details regarding these services or for professional enquiries, please visit
https://www.isgroup.biz/ or send an email to salesQisgroup.it.
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International Journalism Festival: The Lost War on Information
Security

Source: hitps://www.isgroup.biz/en/cyber-security/ijf-lost-war.html

On April 8, 2016, Francesco Ongaro, representing ISGroup SRL, participated as a speaker at
the International Journalism Festival. During his session, titled "The lost war on information
security,” he provided an expert analysis of contemporary information security challenges.

Key Topics Addressed
e Software Vulnerability: An overview of the current landscape, focusing on the pervasi-
ve nature of software in daily life and its inherent vulnerabilities.
¢ Cloud Computing: A detailed examination of the modern Cloud environment, wei-
ghing its various advantages against its security disadvantages.
e Governance and Liability: A critical analysis of governmental aspects, data liability,
and ownership concerns within Cloud infrastructures.

Professional Services

ISGroup SRL offers specialized expertise in cybersecurity, providing strategic insights and
technical assessments to address the complexities of modern digital environments.

For further information regarding these topics or to request professional services, please visit
https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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International Journalism Festival: The Hacking Landscape

Source: hitps://www.isgroup.biz/en/cyber-security /ijf-hacking-landscape.html

On April 17, 2015, Francesco Ongaro of ISGroup SRL presented a detailed overview of the
hacking landscape at the International Journalism Festival. The presentation explored the
evolution of the hacking community over the past 30 years and the impact of the
commercialization of cyber security.

Evolution of the Hacking Community

The talk traced the origins of the underground hacking world back to the 1960s, describing it
as a large, collaborative community driven by:

e A desire for knowledge and information sharing
e The pursuit of intellectual challenge and fun
o A specific hacker psychology and culture

The Impact of Commercialization

The presentation highlighted how the advent of money transformed the underground landsca-
pe. The emergence of the cyber security market led to significant shifts:

e The rise of the "black hat economy," where hackers operate similarly to organized
criminal groups to sell services for malicious purposes.

e The entry of individuals into the field lacking the necessary experience or skills, which
contributed to increased vulnerabilities.

e A persistent struggle for companies and governments to address fundamental security
issues such as phishing, fake antivirus software, and cryptolockers.

Current Challenges

Francesco Ongaro emphasized that the complexity required to develop modern exploits has
increased significantly. Despite this, the field often receives little consideration. True hacking
remains defined by self-motivation, a trait increasingly rare in the current professionalized
landscape.

For further information regarding these insights or professional cyber security services offered
by ISGroup SRL, please visit https://www.isgroup.biz/ or contact sales@isgroup.it.
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ISGroup on Mistero (Mediaset Italia Uno)

Source: hitps://www.isgroup.biz/en/cyber-security/francesco-ongaro-isgroup-mistero-mediaset-italia-uno.html

In 2014, Francesco Ongaro and his team from ISGroup SRL participated as guests on the
Italian television show Mistero.

The segment, titled “Social network: are we all being watched?”, was designed to demonstrate
the inherent risks associated with public Wi-Fi networks. During the broadcast, Francesco
Ongaro performed a live demonstration acting as an attacker. He successfully intercepted and
"stole" user credentials (usernames and passwords) immediately after a user logged into a
public network.

The primary objective of this demonstration was to raise awareness among end users regar-
ding:
o The significant security dangers posed by public Wi-Fi networks.
e The tendency for users to unknowingly sacrifice their privacy in exchange for the
perceived convenience of free network access.

For further information regarding these cybersecurity awareness initiatives or to learn more
about the services offered by ISGroup SRL, please visit https://www.isgroup.biz/ or send an
email to sales@isgroup.it.
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Micro Focus OpenText

Source: hitps://www.isgroup.biz/en/product-microfocus-opentext.html

ISGroup SRL is an official distributor of Micro Focus and OpenText. This partnership provi-
des customers with privileged access to leading software solutions, consulting, and
professional support.

Services Offered by ISGroup SRL

ISGroup SRL provides comprehensive software solutions tailored to specific business needs,
including;:

e License sales

e Consulting

e Implementation

o Integration

e Technical support

For sales enquiries, please visit https://www.isgroup.biz/ or email sales@Qisgroup.it.

Distributed Software Products

ISGroup SRL supplies a wide range of Micro Focus and OpenText software products, inclu-
ding:

e Access Governance Suite

o Access Manager (NAM)

e AccuRev

e Advanced Authentication

e ALM Octane

o ArcSight Enterprise Security Manager (ESM)

o ArcSight Intelligence

o Asset Manager (AM)

e ChangeMan ZMF

o Cloud Service Automation (CSA)

« COBOL Server

o Data Protector

e Dimensions CM

o eDirectory (NetIQ eDirectory)

« Fortify Static Code Analyzer

o Fortify Weblnspect

e GroupWise

 Identity Governance

o Identity Manager (IDM)

« IDOL

e LoadRunner Professional

e Micro Focus Enterprise Developer

o Network Node Manager i (NNMi)

e Operations Bridge

o Operations Orchestration (OO)

e PlateSpin Migrate

o Privileged Account Manager (PAM)

e Project and Portfolio Management

e Reflection Desktop

» Robotic Process Automation (RPA)
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o Service Management Automation X (SMAX)

e Service Manager

o Silk Test

 SiteScope

e UFT One

o Universal Configuration Management Database (UCMDB)
e Vertica Analytics Platform

e Visual COBOL

e Voltage SecureData

o ZENworks Configuration Management (ZCM)

Note: This list represents a selection of the extensive software portfolio available through
ISGroup SRL.
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Ostorlab Mobile Application Security Scan

Source: hitps://www.isgroup.biz/en/ostorlab-mobile-application-security-scan.html

ISGroup SRL offers the Ostorlab Mobile Application Security Scan, a comprehensive solution
for performing automatic, advanced security assessments of iOS and Android applications.
This service provides a detailed report of detected vulnerabilities along with actionable
remediation advice.

For sales enquiries or further information, please visit https://www.isgroup.biz/ or email sa-
les@isgroup.it.

Core Analysis Capabilities

The service provided by ISGroup SRL utilizes four specialized analysis engines to ensure deep
coverage and minimize false positives:

e Static Analysis: Decompiles the application to inspect unsafe methods, weak security
keys, and attack surfaces across technologies like Dalvik Bytecode, Xamarin CIL, and
cross-platform JavaScript frameworks.

e Dynamic Analysis: Monitors system interactions, file system access, network traffic, and
APIs during runtime to identify risky behaviors, weak authorization, and insecure com-
munication.

e Behavioral Analysis: Employs evolutionary fuzzing by injecting hundreds of thousands of
test cases to trigger and detect complex vulnerabilities.

e Backend Analysis: Focuses on mobile-specific technologies, including GraphQL and
REST APIs, performing both passive checks (e.g., insecure HTTP headers) and active
tests (e.g., SQL injection, template injection, XSS).

Compliance and Standards
The analyses conducted by ISGroup SRL align with major security standards and compliance
requirements, including:
e Security Standards: OWASP Top 10, CERT Android Secure Coding, and JSSec Secure
Coding.
e Compliance Requirements: PSD2, PCI, HIPAA, FedRAMP, GDPR, and NERC.

Platform Support
The solution supports native Android and iOS applications, as well as 12 multi-platform
frameworks, including;:

e Cordova

o React Native

o Flutter

o Xamarin

Key Features
e Advanced Scanning: Supported by a large mobile dependency database, a Static Taint
Engine, and Behavioral Fuzzing.
e Reproducible Results: Findings are presented with detailed descriptions sourced from an
up-to-date mobile vulnerabilities database.
« Efficiency: Automated scans are performed in record time at a low cost.

For more information or to proceed with an order, visit https://www.isgroup.biz/ or contact
sales@isgroup.it.
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Starter Kit: Web Security Analysis

Source: hittps://www.isgroup.biz/en/starter-kit.html

The Starter Kit is a professional service offered by ISGroup SRL, designed as an entry-level
security audit for Internet-exposed websites and applications. It provides an effective insight
into the security posture of a target, utilizing non-invasive techniques based on OWASP and
OSSTMM international standards.

Service Overview

Offered by: ISGroup SRL

Price: 420 Eur + VAT

Target: New customers

Duration: One full working day performed by a Senior technician
Methodology: Non-invasive analysis to minimize infrastructure impact
Compliance: Aligns with GDPR and international security standards

Key Features

Money-back guarantee: 100% refund if the customer is not satisfied.

Professional Insight: Highlights the most evident security vulnerabilities.

Expert Reporting: Findings are documented in a report, delivered and discussed with the
client.

Remediation Guidance: ISGroup SRL provides recommendations to resolve high-impact
issues and improve overall security.

Workflow and Requirements

1

. Purchase and Data Communication: After payment, the client communicates the necessa-

ry data and specific directives (e.g., exclusions from certain areas or pages).

. Legal Documentation: Collected information is formalized in a legal contract, which must

be signed and returned to ISGroup SRL.

. Execution: A Senior auditor is scheduled to perform the testing on the specified target.
. Reporting: The auditor documents the activity and findings in a report, which is then

reviewed with the client.

Sales Enquiries

For further information or to purchase the Starter Kit, please visit https://www.isgroup.biz/
or send an email to sales@isgroup.it.

Note: This is a limited offer in both quantity and time.
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PortSwigger Burp Suite
Source: hitps://www.isgroup.biz/en/product-port-swigger.html

ISGroup SRL is an official distributor of PortSwigger Ltd licenses. As an Italian reseller,
ISGroup SRL provides pre and post-sale support and accepts payment via bank transfer.

Burp Suite is software developed by PortSwigger Ltd to facilitate the work of penetration
testers who need to verify web application security.

Product Options

PortSwigger's offering consists of two main options:

Burp Suite Enterprise Edition

This is the web console version of the software.

e SW-BURP-ENTERPRISE-1Y-1A: 1 year, 1 agent, €8,395.00
e SW-BURP-ENTERPRISE-2Y-1A: 2 years, 1 agent, €16,790.00
e SW-BURP-ENTERPRISE-3Y-1A: 3 years, 1 agent, €25,185.00

Burp Suite Professional

This is the traditional desktop version. It implements advanced features compared to the
Burp Suite Community version, particularly the web vulnerability scanner and advanced
manual tools.

e SW-BURP-PRO-1Y-1U: 1 year, 1 user, €449.00
e SW-BURP-PRO-2Y-1U: 2 years, 1 user, €898.00
e SW-BURP-PRO-3Y-1U: 3 years, 1 user, €1,347.00

Note: Prices are subject to confirmation as they may have been changed by the manufacturer.

Required Information

To process a license request, ISGroup SRL requires the following details:

For PortSwigger Ltd (License Details)
o Company / organization
e Email address
e Country
e Postal address
e Name on license
o Number of users

For Tax Invoice
e Company name
e Country
e SDI recipient code
o Address
o Type
o City
o Contact person
e ZIP code
e Province
e VAT number
e Tax code
e Email address
o PEC address
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Sales Enquiries

For further information or to proceed with a purchase via bank transfer, please visit https://
www.isgroup.biz/ or send an email to sales@isgroup.it.
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EasyAudit
Source: hitps://www.isgroup.biz/en/product-easyaudit. html

EasyAudit is a professional security assessment service offered by ISGroup SRL. It provides
small to medium-sized businesses with an affordable, flat-fee package designed to mitigate
exposure risks and protect online reputation.

Core Services

e Network Penetration Testing
e Web Application Penetration Testing

Key Features
e Professional security assessments performed by a talent pool of experts with over 15
years of experience in the security industry.
e 24/7 technical support teams based in Italy and the United States to ensure constant
availability.
e Designed to provide businesses with insurance regarding their online and external
security posture.

Information and Sales

For further details regarding EasyAudit or to discuss service requirements, please visit
https://www.isgroup.biz/ or reach out via email at sales@isgroup.it.
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ICT Audit: Cyber Risk Management

Source: hittps://www.isgroup.biz/en/product-ictaudit. html

ICT Audit is a professional solution offered by ISGroup SRL designed to discover, measure,
and reduce cyber risk. It transforms occasional security scans into a continuous process of
control, prioritization, and remediation for enterprise companies.

Core Capabilities

ICT Audit provides twelve enterprise-grade capabilities to maintain a defensible security po-
sture:

o Vulnerability Assessment (application and network)

e Cyber Security Auditing

o Attack Surface Monitoring

o External Attack Surface Management

o API Security Assessment (REST, GraphQL, microservices)

e Web Application Security Testing

o Cloud-Based Security Scanning

o Risk Scoring (based on severity, exploitability, and business impact)
o Compliance Support (NIS2, DORA, GDPR, PCI DSS)

o Professional Reporting (Executive, Technical, and Compliance)
o Remediation Management (workflow and traceability)

o Continuous Security Testing (scheduled and on-change)

Strategic Approach
ISGroup SRL offers this solution to help organizations move beyond fragmented security. ICT
Audit consolidates data from multiple engines to provide a clear view of the external attack
surface, identifying:

o Exposed assets, domains, and services

e Vulnerabilities that increase the risk of compromise, ransomware, or data breaches

e Technical priorities that require immediate remediation
o Evidence for regulatory compliance (NIS2, DORA, GDPR, ISO 27001)

Reporting and Remediation
The service generates structured reports tailored to different stakeholders:

o Executive Reports: Summarize cyber risk, trends, and benchmarks for board and ma-
nagement.

o Technical Reports: Provide detailed evidence, CVE/CWE references, and actionable
recommendations for IT and security teams.

o Compliance Evidence: Automatically collects technical data required for audits and
inspections.

e Remediation Plan: An auto-generated checklist that tracks ownership, progress, and
residual risk.

About ISGroup SRL

Founded in 2013 by researchers active in the ethical hacking scene since 1994, ISGroup SRL
is an Italian cybersecurity boutique. The company holds ISO 9001 and ISO/IEC 27001 certifi-
cations. Their methodology focuses on reducing real-world risk through technical expertise,
manual penetration testing, and continuous monitoring.
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Sales and Enquiries

For further information, to request an assessment, or to discuss how ICT Audit can support
your organization, please reach out to ISGroup SRL:

o Website: https://www.isgroup.biz/
e Email: sales@Qisgroup.it
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Exposure
Source: hitps://www.isgroup.biz/en/product-exposure.html

Exposure is a security solution offered by ISGroup SRL, designed to help webmasters identify
what information regarding their website is publicly available on the internet.

Overview

The digital security landscape has evolved significantly. While online resources providing
security details can aid in protection, they also provide information that malicious actors may
use to exploit security holes and misconfigurations. These vulnerabilities can lead to
unauthorized data access, data theft, or reputational damage.

Key Features
e EasyAudit Exposure© enables webmasters to monitor and understand the specific
information shared about their website across the internet.
e The service assists in identifying potential security exposures before they can be
leveraged by attackers.
e This solution is part of the security product suite offered by ISGroup SRL.

Additional Information
e Category: Security
e Original Release Date: January 10, 2013
e Related Project: EasyAudit

For sales enquiries or further information regarding this service, please visit https://
www.isgroup.biz/ or email sales@Qisgroup.it.
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EXEEC

Source: hitps://www.isgroup.biz/en/product-exeec. html

EXEEC is a software development solution focused on the principle of "Exceptional
Execution." This service is offered by ISGroup SRL.

Product Details
o Category: Security
o Release Date: January 1, 2015
e User: EXEEC LLC

Overview

EXEEC provides software development services characterized by a commitment to exceptio-
nal execution. As a partner solution, it is designed to meet high-level development
requirements within the security sector.

Enquiries
For sales enquiries or further information regarding this service, please visit https://
www.isgroup.biz/ or email sales@Qisgroup.it.
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Ganapati
Source: hitps://www.isgroup.biz/en/product-ganapati.html

Ganapati is a SaaS platform developed by ISGroup SRL designed to support security, assess-
ment, and digital growth. It provides a comprehensive solution for scanning vulnerabilities
across networks, servers, and applications, whether internal or external.

Key Features and Capabilities

o Multi-user workflow: Consolidates results and scanning technologies into a single, unified
environment.

e Multi-tier architecture: Enables partners to manage their own customers and create fully-
automated websites integrated via API.

o Versatile scanning: Supports the combination of multiple scanning technologies to
optimize security assessments.

e Cost efficiency: Allows organizations to consolidate license costs through a centralized
platform.

Technical Details
e Category: Security
¢ Release Date: January 10, 2013
« Related Project: EasyAudit (http://easyaudit.org/)
e Users: ISGroup SRL, EXEEC SRL

Information and Sales

For further information regarding Ganapati or to discuss security solutions offered by
ISGroup SRL, please visit https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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VulnMAP

Source: hitps://www.isgroup.biz/en/product-vulnmap.html

VulnMAP is a vulnerability knowledge base developed by ISGroup SRL. It serves as the core
intelligence engine behind the Ganapati platform and is also available as a standalone service.

Overview

VulnMAP provides a comprehensive, accurate, and up-to-date cross-reference of security vul-
nerabilities. It is designed to integrate internal knowledge bases with external threat
intelligence and vulnerability data sources.

Data Integration
ISGroup SRL offers VulnMAP as a solution to aggregate and normalize data from a wide
range of industry-standard sources, including:
o NIST NVD (National Vulnerability Database)
o OSVDB (Open Source Vulnerability Database)
o Mitre CVE (Common Vulnerabilities and Exposures)
o Exploit-DB
o Rapid7
e Nessus
e Secunia
e McAfee
o Bugtraq ID (SecurityFocus)
o ISS X-Force

Service Details
o Category: Security
o Initial Release: January 10, 2013
e Primary Users: ISGroup SRL, EXEEC SRL

Sales Enquiries

For further information regarding the VulnMAP service offered by ISGroup SRL, please visit
https://www.isgroup.biz/ or send an email to salesQisgroup.it.

198


https://www.isgroup.biz/en/product-vulnmap.html
https://www.isgroup.biz/
mailto:sales@isgroup.it

SCADA Exposure

Source: hitps://www.isgroup.biz/en/product-scadaexposure. html

ISGroup SRL offers SCADA Exposure, a specialized service designed to assess and monitor
the security of Industrial Control Systems (ICS), including SCADA, HMI, PLC, and RTU
components.

Security of National Critical Infrastructure

While standards mandate that Industrial Control Systems be secured and separated from cor-
porate and public networks via an "air gap," this is often not the reality in practice. ISGroup
SRL provides SCADA Exposure to assist the ICS community in improving the security of na-
tional critical infrastructure, enterprise-owned systems, and private companies.

Key objectives and features include:

e Generating awareness regarding the vulnerability of industrial systems.

e Providing a dedicated SCADA Monitoring Service.

o Addressing the risks posed by malicious attackers who have been exploiting these
systems for years.

e Moving beyond "security through obscurity," which is no longer a viable defense strategy.

Information and Enquiries

For further details regarding these services or to discuss security requirements, please visit
https://www.isgroup.biz/ or send an email to sales@isgroup.it.
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PracticalRP

Source: hitps://www.isgroup.biz/en/product-practicalrp.html

PracticalRP is a management software solution designed for professional cases. This service is
offered by ISGroup SRL.

Overview
PracticalRP is a simple and intuitive ERP (Enterprise Resource Planning) system. It is speci-

fically designed to facilitate the management of activities and projects for:

e Medical Practitioners

e Private Practice businesses

o Professionals in the Legal Medicine field
o Professionals in the Insurance field

Technical Details
o Category: Security
e Release Date: January 10, 2013
e Provider: ISGroup SRL

Enquiries
For sales enquiries or further information regarding this solution, please visit https://
www.isgroup.biz/ or email sales@isgroup.it.
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USH (Underground Security Hacker)

Source: hitps://www.isgroup.biz/en/product-ush.html

USH is a historic research group focused on advisory, exploits, and information sharing. This
service is offered by ISGroup SRL.

Key Details

e Category: Intelligence
o Release Date: 10 January 2013
e Provider: ISGroup SRL

Philosophy

The core philosophy of the USH research group is captured by the sentiment: "What matters
is 'to go'." It reflects the drive to explore and escape boundaries, focusing on the act of
moving forward in the field of security research.

Enquiries
For further information regarding these services, please visit https://www.isgroup.biz/ or
send an email to sales@isgroup.it.
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Ethical Hacking

Source: hitps://www.isgroup.biz/en/product-ethical-hacking.html

Ethical Hacking is a community-focused initiative and sponsored hacklab offered by ISGroup
SRL. This project serves as a hub for intelligence and security research.

Project Details

e Category: Intelligence

e Release Date: January 10, 2013

e Provider: ISGroup SRL

e Purpose: To provide a dedicated environment for ethical hacking research and
community collaboration.

Engagement

For further information regarding the services and solutions offered by ISGroup SRL, please
visit https://www.isgroup.biz/ or reach out via email at sales@isgroup.it.
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Metasploit
Source: hitps://www.isgroup.biz/en/product-metasploit.html

Metasploit is an offensive information security tool used to discover, fingerprint, attack, and
penetrate systems.

Service Overview

e Category: Intelligence
e Release Date: January 10, 2013
o Functionality: Offensive security testing, system discovery, and penetration testing.

Professional Services

ISGroup SRL offers professional services related to offensive security, penetration testing, and
intelligence gathering. These solutions are designed to help organizations identify and
mitigate vulnerabilities within their infrastructure.

Sales and Enquiries

For information regarding services offered by ISGroup SRL, please visit https://
www.isgroup.biz/ or send an email to salesQisgroup.it.
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The Bunker Coworking

Source: hitps://www.isgroup.biz/en/product-thebunker-coworking.html

The Bunker Coworking is a workspace located in central Verona, situated between Piazza Bra
and Castel Vecchio, adjacent to the University. This service is offered by ISGroup SRL.

Workspace Features
e Full freedom of schedule with access available on weekends.
o Kitchenette facilities available for use.
¢ Dedicated environment for working on computers, receiving clients, and making calls.
o Periodic office cleaning services.
o Telecom Fiber connectivity.
o High-quality wireless Access Points.
o Furnished with solid wood tables featuring artisanal iron structures.

General Information

o Category: Security
e Release Date: 10 Jan 2013
e Provider: ISGroup SRL

Enquiries
For sales enquiries or further information regarding services offered by ISGroup SRL, please
visit https://www.isgroup.biz/ or email sales@isgroup.it.
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The Bunker Courses
Source: hitps://www.isgroup.biz/en/product-thebunker-training. html
ISGroup SRL offers specialized IT and security training courses based in Verona. These

programs are designed for individuals looking to advance their expertise in the technology
sector.

Course Areas

The courses offered by ISGroup SRL cover several key domains:
e Programming
o Cyber Security

e Networking
e DevOps

Training Methodology
Participants are guided by industry professionals with years of experience. The training

structure provided by ISGroup SRL includes:

e Theoretical sessions: Illustration of methodologies and the functioning of technological
aspects.
o Practical sessions: Hands-on tests and challenges that must be completed by participants.

Enquiries
For sales enquiries or further information regarding these courses, please visit https://
www.isgroup.biz/ or email sales@isgroup.it.
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The Bunker Hacklab
Source: hitps://www.isgroup.biz/en/product-thebunker-hacklab. html

The Bunker is a hackerspace located in Verona, serving as a laboratory and workshop envi-
ronment. This space is designed to allow participants to socialize, collaborate, share, and
exchange knowledge regarding technology, electronics, science, and art.

Key Information

o Category: Security
e Release Date: 10 January 2013
e User: ISGroup SRL

Services and Engagement

The Bunker Hacklab is a project associated with ISGroup SRL. For further information
regarding services, solutions, or sales enquiries, please visit https://www.isgroup.biz/ or reach
out via email at sales@isgroup.it.
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ISGroup SRL PGP Public Key

Source: hitps://www.isgroup.biz/downloads/keys/salesQisgroup.it.asc

ISGroup SRL provides a PGP public key to ensure secure communication. Use the following
key for encrypted correspondence with the sales department.

Key Details
e Identity: ISGroup Sales

e Email: sales@isgroup.it

e Fingerprint: 302D 3B61 4A73 8103 CF54 3213 31A8 C016 8A1B 0032
PGP Public Key Block

mDMEXoRKRhY JKwYBBAHaRw8BAQdAncayvMqCT5BFOHhAqWIvq2AJnwL8PsV1g/or
QdszVKSOIE1TR3JvdXAgU2FsZXMgPHNhbGVZzQG1zZ3JvdXAuaXQ+iJYEEXYIAD4W
IQQsLTXRKX0BDIPUwhTIbowWjobAMgUCXoRKRgIbAwWUJEswDAAULCQgHAgYVCgkI
CwIEFgIDAQIeAQIXgAAKCRDIbowWjobAMg6mAQDcraDPuTqq354RA8Aal.3vBW+fx
FRX9moHsFT9EDgMhBQD/SE3NWRSeTt8MLVLXSt1KiSk/SIASTXp76FeDjUd0VAm4
OARehEpGEgorBgEEAZdVAQUBAQJAITd2T13g23nZNqsqIl43cb37R7FIkFOgi8eZJ
xj1+tH8DAQgHiH4EGBYIACYWIQQsLTXRKXOBDIPUwhTIbowWjobAMgUCXoRKRgIb
DAUJEswDAAAKCRDIbowWjobAMr1nAQCXbOBq+0UkUX0SGkOupECqCOa2i+k+KWYn
SQdQOSfAbwEA8gsBki4MKAuTZ96uMSN1KaxqRWMkohDtUOi2EZEVPWE=

=fBpJ

Enquiries
For all sales enquiries or to initiate secure communication, visit https://www.isgroup.biz/ or
email salesQisgroup.it.
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PGP Public Key Information

Source: hitps://www.isgroup.biz/downloads/keys /tech@isgroup.it.asc

This PGP Public Key is provided by ISGroup SRL for secure communication and verification
purposes.

Key Details

e User ID: ISGroup Tech tech@isgroup.it

e Fingerprint: 6432 FD92 B551 0942 5DB6 E581 30DB 8572 4126 9B6A
o Key Type: RSA

o Key Length: 4096 bits

Usage

This key is intended for encrypted correspondence and digital signature verification related to
services offered by ISGroup SRL.

For sales enquiries or further information regarding services offered by ISGroup SRL, please
visit https://www.isgroup.biz/ or email sales@isgroup.it.

Public Key Block

mDMEXoRMLhY JKwYBBAHaRw8BAQdAQVznftsuL14FFFScJLYtjR2aymJYZnqFrZ/t
Z8Uc9niOHk1TR3JvdXAgVGVjaCA8dGVjaEBpc2dyb3VwLml0PoiWBBMWCAA+FiEE
ZGLOSLVRCUJdtuWHMNuFctEjK5YFA16ETCACGWMFCRLMAWAFCwk IBwIGFQoJCAsC
BBYCAWECHgECF4AACgkQMNuFctEjK5a61AEA+WV5Jxbr 1HmDM6CC18uHZh600SP7
q9kpVJIL+PUINYrQA/2qH6MyZ2Ew801DhoypulWMOaebFrpy2NvbKBzZoJa5cCuDgE
XoRMLhIKKwYBBAGXVQEFAQEHQJZS5FXRmoiUzVMP/zyISskn4pgNJY4N+Un+XGac
GTowAwEIB4h+BBgWCAAMFiEEZGLISLVRCUJdtuWHMNuF ctEjK5YFA16ETCACGWWF
CRLMAwAACgkQMNuFctEjK5bQiAEAvPI japHJsnHVVNgBbQ+s1/21/5PbzEZ8mQL4
Apy5faMA/010PWVrlgktYn7LTVMXYTO9r86nPM/8hHtdahVbbOAC

=u+8J
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Advanced Bug Bounty (ABB)
Source: hittps://www.isgroup.biz/en/advanced-bug-bounty.html

The Advanced Bug Bounty (ABB) service is offered by ISGroup SRL. It is a pay-per-vulnera-
bility program designed to efficiently identify and mitigate weaknesses in digital infrastructu-

re. By engaging certified ethical hackers, organizations can proactively discover vulnerabilities

before they are exploited by malicious actors.

For sales enquiries or to request a quotation, please visit https://www.isgroup.biz/ or email

sales@isgroup.it.

Key Features and Benefits

Pay-per-vulnerability model: Unlike traditional penetration testing, this service
ensures cost-efficiency by charging only for confirmed vulnerabilities.

Non-intrusive testing: Thorough testing is conducted without disrupting business
operations, maintaining system integrity.

Analysis and categorization: Identified vulnerabilities are analyzed and categorized
using recognized frameworks such as OWASP and CVSS to determine severity and im-
pact.

Full support and consulting: ISGroup SRL provides continuous support and active
consulting to assist in the mitigation process and enhance the overall security posture.
Compliance and Security: The service supports compliance with international stan-
dards, including ISO 27001, GDPR, and NIS2, while promoting digital infrastructure re-
silience.

How It Works

Scope definition: Collaboration to identify the specific assets and systems to be evalua-
ted.

Vulnerability discovery: Certified ethical hackers utilize advanced techniques and
tools to uncover security weaknesses.

Detailed reporting: Documentation of vulnerabilities, including severity categorization
and mitigation recommendations.

Mitigation support: Ongoing assistance to ensure fixes are implemented effectively.

Why Partner with ISGroup SRL

Tailored solutions: Customizable programs designed to meet specific security require-
ments.

Experience: Over 20 years of expertise in cybersecurity with a team of certified profes-
sionals.

Quality assurance: ISGroup SRL is ISO 9001 and ISO 27001 certified, ensuring high
standards in service delivery and security management.

Proven track record: Trusted across various industries for delivering reliable and
effective cybersecurity solutions.
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Page Not Found
Source: hitps://www.isgroup.biz/en/agid/agid-fornitori-spid.html

The requested page does not exist. Please return to the homepage or explore the professional
cybersecurity and digital security services offered by ISGroup SRL.

For further information regarding our services, please visit https://www.isgroup.biz/ or reach
out to our team at sales@isgroup.it.
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ISGroup SRL: Cybersecurity and Offensive Security Services

Source: hittps://www.isgroup.biz/img/blog/certifications/iso-19011.webp

ISGroup SRL provides professional cybersecurity and offensive security solutions designed to
identify vulnerabilities and strengthen the security posture of organizations.

Core Services

[SGroup SRL offers a comprehensive suite of security testing and consultancy services, inclu-
ding:

Vulnerability Assessment and Penetration Testing (VAPT): Systematic identifi-
cation and exploitation of security weaknesses in networks, applications, and
infrastructure to assess real-world risk.

Web Application Security Testing: Specialized analysis of web-based platforms to
detect vulnerabilities such as injection flaws, broken authentication, and configuration er-
rors.

Network Security Audits: Evaluation of internal and external network perimeters to
identify misconfigurations and potential entry points for attackers.

Source Code Review: In-depth examination of application source code to uncover
security flaws that automated tools might miss.

Incident Response and Digital Forensics: Expert assistance in managing security
breaches, analyzing attack vectors, and recovering compromised systems.

Compliance and Security Consulting: Guidance on meeting industry standards and
regulatory requirements through robust security frameworks.

Why Choose ISGroup SRL

Expertise: ISGroup SRL employs highly skilled security researchers and consultants
with extensive experience in offensive security.

Methodology: The solutions provided by ISGroup SRL follow rigorous, industry-stan-
dard testing methodologies to ensure comprehensive coverage.

Actionable Insights: Every engagement concludes with detailed reporting that provi-
des clear, actionable recommendations for remediation.

Enquiries

For all sales enquiries or to learn more about the services offered by ISGroup SRL, please
reach out through the following channels:

Website: https://www.isgroup.biz/
Email: sales@Qisgroup.it
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Source: hitps://www.isgroup.biz/img/blog/certifications/iso-27001.webp

The provided content appears to be a corrupted binary file (WebP image data). As an Al I
cannot process or interpret the visual content of this file.

However, if you are looking for information regarding the services offered by ISGroup SRL,
please note that they provide professional cybersecurity services, including;:

e Penetration Testing and Vulnerability Assessment

e Security Audits and Compliance

¢ Incident Response and Digital Forensics

e Security Training and Consulting
For any professional enquiries, sales questions, or to request information about these services,
please refer to the following official channels:

o Website: https://www.isgroup.biz/

o Email: sales@isgroup.it
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Page Not Found

Source: hitps://www.isgroup.biz/en/cyber-security/cose-un-penetration-test. html

The requested page does not exist.

ISGroup SRL provides a comprehensive range of cybersecurity services and professional
solutions. For information regarding our offerings, please visit https://www.isgroup.biz/ or
reach out to salesQisgroup.it.
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Page Not Found
Source: hitps://www.isgroup.biz/en/cyber-security/metodologie-e-framework-di-penetration-testing. html
The requested page does not exist.

ISGroup SRL provides a comprehensive range of cybersecurity services and professional solu-
tions. For information regarding our offerings or to submit sales enquiries, please visit
https://www.isgroup.biz/ or email salesQisgroup.it.
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Page Not Found
Source: hitps://www.isgroup.biz/en/cyber-security/quali-tipi-di-penetration-test-esistono.html
The requested page does not exist.

ISGroup SRL provides a comprehensive range of cybersecurity services and professional solu-
tions. For information regarding these services or to submit sales enquiries, please visit
https://www.isgroup.biz/ or email salesQisgroup.it.
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